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Position Statement on the Benefits of Enabling

Opportunistic Transport Layer Security for the Protection of Email
Recommendation For Immediate Action:  HIPAA COW encourages enabling of Opportunistic Transport Layer Security (TLS/SSL) functionality before February 17, 2010, to promote protection of health information in transit via email, as a mechanism of facilitating compliance with the encryption standards under the HIPAA Security Rule and the new HITECH breach notification standard.  HIPAA COW will be investigating this topic in more depth in a forthcoming whitepaper and will examine the extent to which enabling Opportunistic TLS/SSL achieves compliance with the HIPAA standards.  However, as an interim measure, we recommend enabling this relatively simple, easy to implement and cost-free option, for those who use compatible software. 
We encourage organizations to take advantage of the additional layer of protection Opportunistic TLS /SSL provides for the delivery of email. In most cases, this is done by enabling the option on the external facing mail server.  When HIPAA covered entities and their business associates enable Opportunistic TLS, they reduce the risk of exposing unencrypted email.
What is TLS/SSL?  The Transport Layer Security (TLS/SSL) protocol has been well documented, widely used and trusted world-wide as a primary method of protection for internet data in transit. This protocol is widely accepted and recognized internationally, by both private and public entities, across most industries. Setting up a dedicated communication link between two sites over TLS/SSL (sometimes referred to as a Virtual Private Network) is recognized as a secure and acceptable method for protecting data in transit.
Opportunistic TLS simply refers to enabling the option to use TLS/SSL if another device also uses this protocol. In its simplest explanation, one device, such as a mail server, asks another if it is able to communicate over an encrypted connection, if the answer is “yes”, then an encrypted connection is set up using TLS/SSL between the two for the protection of messages delivered between.
Additionally, some email systems or gateway devices are sophisticated enough to force this level of protection to defined endpoints (such as by domains). If this capability is available, this can be a very cost effective way to ensure that all email between the two locations is encrypted in transit.

Guidelines relating to TLS/SSL are contained in the following document from the National Institute of Standards and Technology:   http://csrc.nist.gov/publications/nistpubs/800-52/SP800-52.pdf
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