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Disclaimer 

This document is Copyright ( 2004 by the HIPAA Collaborative of Wisconsin (“HIPAA COW”).  It may be freely redistributed in its entirety provided that this copyright notice is not removed.  It may not be sold for profit or used in commercial documents without the written permission of the copyright holder.  This document is provided “as is” without any express or implied warranty.  This document is for educational purposes only and does not constitute legal advice.  If you require legal advice, you should consult with an attorney.  HIPAA COW has not yet addressed all state preemption issues related to this document.  Therefore, this document may need to be modified in order to comply with Wisconsin law.

Note:  This policy has been developed to address the requirements of the HIPAA Security Rule.  Many healthcare organizations have in place existing risk management programs, plans and policies.  Whenever possible, all risk management activities should be coordinated.  Elements of this policy may be incorporated into the existing risk management activities.  In the absence of a formal organizational risk management program, this policy can standalone to meet the information systems requirements.
I. Applicability:

This policy applies to all Company XYZ workforce members.

II. Purpose:

This policy establishes the scope, objectives, and procedures of the Company XYZ’s information security risk management process in compliance with the HIPAA security Risk Analysis and Risk Management regulations under 45 CFR 164.308a.

III. Policy:


It is the policy of Company XYZ to conduct thorough and timely assessments of the potential threats and vulnerabilities to the confidentiality, integrity, and availability of its electronic information and to develop strategies to efficiently mitigate the risks identified in the assessment process as an integral part of the organization’s information security program.  The scope of the information security risk management process covers the administrative, physical, and technical processes that enable and govern electronic information handling activities: entry, processing, transmission, storage, and retrieval.

The execution, implementation, and maintenance of the information security risk management policy is the responsibility of the Security Officer (or other designated employee), who will oversee the procedures, guidelines, and standards set forth in the Procedures section below.  The two principle components of the risk management process - risk assessment and risk mitigation - will be carried out according to the following schedule to ensure the continued adequacy and continuous improvement of Company XYZ’s information security program:

A) Annually – an overall risk assessment of Company XYZ’s information system infrastructure will be conducted annually.  The assessment process should be completed in a timely fashion so that risk mitigation strategies can be determined and included in the corporate budgeting process.


B) Throughout a System’s Development Life Cycle – from the time that a need for a new information system is expressed through the time it is disposed of, ongoing assessments of the potential threats to a system and its vulnerabilities should be undertaken as a part of the maintenance of the system.


C) As Needed – the Director of Information Systems may call for a full or partial risk assessment in response to changes in business strategies, information technology, information sensitivity, threats, legal liabilities, or other significant factors that affect Company XYZ’s information systems.

All Company XYZ worforce members are expected to fully cooperate with all persons charged with doing risk management work.  Any workforce member that violates this policy will be subject to disciplinary action based on the severity of the violation according to Company XYZ’s Sanction policy.

IV. Definitions:

Threat – an entity that can exploit vulnerability either purposefully or accidentally.  Threats are commonly categorized in one of three ways: natural threats, such as tornadoes, floods, fires; human threats, which are intentional or unintentional; and environmental threats, such as power outages, hazardous material spills.

Vulnerability – a weakness or flaw in an information system that can be exploited by a threat and lead to a compromise in the integrity of that system.

Risk – the likelihood that a threat will exploit a vulnerability, and the impact of that event on the confidentiality, availability, and integrity of electronic information and other information system assets.

Risk Assessment – a process that determines the likely impact to an information system for each threat/vulnerability pair identified given the security controls in place and recommends possible actions/controls that could reduce or offset the determined risk.

Risk Mitigation – a process that prioritizes, evaluates, and implements security controls that will reduce or offset the risks determined in the risk assessment process to satisfactory levels within an organization given its mission and available resources.

V. Procedures:

By incorporating risk management procedures into its information security program, Company XYZ is able to establish a list of prioritized security measures and controls needed to reduce or eliminate risks to its electronic information and associated information systems.  Company XYZ supports the nine-step risk assessment and seven-step risk mitigation methodologies of the National Institute of Standards and Technology (NIST), which are documented in its Risk Management Guide for Information Technology Systems, Special Publication 800-30.  These methodologies can be applied to single systems or multiple, interrelated systems, and together they form the foundation of the risk management procedures described below.

Risk Assessment Procedures

Step One: Characterize the System – the initial step in the Risk Assessment process is to define what system will be assessed and identify its components (hardware, software, interfaces, etc.).

Step Two: Identify Threats – all threat-sources that have the potential to exploit the vulnerabilities of Company XYZ’s information systems should be documented.  The documentation should contain a list of threat-sources, the actions those threat-sources could take, and, if appropriate, the motivation of the threat-source.  Review of historical incidents should help generate items on this list.  (attach and reference Risk Assessment form on HIPAA COW website under Spring 2003 conference)

Step Three: Identify Vulnerabilities – document all vulnerabilities that could be exploited or triggered by the potential threat-sources identified above.

Step Four: Evaluate Security Controls – assess and document the effectiveness of controls that have been, or will be, implemented to reduce or eliminate the probability of a threat-source exploiting a system vulnerability. 

Step Five: Estimate Risk Likelihood – the likelihood or probability that a vulnerability could be exploited by a threat-source given existing or planned security controls should be stated as high, medium, or low according to the following definitions:

A) High Likelihood – The controls intended to prevent the vulnerability from being exploited are ineffective and the threat-source is highly motivated and capable.

B) Medium Likelihood – The threat-source is moderately motivated and capable, and the controls are moderately effective in impeding the exploitation of the vulnerability.

C) Low Likelihood – The threat-source has little if any motivation or capability or the controls are highly effective in preventing or significantly impeding the exploitation of the vulnerability.

Greater granularity can be achieved by adding risk likelihood definitions to the three mentioned above, e.g., Very High/Very Low Likelihood.  See the NIST Risk Management Guide for Information Technology Systems, Special Publication 800-30 (Section 3.5) for further explanation.

Step Six: Estimate Impact – the goal of this step is to qualitatively determine the magnitude of impact to the organization that would result if vulnerability in an information system were exploited.  Factors that should be considered in this step include the importance of the system to the organization’s mission and the criticality and sensitivity of the data associated with the system, an estimation of how often a threat-source may exploit a vulnerability over a specific period of time, and an estimation of the cost associated with each occurrence.

A minimum of three impact levels will be assigned to each vulnerability being assessed as defined below (extracted from NIST 800-30 Section 3.6):

A) High Impact – Exploitation of the vulnerability 1) may result in an extremely costly loss of major assets or resources, 2) may significantly violate, harm, or impede the organization’s mission or reputation, or 3) may result in human death or serious injury.

B) Medium Impact - Exploitation of the vulnerability 1) may result in a costly loss of assets or resources, 2) may violate, harm, or impede the organization’s mission or reputation, or 3) may result in human injury.

C) Low Impact - Exploitation of the vulnerability 1) may result in the loss of some assets or resources, 2) may noticeably affect the organization’s mission or reputation.

As is the case with the Risk Likelihood Determination step (Step Five), greater granularity can be achieved in this step by adding levels of impact to the list above, e.g., Very High/Very Low Impact.  Please refer to NIST 800-30 Section 3.6 for further discussion of this qualitative approach to doing impact analysis as well as the more complex, quantitative approach. 

Step Seven: Determine Risk-Level – By combining the results from Steps 5 and 6, a risk level is derived for each threat/vulnerability combination.  This is done by assigning values for risk likelihood and impact, and creating a risk-level matrix as shown below (extracted from NIST 800-30 Section 3.7):

	
	
	Impact

	
	
	Low

(10)
	Medium

(50)
	High

(100)

	Risk

Likelihood
	High (1.0)
	Low

10 X 1.0 = 10
	Medium

50 X 1.0 = 50
	High

100 X 1.0 = 100

	
	Medium (.5)
	Low

10 X .5 = 5
	Low

50 X .5 = 25
	Medium

100 X .5 = 50

	
	Low (.1)
	Low

10 X .1 = 1
	Low

50 X .1 = 5
	Low

100 X .1 = 10


The table shows the probabilities assigned to the Risk Likelihood categories as being 1.0 for High (100% chance of occurrence), .5 for Medium (50% chance), and .1 for Low (10% chance).  It also shows the relative impact value assigned to each impact level as being 100 for High, 50 for Medium, and 10 for Low.  By multiplying all Risk Likelihood/Impact combinations together, a risk level is created according to the following definitions:

A) High (51 to 100) – this level suggests that corrective actions need to be taken as soon as possible to avoid a highly probable and significant negative impact.

B) Medium (11 to 50) – corrective actions are called for with this level as well, but within a more reasonable or relaxed time frame.

C) Low (1 to 10) – corrective actions may be decided upon at this level or a decision to accept the risk may be made.  If corrective actions are decided on, the time frame for implementation is very relaxed.

A more granular risk-level matrix can be defined if more than three risk likelihood and impact levels are used.  For example a 5x5 risk-level matrix could be produced if both risk likelihood and impact components had Very High, High, Moderate, Low, and Very Low levels.

Step Eight: Recommendation Controls – a list of controls and procedures that can either reduce or eliminate risks, identified in the previous steps is generated.  This list, in turn, becomes a key input into the risk mitigation process, where further analysis, prioritization, and implementation of controls and procedures takes place.

Step Nine: Document Results – the risk assessment findings are reported in this step and presented to senior management and other identified persons so that pertinent policy, procedural, budgetary, and operational decisions can be made.  A sample risk assessment results report is available in NIST 800-30.

Risk Mitigation Procedures

Step One: Rank Actions – using results from Step Seven: Determine Risk-Level as presented in the risk assessment procedure above, sort the threat and vulnerability pairs according to their risk-levels, in descending order.  This will establish a prioritized list of actions needing to be taken, with the pairs at the top of the list getting the most immediate attention.

Step Two: Evaluate Control Options – although possible controls for each threat and vulnerability pair are arrived at in Step Eight: Recommendation Controls of the risk assessment procedures, they are reviewed for reasonableness and appropriateness in this step.  Control attributes to be considered include degree of protection, level of risk mitigation, user acceptance, and compatibility with the system(s) or other controls.  In the end, a “most appropriate” control option should be selected for each pair.

Step Three: Perform Cost-Benefit Analysis – The goal of this stage is to determine the extent to which a control is cost-effective and the extent of its cost-effectiveness.  This is done by comparing the benefit, e.g., risk reduction, of applying a control with its subsequent cost of application. Controls that are not cost-effective are also identified during this step.  Analyzing each control or set of controls in this manner and prioritizing across all controls being considered can greatly aid in the decision-making process.

Step Four: Control Selection – Taking into account the information and results from previous steps, the organization’s mission, and other important criteria, management must determine the best control(s) for reducing risks to the information systems.  These controls will consist of a mix of administrative, physical, and technical safeguards.

Step Five: Assign Responsibility – Workforce members with the skills necessary to implement the controls outlined in Step 4 are identified and their responsibilities are assigned in this step.  This step also includes the identification of equipment, training and other resources needed for the successful implementation of controls.

Step Six: Safeguard Program Plan Development – An overall program plan and individual project plans needed to implement the safeguards and controls chosen in Step 4 are developed in this step.

The program plan provides a broad overview of the safeguard implementation, identifying important milestones and timeframes, resource requirements, interrelationships between projects, and any other information relevant to this task.  Regular status reporting of the plan, along with key metrics and success indicators are be available to the Board, senior management, and other key stakeholders.

The individual project plans for safeguard implementation contain detailed steps that resources assigned must carry out to meet implementation timeframes and expectations, often referred to as a work breakdown structure.  Additionally, individual project plans should include items such as a project scope, a list deliverables, key assumptions, objectives, and project requirements.

Step Seven: Implementation – As controls are implemented, the affected system(s) are monitored to ensure hat the implemented controls continue to meet expectations.  Expectations must be continually and consistently reiterated communicated to all staff members and externals, including senior management and other key people throughout the risk mitigation process, especially since controls typically lower or offset risk rather than eliminate it.

If risk reduction expectations are not met, then all or a part of the risk management process are  repeated so that additional controls needed to lower risk to an acceptable level can be identified. The risk management process must be repeated periodically, in order to ensure continued compliance.  Checkpoints include major change to the environment, organizational or process changes, or a major change to facilities.  If the environment is static, biannual of annual review must occur to meet compliance objectives
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Appendix 1: PHYSICAL SECURITY RISK ASSESSMENT FORM

	#
	Indicator


	Yes
	No
	
Observations

	Facility
 Indicators

	1
	Plan/process documented for facility access and control.
	
	
	

	2
	Fire protection plans/documentation in place for each facility/site. 
	
	
	

	3
	Maintenance records/documentation maintained for building repairs and renovations (hardware, walls, doors, locks, etc.)
	
	
	

	4
	Maintenance records/documentation maintained on access points and controls (entrances, doors, locks).
	
	
	

	5
	Policy/process documented for distribution of keys, access tokens, combinations, codes (as well as return, modification, discontinuation).
	
	
	

	6
	Policy/plan for emergency preparedness addressing facility response to power/utility failure, telecommunications failure, vandalism, sabotage, natural disasters, and other operational threats.  
	
	
	

	7
	Policy/plan for emergency preparedness addresses how authorized personnel would gain access to the facility during and following a disaster.
	
	
	

	8
	Plan/process documented for security response (security officers, patrols, response team).
	
	
	

	9
	Plan/process documented for reporting and investigating security incidents.
	
	
	

	10
	Plan/process documented for involving local law enforcement/emergency agencies in security incidents.
	
	
	

	11
	Plan/process documented for gathering, analyzing, reporting, and storing security incident reports and supporting documentation.
	
	
	

	12
	Documented inventory of building assets.
	
	
	

	13
	Plan/process documented for destruction, disposal and re-use of protected health information media (paper and electronic).
	
	
	

	14
	Plan/process documented for move or transfer of protected health information media (paper and electronic).
	
	
	

	15
	Storage areas housing patient protected health information (paper and electronic) are safeguarded and secured.
	
	
	

	
	
	
	
	

	Comments:

	

	

	Equipment Indicators

	1
	Plan/process documented addressing removal of equipment from premises.
	
	
	

	2
	Maintenance records/documentation maintained for equipment purchase, repairs, and replacements.
	
	
	

	3
	Documented inventory of equipment assets.
	
	
	

	4
	Telecommunications equipment secured in locked areas.
	
	
	

	5
	Fax machines are located in secure, non-public areas.
	
	
	

	6
	Back-up media are maintained and stored off-site.
	
	
	

	
	
	
	
	

	Comments:

	

	

	Administrative Indicators

	1
	Plan documented addressing disaster recovery/emergency mode operations.
	
	
	

	2
	Plan documented addressing contingency operations.
	
	
	

	3
	Plan documented addressing facility security.
	
	
	

	4
	The responsibility for physical security has been assigned to an individual/department.
	
	
	

	5
	Policy/procedures documented addressing access control and validation.
	
	
	

	6
	Policy documented addressing facility access by vendors/business associates, visitors, others (granted/terminated/modified).
	
	
	

	7
	Policy/process documented addressing vendor control (sign-in, escort, presence in patient care areas)
	
	
	

	8
	Plan/process documented addressing the wearing of name/visitor badges.
	
	
	

	9
	Plan/process documented addressing unauthorized individuals in the facility or near equipment.
	
	
	

	10
	Policy documented addressing facility access by workforce members (granted/terminated/modified).
	
	
	

	11
	Policy/procedures documented for workforce termination/termination of access.
	
	
	

	
	
	
	
	

	Comments:

	

	

	Workstation Use & Security Indicators

	1
	Policy documented addressing workstation use and security (unattended workstations, log-in and log-off procedures, screen filters and savers, password management, etc.)
	
	
	

	2
	Plan/process documented addressing securing workstations from theft.
	
	
	

	3
	Policy documented addressing workstation use and security by remote access users (home-based workforce members, vendors, etc.).
	
	
	

	
	
	
	
	

	Comments:

	

	


Resources:

 “Physical Security Work Group White Paper,” HIPAA COW, October, 2004

� The term “facility” is defined in the preamble as the “physical premises and interior and exterior of a facility.”  Defined in HIPAA preamble.
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