
© 2005 Rebecca Herold, CISSP, CISA, CISM, FLMI.  

All rights reserved

1

HIPAA COWHIPAA COW
Strategies for Security and 
Privacy Joint Compliance 

with HIPAA
January 21, 2005

Rebecca Herold, CISSP, 
CISM, CISA, FLMI

rebeccaherold@rebeccaherold.com
www.rebeccaherold.com

515.491.1564



© 2005 Rebecca Herold, CISSP, CISA, CISM, FLMI.  

All rights reserved

2

What Will You Do After
April 20 2005?

90 days until April 20, 2005…
Will you be ready to
continue compliance?
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The HIPAA Ogre…

“an ogre is like an onion…layers, donkey, 
layers!”

Get a grip on your HIPAA compliance 
program and turn those challenging onion 
layers of requirements into tasty parfait 
layers of implemented compliant solutions
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What Will You Do for Ongoing 
HIPAA Compliance?

� What have you done for Privacy Rule 
Compliance?

� Some of these actions will have addressed 
Security Rule Compliance

� What did you use as a basis for your gap 
analyses?

� How will you manage HIPAA Privacy and 
Security compliance after April 20, 2005?

� STRATEGY: Manage Privacy and Security 
compliance tracking in a central location
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Who’s Responsible for HIPAA?

� Privacy and Security responsibilities; separate or 
same?

� If separate, is there partnership?

� STRATEGY:  Create a project plan and 
checklist, with responsibilities assigned and 
documented

� NOTE:  Send me an email and I’ ll send you a 
sample HIPAA compliance checklist/matrix
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Importance of Compliance 
Programs

� Updated Sentencing Guidelines
� Not only organizations, but now individuals, are 

accountable
� Demonstrates due diligence
� Security and privacy programs are required by 

law
� STRATEGY:  Let your executives know the 

impact of non-compliance; get their visible 
support of your compliance program
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Define Your Interpretation of 
Subjective Terminology

� What is “ reasonable and appropriate”?
� Why did you make your decisions 

regarding “addressable”  standards?
� Communicate these interpretations 

throughout your organization
� STRATEGY: Document your 

interpretations and justifications for 
making such decisions
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Use Standards to Manage 
Ongoing Compliance…

� Use established standards
– ISO 17799
– NIST (e.g., SP800-30)
– Etc

� STRATEGY: Create a roadmap for ongoing 
compliance that your executive sponsor supports

� STRATEGY: Document the public standards you 
are using as a basis for compliance
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Keep Your Eye on What’s 
Happening…

� HIPAA complaints
� HIPAA in the news
� OCR and CMS guidance documents
� STRATEGY: Assign a person or team 

responsibility for monitoring
� STRATEGY: Share with and learn from 

other security and privacy professionals
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IT and Compliance/Law Should 
Be Friends!

� Privacy and Security must be considered 
together, not separately, to be effective

� Formerly non-communicating areas must now 
enlighten each other

� Always discuss compliance decisions with your 
legal counsel

� Communicate, communicate, communicate!
� STRATEGY: Schedule time to communicate 

regularly with Privacy and Security compliance 
leaders
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Don’ t Lose Sight of the Forest 
for the Trees

� Don’ t get caught up in miniscule 
technicalities

� Always keep the big picture in mind
� Make a decision and move on
� Document, document, document!!
� STRATEGY: Assign someone to gather 

information; make a decision; document; 
and move on
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There is No Silver Bullet for 
HIPAA Compliance

� Technology alone cannot make you 
compliant

� Policies and procedures alone cannot make 
you compliant

� One size (solution) does not fit all
� STRATEGY: View HIPAA as a multi-

discipline ongoing effort, not just a one-
time project
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HIPAA Compliance is an 
Ongoing Process

� Things WILL be easier after your initial reviews 
are complete

� Continue to review one or two issues at a time 
after initial compliance work is complete

� Create your schedule for HIPAA compliance 
audits for 1 – 2 years in advance

� STRATEGY: Perform many “mini”  HIPAA 
compliance audits regularly
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Privacy Rule and Security Rule 
Overlaps (1)

STRATEGY: Don’ t duplicate efforts; identify, 
communicate and document overlaps

� Appropriate and Reasonable Safeguards

� Protecting Appropriate Information
� Mapping PHI Data Flows
� Access Control and Information Integrity

� Assigned Security and Privacy Accountability
� Policies and Procedures
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Privacy Rule and Security Rule 
Overlaps (2)

� Business Associate Agreements
� Training and Awareness
� Contingency Plans
� Compliance Monitoring and Audit
� Sanctions
� Individual Rights
� Uses and Disclosures
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Don’ t Forget About Other 
Applicable Laws and 

Regulations
� GLBA
� EU Data Protection Directive
� Canada’s PIPEDA
� State-level Laws
� Others…
� STRATEGY: Establish controls to the 

most restrictive requirements
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Guiding Principles For 
Addressing HIPAA Compliance

1. Privacy & Security compliance is a team effort
2. Look at the forest, not just at each of the trees; 

don’ t get caught up in small issues
3. Don’ t be afraid of change; use standards to 

improve all security and privacy processes
4. Teach others, and learn from others
5. Realize when you don’ t have the answer, then 

go find it; use the knowledge of your SMEs
6. Continue to monitor compliance…it is not a 

one-time destination
7. Document, document, document!  
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A few resources and tools from 
nonprofit sites…

� OCR: http://www.hhs.gov/ocr/hipaa/
� CMS: http://www.cms.hhs.gov/hipaa/
� AHIMA: http://www.ahima.org/
� NAIC: 

http://www.naic.org/privacy/initiatives/hea
lth_privacy.htm

� HRSA: http://www.hrsa.gov/hipaa.htm
� WEDI: http://www.wedi.org/
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A few more resources …

� HIPAA-CISSP mail list: 
http://groups.yahoo.com/group/HIPAA-CISSP/

� WEDI-SNIP Privacy Workgroup mail list:
http://www.wedi.org/listserve/

� IHealthBeat mail list: http://www.ihealthbeat.org/

� Information Shield: mail list & white 
papers: http://www.informationshield.com/
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A few of my resources and 
tools…

� The Practical Guide to HIPAA Security and Privacy 
Compliance (Herold and Beaver; Auerbach Publishing)

� The Privacy Papers (Herold, Auerbach Publishing)
� Managing an Information Security and Privacy Training 

and Awareness Program (Herold, Auerbach Publishing)
� The Business Executive Practical Guides to Compliance 

and Security Risks (Herold, eBooks at NetIQ site)
� Privacy Governance online resource (Herold, 

http://www.InformationShield.com)

� HIPAA Applications Risk-assessment Tool (HART)
http://www.rebeccaherold.com
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