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Policy:
It is the policy of <ORGANIZATION> to safeguard the confidentiality, integrity, and availability of protected health information (PHI), business and proprietary information within its information systems by controlling access to these systems/applications.  Access to information systems to all users, including but not limited to workforce members, volunteers, business associates, contracted providers, consultants, and any other entity, is allowable only on a minimum necessary basis.  All users are responsible for reporting an incident of unauthorized user or access of the organization’s information systems.  The same levels of confidentiality that exist for hard copy PHI, business, and proprietary information apply to digital and/or electronic protected health information (ePHI) within the organization’s information systems and are extended even after termination or other conclusion of access.  These safeguards have been established to address the HIPAA Security regulations including the following:
· 164.308a4iiC Access Establishment and Modification

· 164.308a3iiB Workforce Clearance Procedures

· 164.308a4iiB Access Authorization

· 164.312d Person or Entity Authentication

· 164.312a2i Unique User Identification

· 164.308a5iiD Password Management

· 164.312a2iii Automatic Logoff 

· 164.310b Workstation Use

· 164.310c Workstation Security

· 164.308a3iiC Termination Procedures

· 164.308a4iiA Isolating Healthcare Clearinghouse Function

Responsible for Implementation:
Security Officer & Privacy Officer.

Applicable To:
All workforce members and any other individual provided access.
Violation of this policy and its procedures by workforce members may result in corrective disciplinary action, up to and including termination of employment.  Violation of this policy and procedures by others, including providers, providers' offices, business associates and partners may result in termination of the relationship and/or associated privileges.  Violation may also result in civil and criminal penalties as determined by federal and state laws and regulations.

Key Definitions:
Electronic Protected Health Information (ePHI): Any individually identifiable health information protected by HIPAA that is transmitted by or stored in electronic media.

Minimum Necessary Information: Protected health information that is the minimum necessary to accomplish the intended purpose of the use, disclosure, or request.  The “minimum necessary” standard applies to all protected health information in any form.

Protected Health Information (PHI): Individually identifiable health information that is created by or received by the organization, including demographic information, that identifies an individual, or provides a reasonable basis to believe the information can be used to identify an individual, and relates to:  

· Past, present or future physical or mental health or condition of an individual.
· The provision of health care to an individual.
· The past, present, or future payment for the provision of health care to an individual.
Role:  The category or class of person or persons doing a type of job, defined by a set of similar or identical responsibilities.
Workforce:  As defined in the HIPAA Privacy Rule, employees, volunteers (board members, community representatives), trainees (students), contractors, and other persons under the direct control of a covered entity.

Workstation:  An electronic computing device, such as a laptop or desktop computer, or any other device that performs similar functions, used to create, receive, maintain, or transmit ePHI.  Workstation devices may include, but are not limited to: laptop or desktop computers, personal digital assistants (PDAs), tablet PCs, and other handheld devices.  For the purposes of this policy, “workstation” also includes the combination of hardware (i.e. Ethernet ports, hard drive, etc.), operating system, application software, and network connection (including remote and wireless).

Procedures

1) Access Establishment and Modification (164.308a4iiC)

A) Accompany all requests for access to any of the organization’s information systems and applications with a “Confidentiality and Information Access Agreement” form (see Appendix 1) completed by the requestor and approved by the requestor’s immediate supervisor.

i) Access is not granted until receipt, review, and approval of a signed “Confidentiality and Information Access Agreement” form.

ii) The “Confidentiality and Information Access Agreement” form is maintained by the IS Department.

B) The Human Resources Department is responsible for notifying the IS Department of employees transferred into a new department or new role and facilitating completion of the “Change in Responsibilities Checklist” (see Appendix 2) and the “Information Services Change” form and forwarding it to the IS Help Desk.

i) The IS Help Desk is responsible for changing the user’s access to information systems based on the employee’s new role within 24 hours of notification.

2) Workforce Clearance Procedures (164.308a3iiB)

A) The level of security assigned to a user to the organization’s information systems is based on the minimum necessary amount of data access required to carry out legitimate job responsibilities assigned to a user’s job classification and/or to a user needing access to carry out treatment, payment, or healthcare operations.  

B) All access requests are treated on a ‘least-access principle”; blanket access is not provided for any user.

3) Access Authorization (164.308a4iiB)

A) Role based access categories for each information system/application are pre-approved by the Technical Security Officer & Privacy Officer (or other designated department).  Categories are defined by the importance of the applications running on the information system, the value or sensitivity of the ePHI on the information system, security controls on the information system, security controls on the workstation utilized to access the information system, and the extent to which the information system is connected to other information systems.

B) The IS Help Desk grants the level of access to users based on these pre-determined categories.

4) Person or Entity Authentication (164.312d)

A) Each user has and uses a unique User Login ID and password that identifies him/her as the user of the information system.

5) Unique User Identification (164.312a2I)

A) Access to the organization’s information systems/applications is controlled by requiring unique User Login ID’s and passwords for each individual user.

B) Passwords are a minimum of six characters and are alpha numeric (see Appendix 3).

C) Passwords are not displayed at any time.  Password characters are replaced with asterisks “*” when typed.

D) Users may not select passwords that may be easily guessed or obtained using personal information (ex. names, favorite sports team, etc.) (Refer to Appendix 3 for Password Guidelines).

E) The IS Department assigns a generic User Login ID and password for each user to utilize for first time access into each information system.  The User Login ID and password are forwarded in a sealed envelope stating the user’s name to the employee’s supervisor.  The supervisor distributes the sealed envelope to the user.

F) Each information system automatically requires users to change their User Login ID and password upon first-time use of the information system.

6) Password Management (164.308a5iiD)

A) User Login IDs and passwords are used to control access to the organization’s information systems and may not be disclosed to anyone for any reason.

B) Users may not allow anyone for any reason to have access to any information system using another user’s unique User Login ID and password.

C) Each information system automatically requires users to change passwords at a pre-determined interval as determined by the organization, based on the criticality and sensitivity of the ePHI contained within the network, system, application, and/or database.

D) The information systems are programmed to deny user’s ability to use a prior password.

E) Users that do not recall their User Login ID and/or password may contact the IS Help Desk.  The IS Help desk provides the employee with a temporary, one-time use User Login ID and password within 24 hours of notification.

F) Passwords are inactivated immediately upon an employee’s termination (refer to the termination procedures in this policy).
G) If a user believes their User Login ID has been compromised, they are required to immediately report the incident to the Technical Security Officer and /or the IS Department.

7) Automatic Logoff (164.312a2iii)

A) Users are required to make information systems inaccessible by any other individual when unattended by the users (ex. by using a password protected screen saver or logging off the system).

B) Users log off information systems/applications at the end of their shift, or at the end of their need to use the system/application, whichever is sooner.

C) Information systems automatically log users off the systems after 15 minutes of inactivity.  Implement a shortened automatic log off time of 5 or 10 minutes for workstations located in public or high traffic areas.

D) The Technical Security Officer & Privacy Officer pre-approve exceptions to automatic log off requirements.

8) Workstation Use (164.310b)

A) Workstations may only be used for authorized business purposes.

B) Place workstations in secure areas away from regular patient traffic and position display screens to minimize unauthorized viewing and/or access.

C) All users are responsible for practicing precautions to protect the confidentiality, integrity, and availability of ePHI in the information systems at all times.

D) Workstations may not be used to engage in any activity that is illegal or is in violation of organization’s policies.

i. Access may not be used for transmitting, retrieving, or storage of any communications of a discriminatory or harassing nature or materials that are obscene or “X-rated”.  Harassment of any kind is prohibited.  No messages with derogatory or inflammatory remarks about an individual’s race, age, disability, religion, national origin, physical attributes, sexual preference, or health condition shall be transmitted or maintained.  No abusive, hostile, profane, or offensive language is to be transmitted through organization’s system.  

ii. Information systems/applications also may not be used for any other purpose that is illegal, unethical, or against company policies or contrary to organization’s best interests.  Messages containing information related to a lawsuit or investigation may not be sent without prior approval.

iii. Solicitation of non-company business, or any use of organization’s information systems/applications for personal gain is prohibited. 

iv. Participation in chain letters and other such activities is also prohibited.

v. Transmitted messages may not contain material that criticizes organization, its providers, its employees, or others. 

vi. Users may not misrepresent, obscure, suppress, or replace another user’s identity in transmitted or stored messages.

9) Workstation Security (164.310c)

A) Workstations are the property of organization and must always remain on the premises, unless prior authorization by the Technical Security Officer has been granted for removal of workstations from the premises.

B) Workstations utilized off organization’s premises are protected with security controls equivalent to those for on-site workstations.

C) Users may only access and utilize workstations as assigned by their supervisor.

D) Supervisors are responsible for monitoring use of workstations.  

E) All users report unauthorized workstation use to the Technical Security Officer.

F) The organization installs on all workstations anti-virus software to prevent transmission of malicious software.  This software is regularly updated.

G) Portable workstations (e.g. workstations (e.g., PDAs, laptops, etc.) are also subject to the same safeguards and protections.  Portable workstations are maintained in a safe and secure manner when transported.  

H) Networks are secured with a Firewall.

i) Network access is limited to legitimate or established connections.  An established connection is return traffic in response to an application request submitted from within the secure network.

ii) Firewall console and other management ports are appropriately secured or disabled and are located in a physically secure environment.  

iii) Mechanisms to log failed access attempts are in place.

iv) The configuration of firewalls used to protect networks are approved by the Technical Security Officer and maintained by the IS Department.

I) Servers are located in a physically secure environment and are on a secure network with firewall protection.

i) The system administrator or root account is password protected.

ii) A security patch and update procedure are established and implemented to ensure that all relevant security patches and updates are promptly applied based on the severity of the vulnerability corrected.

iii) All unused or unnecessary services are disabled.

10) Termination Procedures (164.308a3iiC)

A) The Human Resources Department (or other designated department), users, and their supervisors are required to notify the IS Help Desk upon completion and/or termination of access needs and facilitating completion of the “Termination Checklist” (refer to Appendix 4). 

B) The Human Resources Department, users, and supervisors are required to notify the IS Help Desk to terminate a user’s access rights if there is evidence or reason to believe the following (these incidents are also reported on an incident report and is filed with the Privacy Officer):

i) The user has been using their access rights inappropriately,

ii) A user’s password has been compromised (a new password may be provided to the user if the user is not identified as the individual compromising the original password)  

iii) An unauthorized individual is utilizing a user’s User Login ID and password (a new password may be provided to the user if the user is not identified as providing the unauthorized individual with the User Login ID and password).

C) The IS Help Desk will terminate users’ access rights immediately upon notification.

D) The IS Department audits and may terminate access of users that have not logged into organization’s information systems/applications for a period of over six (6) months.

11) Isolating Healthcare Clearinghouse Function (164.308a4iiA)
A) If a health care clearinghouse is part of a larger organization, the clearinghouse implements policies and procedures that protect the ePHI of the clearinghouse from unauthorized access by the larger organization.
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APPENDIX 1:  Confidentiality and Information Access Agreement
Summary

< ORGANIZATION > is dedicated to safeguarding and maintaining the confidentiality, integrity, and availability of our patient, employee, and organizational information (collectively “Confidential Information”).  Patient information includes protected health information that is any personal, employment-related, or medical information relating to a patient’s treatment, payment, or health care operations of organization as determined through observation, conversation with a patient or other medical staff, and/or information which is created and/or stored in any information system.  The confidentiality, integrity, and availability of protected health information must be maintained at all times.

This Confidentiality and Information Access Agreement (“Agreement”) is required to be read, signed, and complied with by all users that access any of organization information systems as a condition of access to any information system.  The information system user signing this Agreement may only access, use, and disclose Confidential Information in any medium as needed to perform his/her job responsibilities as allowed by law, organization policies and procedures, and/or as agreed upon between said user and <ORGANIZATION>.

	1. I understand and agree that I must safeguard and maintain the confidentiality, integrity, and availability of all Confidential Information I use, disclose, and/or access at all times, whether or not I am at work and regardless of how it was accessed.
	8. I understand that access to all <ORGANIZATION’s> Information Systems including Email and Internet are intended for business usage.

	2. I will only access, use, and/or disclose the minimum necessary Confidential Information needed to perform my assigned duties and disclose it to other individuals/organizations who need it to perform their assigned duties or as allowed by law.  Protected health information is specifically protected, by law, from further disclosures without prior authorization.
	9. I will practice secure electronic communications by transmitting Confidential Information only to authorized entities, in accordance with approved privacy and security standards.

	3. I will not access my own, or my family’s, record in any information system without prior Authorization from the HIM Director at <ORGANIZATION> (unless required to perform your job responsibilities).
	10. I will only access or use the systems or devices that I am being authorized to access and agree not to demonstrate the operation or function of any of <ORGANIZATION’s> information systems or devices to unauthorized individuals.

	4. I will not disclose any Confidential Information with others who do not have a need to know it.
	11. I will never use tools or techniques to break/exploit security measures.

	5. I will not in any way divulge, copy, release, sell, loan, alter, or destroy any Confidential Information except as properly authorized.
	12. I will never connect to unauthorized networks through <ORGANIZATION’s> systems or devices.

	6. I will not download any Confidential Information off <ORGANIZATION> information systems to store or use it on any other system or computer diskettes, compact discs, digital video discs, zip discs, other portable media, etc. or removable storage devices such as removable USB flash discs, except in situations whereby explicit approval to do so has been granted by <ORGANIZATION>IS Department with prior review by the Technical Security Officer & Privacy Officer.  If I received this approval to download data I will assume sole and absolute responsibility to manage and protect it based upon standards listed in this Agreement and according to the law.
	13. I understand that I have neither ownership interest nor expectation of privacy in any information accessed or created by me during my relationship with <ORGANIZATION>.  <ORGANIZATION> may audit, log, access, review, and otherwise utilize information stored on or passing through its systems for many reasons, including to maintain the confidentiality, security, and availability of Confidential Information.

	7. I will not download any software program onto <ORGANIZATION> equipment without prior written approval from the <ORGANIZATION> IS Department.
	14. I will not use <ORGANIZATION’s> information systems to transmit, retrieve, nor store any communications consisting of discriminatory, harassing, obscene, solicitation, or criminal information.


	15. I understand that my User Login ID(s), password(s) are used to control access to <ORGANIZATION’s> information systems and an electronic signature(s) is the equivalent to my legal signature.  I will not disclose them to anyone nor allow anyone to access any information system using my User Login ID(s) and password(s) for any reason.
	19. I will immediately report to <ORGANIZATION> IS Director any activity that violates this agreement, Confidential Information laws, or any other incident that could have any adverse impact on Confidential Information.

	16. I understand that I will be held accountable for all inquires, entries, and changes made to any <ORGANIZATION> information system using my User Login ID(s) and password(s).
	20. Upon completion and/or termination of access to <ORGANIZATION’s> information systems, the Human Resources department (or other designated department) notifies <ORGANIZATION’s> IS Department to delete Users access to information systems/applications; Department directors notify for non-workforce members and Medical Staff Services (i.e.Credentialing) reports for medical staff physicians.  

	17. I will only use my officially assigned, personal User Login ID(s) and password(s).
	21. I affirm that I will maintain the confidentiality, integrity, and availability of all Confidential Information even after termination, completion, cancellation, expiration, or other conclusion of access to <ORGANIZATION’s> information systems.

	18. I will immediately notify <ORGANIZATION’s> IS Director if my password has been seen, disclosed, or otherwise compromised.
	22. I understand that violation of this Agreement may result in disciplinary action, up to and including termination of employment or business relationship, suspension and loss of privileges, termination of authorization to work within <ORGANIZATION>, as well as legal actions.


Refer any questions related to this Agreement to the 

Technical Security Officer or the Privacy Officer.

By signing this Agreement, I agree to comply with its terms and conditions.  Failure to read this Agreement is not an excuse for violating it.  The IS Department may deny access to <ORGANIZATION’s> information systems if this Agreement is not returned signed and dated.

	_______________________________________
	_____________________________

	Signature
	Date


	_______________________________________
	_____________________________

	Requestor’s Immediate Supervisor Signature
	Date


	_______________________________________
	_____________________________

	Access Agreement Approved by (printed name)
	Date


Please return this completed Agreement to: Privacy Officer.

Appendix 2:  Change In Responsibilities Checklist  

Follow appropriate HR and departmental policies and procedures regarding employee transfer or promotion.  The following checklist is to be used to safeguard access to confidential information when employment transfers or changes job responsibilities.
	Employee Name: ___________________________________________________________

Title: _____________________________________________________________________

Department: _______________________________________________________________



	Task
	Responsible

	· Submit requests for access to additional programs or databases.
	Supervisor or Manager

	· Review access changes of the new role with the employee.  Previous access to files and confidential information does not guarantee continued access in the new role.
	Supervisor or Manager

	· Determine which files will need to be accessed. 

· If necessary, request temporary access to the employee’s files.
	Supervisor or Manager

	· If appropriate, return building keys.  Note:  Misplaced or lost building keys can be programmed to deny access.  Door keys (for each floor) should be marked with “Do Not Copy”.
	Supervisor or Manager

	· Return file or cabinet keys.
	Employee

	· Make necessary changes to the ID badges to reflect changes in title or role. 
	Supervisor or Manager

	· Telecommunications is contacted regarding phone and voicemail changes.
	Supervisor or Manager

	· If appropriate, return company issued cell phones and pagers.
	Employee

	· Return workstation (desk) keys to supervisor or manager.
	Employee

	· If appropriate, notify key contacts (business associates, vendors, etc.) regarding the change.
	Supervisor or Manager


	Completed by:
	
	
	

	
	
	
	

	Title:
	
	Date:
	


APPENDIX 3:  PASSWORD GUIDELINES

Passwords need to be at least six characters to be secure, cannot be a common word, and must contain two of the following:

· Special Characters (!@#$%^&*()-=+_~`\][|}{‘;”:/.,?><)

· Numbers (1234567890) 

· Letters (ABCDEFGHIJKLMNOPQRSTUVWXYZ)

The best way to pick a password is to think of a phrase that is easy to remember. And choose the first letter of each word.

The rain in Spain falls mainly on the plain

This would give you TriSfmotp.  You could also add either a number or special character or change one of the existing letters to a number or special character.  If you do this, you might end up with something like this…

Tr1Sfmotp!  (This is a very secure password, and is fairly easy to remember and impossible to guess.)

This is a very secure password, and is fairly easy to remember and impossible to guess.  You will notice that you should not use the initials of family members, pet’s names, favorite sports teams, etc because these passwords are easily guessed.

Password do’s and don’ts

· Do use a password with mixed-case characters (where supported). 

· Do use a password containing non-alphabetic characters (digits and/or punctuation) 

· Do use a password that is easy to remember, so that you don't need to write it down. 

· Don't use your login or user name in any form (as-is, reversed, capitalized, doubled, etc.) 

· Don't use your first, middle, or last name in any form. 

· Don't use your spouse's, significant other's, children's, friend's, or pet's name in any form. 

· Don't use other information easily obtained about you, including your date of birth, license plate number, telephone number, social security number, make of your automobile, house address, etc. 

· Don't use a password of all digits or all the same letter. 

· Don't use a word contained in English or foreign language dictionaries, spelling lists, acronym or abbreviation lists, or other lists of words. 

· Don't use a password containing fewer than six characters. 

· Don’t give your password to another person for any reason.

Appendix 4:  Termination Checklist

Follow appropriate HR and departmental policies and procedures for personnel replacement, responsibility transitions, benefit and insurance changes, etc.  The following checklist is to be used to safeguard access to confidential information when employment ends at <ORGANIZATION>.

	Date of Termination
	

	Employee
	

	Title 
	

	Department
	

	Termination
	· Voluntary
	· Involuntary

	Task
	Responsible Individual

	General

	· Collect Employee’s Identification Badge/Access Card
	Supervisor

	· Collect Employee’s Keys (e.g., building, department, desk, file cabinets, etc.)
	Supervisor

	· Collect Any Other Equipment/Items Issued to Employee

· Uniforms/Work Clothes

· Parking Pass

· Credit Card

· Other: _______________________________________
	Supervisor

	· Transfer Employee’s Files
	Supervisor

	Telecommunications

	· Terminate Employee’s Voice Mail 
	Supervisor to Contact Telecommunications

	· Collect Employee’s Pager/Cell Phone
	Supervisor

	Information Systems

	· Terminate Employee’s Network Access
	Supervisor to Contact IS

IS to Terminate Access

	· Terminate Employee’s E-Mail Account
	Supervisor to Contact IS

IS to Terminate Access

	Terminate Employee’s Access to Other Programs:
	Supervisor to Contact IS to Terminate Access

	· Practice Management

· Electronic Medical Record

· Lab Billing System
	· _________________

· _________________

· _________________
	

	· Collect Employee’s Laptop, PDA, Notebook, etc.
	Supervisor

	· Transfer Employee’s Electronic Files
	Supervisor to Contact IS to Facilitate Transfer

	Completed By

(Name/Title)
	

	Date
	


______________________________________________________________________________
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