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	Administrative Safeguards
	
	
	
	
	

	1
	General Guidelines to Safeguard Protected Health Information
	
	
	
	
	

	2
	Risk Analysis and Ongoing Risk Management
	
	
	
	
	

	3
	Sanctions for Violating Privacy and Security Policies and Procedures
	
	
	
	
	

	4
	Activity Review of Information System Security
	
	
	
	
	

	5
	Assignment of Security Responsibility
	
	
	
	
	

	6
	Assignment and Management of Information Access Privileges
	
	
	
	
	

	7
	Termination or Modification of Access to Protected Health Information: Facility Controls and Electronic Systems
	
	
	
	
	

	8
	Training Program:  Security Awareness and Training to Safeguard Electronic Protected Health Information
	
	
	
	
	

	9
	Security Incident Procedures:  Response and Reporting
	
	
	
	
	

	10
	Contingency Planning:  Response to Unexpected Negative Events
	
	
	
	
	

	11
	Evaluation of the Security of Protected Health Information
	
	
	
	
	

	12
	Business Associates Contracts and Other Arrangements
	
	
	
	
	

	13
	Maintenance of Privacy and Security Policies and Procedures
	
	
	
	
	


	Physical Safeguards

	14
	Assignment of Facility Access Controls or Privileges
	
	
	
	
	

	15
	Polices and Guidelines on Work Station Use and Security
	
	
	
	
	

	16
	Device and Media Controls
	
	
	
	
	


	Technical Safeguards

	17
	Access Control
	
	
	
	
	

	18
	Audit Controls
	
	
	
	
	

	19
	Integrity
	
	
	
	
	

	20
	Authentication of Person or Entity
	
	
	
	
	

	21
	Electronic Transmission Security of PHI
	
	
	
	
	

	22
	E-Mail and Protected Health Information
	
	
	
	
	

	23
	Facsimile Machines and Protected Health Information
	
	
	
	
	


Items in bold italics correspond to the required implementation specifications as outlined on Appendix A to Subpart C of Part 164. 
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