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Definitions

“Abuse”, other than when used in referring to abuse of alcohol beverages or other drugs, means any of the following:

(a) Physical injury inflicted on a child by other than accidental means.

(am) When used in referring to an unborn child, serious physical harm inflicted on the unborn child, and the risk of serious physical harm to the child when born, caused by the habitual lack of self-control of the expectant mother of the unborn child in the use of alcohol beverages, controlled substances or controlled substance analogs, exhibited to a severe degree.

(b) Sexual intercourse or sexual contact under s. 940.225, 948.02, or 948.025. [sexual assault; engaging in repeated acts of sexual assault of the same child; engaging in repeated acts of sexual assault of the same child]

(c) A violation of s. 948.05. [sexual exploitation of a child]

(d) Permitting, allowing or encouraging a child to violate s. 944.30. [prostitution]

(e) A violation of s. 948.055. [causing a child to view or listen to sexual activity]

(f) A violation of s. 948.10. [exposing genitals or pubic area]

(gm) Emotional damage for which the child's parent, guardian or legal custodian has neglected, refused or been unable for reasons other than poverty to obtain the necessary treatment or to take steps to ameliorate the symptoms.   (Wis. Stat. s. 48.02)  

“Law enforcement agency” means a governmental unit of one or more persons employed full time by the state or a political subdivision of the state for the purpose of preventing and detecting crime and enforcing state laws or local ordinances, employees of which unit are authorized to make arrests for crimes while acting within the scope of their authority.  Referenced in s. 51.30  (Wis. Stat. s. 165.83(1)(b))

“Law enforcement officer” means any person employed by the state or any political subdivision of the state, for the purpose of detecting and preventing crime and enforcing laws or ordinances and who is authorized to make arrests for violations of the laws or ordinances that the person is employed to enforce. (Wis. Stat. s. 165.85(2)(c) and  (Wis. Stat. s. 175.46(1)(g))  

“Law enforcement officer” means any person who by virtue of the person's office or public employment is vested by law with the duty to maintain public order or to make arrests for crimes while acting within the scope of the person's authority. (Wis. Stat. s. 967.02(5))

“Law enforcement official” means an officer or employee of any agency or authority of the United States, a state, a territory, a political subdivision of a state or territory, or an Indian tribe, who is empowered by law to 

    (1) Investigate or conduct an official inquiry into a potential violation of law; or

    (2) Prosecute or otherwise conduct a criminal, civil, or administrative proceeding arising from an alleged violation of law. (45 CFR 164.501)

“Patient health care records” means all records related to the health of a patient prepared by or under the supervision of a health care provider, including the records required under s. 146.82(2)(d) and (3)(c), but not those records subject to s. 51.30, reports collected under s. 69.186, records of tests administered under s. 252.15(2)(a) 7., 343.305, 938.296(4) or (5) or 968.38(4) or (5), fetal monitor tracings, as defined under s. 146.817(1), or a pupil's physical health records maintained by a school under s. 118.125. ``Patient health care records” also includes health summary forms prepared under s. 302.88(2).  Health care provider includes nurses, physicians, practice groups, hospices, inpatient health care facilities, community-based residential facilities and rural medical centers.  Refer to Wis. Stat. s. 146.81(1) for extensive definition of health care provider.  (Wis. Stat. s. 146.81(4)) 

[appears as “(146.82) Patient Health Care Records” on grid]

“Probation, extended supervision and parole agent” means [for purposes of Wis. Stat. s. 940.20] any person authorized by the department of corrections to exercise control over a probationer, parolee or person on extended supervision.  (Wis. Stat. s.  940.20(2m)(a)2.)

“Treatment records” include the registration and all other records concerning individuals who are receiving or who at any time have received services for mental illness, developmental disabilities, alcoholism, or drug dependence which are maintained by the department, by county departments under s. 51.42 or 51.347 and their staffs, and by treatment facilities.  Such records do not include notes or records maintained for personal use by an individual providing treatment services for the department, a county department under s. 51.42 or 51.437, or a treatment facility if such notes or records are not available to others.  Wis. Stat. 51.30(1)(b) [appears as “(51.30) MH/AODA/DD Records” on grid]

	Encounters with Law Enforcement require verification of identity to disclose information. 
	HIPAA Reference

164.514 (h)(1)  Standard:  verification requirements.  Prior to any disclosure permitted by this subpart, a covered entity must:

(i) Except with respect to disclosures under s. 164.510, verify the identity of a person requesting protected health information and the authority of any such person to have access to protected health information under this subpart, if the identity or any such authority of such person is not known to the covered entity; and 

(ii) Obtain any documentation, statements, or representations, whether oral or written, from the person requesting the protected health information when such documentation, statement, or representation is a condition of the disclosure under this subpart.

164.514(h)(2)(ii) Identity of public officials. A covered entity may rely, if such reliance is reasonable under the circumstances, on any of the following to verify identity when the disclosure of protected health information is to a public official or a person acting on behalf of the public official:

(A) If the request is made in person, presentation of an agency identification badge, other official credentials, or other proof of government status;

(B) If the request is in writing, the request is on the appropriate government letterhead; or

(C) If the disclosure is to a person acting on behalf of a public official, a written statement on appropriate government letterhead that the person is acting under the government's authority or other evidence or documentation of agency, such as a contract for services, memorandum of understanding, or purchase order, that establishes that the person is acting on behalf of the public official.


Table Column Definitions

Reporting column addresses reporting the occurrence of the circumstance. Report does not equal disclosure of record.
Disclosure column addresses the release of the individual’s record(s).

	HIPAA Reference
	State Law Reference
	Reporting
	Disclosure

	Deaths

	164.512(a)(1) Standard: uses and disclosures required by law. 

(1) A covered entity may use or disclose protected health information to the extent that such use or disclosure is required by law and the use or disclosure complies with and is limited to the relevant requirements of such law.

164.512(a)(2) A covered entity must meet the requirements described in paragraph (c), (e), or (f) of this section for uses or disclosures required by law.

164.512(f)(1)(i) Standard: disclosures for law enforcement purposes. A covered entity may disclose protected health information for a law enforcement purpose to a law enforcement official if the conditions in paragraphs (f)(1) through (f)(6) of this section are met, as applicable.

    (1) Permitted disclosures: pursuant to process and as otherwise required by law. A covered entity may disclose protected health information:

    (i) As required by law including laws that require the reporting of certain types of wounds or other physical injuries, except for laws subject to paragraph (b)(1)(ii) or (c)(1)(i) of this section;

164.512(g)(1) Standard: uses and disclosures about decedents.

(1) Coroners and medical examiners. A covered entity may disclose protected health information to a coroner or medical examiner for the purpose of identifying a deceased person, determining a cause of death, or other duties as authorized by law. A covered entity that also performs the duties of a coroner or medical examiner may use protected health information for the purposes described in this paragraph.

164.512(f) Standard: disclosures for law enforcement purposes. A covered entity may disclose protected health information for a law enforcement purpose to a law enforcement official if the conditions in paragraphs (f)(1) through (f)(6) of this section are met, as applicable.
(4)  Permitted disclosure: Decedents. A covered entity may disclose protected health information about an individual who has died to a law enforcement official for the purpose of alerting law enforcement of the death of the individual if the covered entity has a suspicion that such death may have resulted from criminal conduct.
	979.01   Reporting deaths required; penalty; taking specimens by coroner or medical examiner.  (1) All physicians, authorities of hospitals, sanatoriums, public and private institutions, convalescent homes, authorities of any institution of a like nature, and other persons having knowledge of the death of any person who has died under any of the following circumstances, shall immediately report the death to the sheriff, police chief, or medical examiner or coroner of the county where the death took place:

(a)  All deaths in which there are unexplained, unusual or suspicious circumstances.

(b)  All homicides.

(c)  All suicides.

(d)  All deaths following an abortion.

(e)  All deaths due to poisoning, whether homicidal, suicidal or accidental.
(f)  All deaths following accidents, whether the injury is or is not the primary cause of death.

(g)  When there was no physician, or accredited practitioner of a bona fide religious denomination relying upon prayer or spiritual means for healing in attendance within 30 days preceding death.

(h)  When a physician refuses to sign the death certificate.

(i)  When, after reasonable efforts, a physician cannot be obtained to sign the medical certification as required under s. 69.18(2)(b) or (c) within 6 days after the pronouncement of death or sooner under circumstances which the coroner or medical examiner determines to be an emergency.

146.82(2)(a)15 To the department under s. 48.60(5)(c), 50.02(5) or 51.03(2) or to a sheriff, police department or district attorney for purposes of investigation of a death reported under s. 48.60(5)(a), 50.035(5)(b), 50.04(2t)(b) or 51.64(2).

979.015 Subpoena for documents.  Upon the request of the coroner, medical examiner or district attorney, a court shall issue a subpoena requiring the production of documents necessary for the determination of a decedent's cause of death.  The documents may include the decedent's patient health care records and treatment records, as defined in ss. 51.30 and 146.81(4).  The documents shall be returnable to the officer named in the subpoena.

146.82(2)(a)18  Following the death of a patient, to a coroner, deputy coroner, medical examiner or medical examiner's assistant, for the purpose of completing a medical certificate under s. 69.18(2) or investigating a death under s. 979.01 or 979.10.  The health care provider may release information by initiating contact with the office of the coroner or medical examiner without receiving a request for release of the information and shall release information upon receipt of an oral or written request for the information from the coroner, deputy coroner, medical examiner or medical examiner's assistant.  The recipient of any information under this subdivision shall keep the information confidential except as necessary to comply with s. 69.18, 979.01 or 979.10.

51.30(4)(b)23  To the department under s. 51.03(2)or to a sheriff, police department or district attorney for purposes of investigation of a death reported under s.51.64(2)(a).

252.15(5)(a)12  To  a coroner, medical examiner or an appointed assistant to  a coroner or medical examiner, if one or more of the following conditions exist: 

a. The possible HIV-infected status is relevant to the cause of death of a person whose death is under direct investigation by the coroner, medical examiner or appointed assistant

b.  The coroner, medical examiner or appointed assistant is significantly exposed to a person whose death is under direct investigation by the coroner, medical examiner or appointed assistant, if a physician, based on information provided to the physician, determines and certifies in writing that the coroner, medical examiner or appointed assistant has been significantly exposed and if the certification accompanies the request for disclosure. 
	To Whom—sheriff, police chief, or medical examiner or coroner of the county where the death took place

Information to be Reported— 

Note:  Information disclosed is not defined in the statute.  Reporting should include adequate information to identify the deceased such as the name, date of death, necessary identifiers (e.g., date of birth, gender, address) and circumstances of death as outlined in s. 979.01(1) (a) through (i).  

Note: Circumstances of the death

may permit disclosures under other statutory authority (e.g. Child Abuse, Elder Abuse).

	Medical examiner/coroner:  

Coroners and medical examiners have access to records if completing a medical certificate or investigating all deaths in which there are unexplained, unusual or suspicious circumstances; all homicides;

all suicides; all deaths following an abortion; all deaths due to poisoning, whether homicidal, suicidal or accidental; all deaths following accidents, whether the injury is or is not the primary cause of death; when there was no physician, or accredited practitioner of a bona fide religious denomination relying upon prayer or spiritual means for healing in attendance within 30 days preceding death; when a physician refuses to sign the death certificate; or when, after reasonable efforts, a physician cannot be obtained to sign the medical certification as required under s. 69.18(2)(b) or (c) within 6 days after the pronouncement of death or sooner under circumstances which the coroner or medical examiner determines to be an emergency.
(146.82) Patient Health Care Records:

A court order or authorization from authorized individual allows disclosure.

If a legally authorized person designates a law enforcement person to gain access to the record, it will be necessary to verify the legal authority and the identity of the law enforcement person. 

To Whom/What:  

Patient Health Care Records will be disclosed only when a sheriff, police department or district attorney is investigating a death reported under ss. 48.60(5)(a) [death of child in residential center], 50.035(5)(b) [death of resident of community-based residential facility], 50.04(2t)(b) [death of resident of nursing home], 51.64(2) [death of patient admitted or committed to a treatment facility].

(51.30) MH/AODA/DD Records will be disclosed only when a sheriff, police department, or district attorney is investigating a death under 51.64(2)(a)[Death of patient admitted or committed to a mental health/AODA/DD treatment facility].  
(252.15) HIV Test Results generally are disclosed only with court order or authorization.  There are some exceptions in Wis. Stat. 252.15(5)(a) for persons providing emergency care, jailers, and inmate health care providers.  Refer to HIPAACOW Wis. Stat. s. 252 grid.  

	Crimes on the Premises includes, but is not limited to, the following:

· Crimes against life (e.g., homicide), bodily security (e.g., battery, sexual assault) and property (e.g., theft).

· Drug seeking behavior [e.g., obtaining or attempting to obtain a prescription drug, or procure or attempt to procure the administration of a prescription drug by fraud, deceit, willful misrepresentation, forgery, alteration of a prescription, willful concealment of a material fact, or use of a false name or address contrary to Wis. Stat. s. 450.11(7)(a); obtaining or acquiring possession of a controlled substance by misrepresentation, fraud, forgery, deception or subterfuge contrary to Wis. Stat. s. 961.43(1)(a); practitioner self-prescription or use contrary to Wis. Stat. § 961.38(5)] 

· Seeking excessive prescribed drugs [for example, multiple attempts to fill the same prescription is a crime when it involves fraud, misrepresentation or other actions violating Wis. Stat. § 450.11(7)(a), 961.43(1)(a) or 961.38(5)].

· Drug seeking behavior or identity theft can be considered as occurring “on the premises” if a telephone call is received at the provider’s premises from someone seeking drugs or attempting other identity theft.

· Identity theft, when misrepresentation of identity occurs on the premises [e.g., misappropriation of personal identifying information or personal identification documents contrary to Wis. Stat. § 943.201, or fraudulent insurance/employee benefit claim contrary to Wis. Stat. § 943.395; or unauthorized use of an entity’s identifying information or documents contrary to Wis. Stat. § 943.203]

· Other crimes (e.g., drug possession, child neglect)

	164.512(f)(5) Permitted disclosure: crime on premises. A covered entity may disclose to a law enforcement official protected health information

that the covered entity believes in good faith constitutes evidence of criminal conduct that occurred on the premises of the covered entity.
164.512 (j)  Standard: uses and disclosures to avert a serious threat to health or safety. 

(1) Permitted disclosures. A covered entity may, consistent with applicable law and standards of ethical conduct, use or

disclose protected health information, if the covered entity, in good faith, believes the use or disclosure:

(i)(A) Is necessary to prevent or lessen a serious and imminent threat to the health or safety of a person or the public; and 

(B) Is to a person or persons reasonably able to prevent or lessen the threat, including the target of the threat; or

(ii) Is necessary for law enforcement authorities to identify or apprehend an individual:

(A) Because of a statement by an individual admitting participation

in a violent crime that the covered entity reasonably believes may have

caused serious physical harm to the victim; or

(B) Where it appears from all the circumstances that the individual has escaped from a correctional institution or from lawful custody, as those terms are defined in s. 164.501.

(2) Use or disclosure not permitted. A use or disclosure pursuant to paragraph (j)(1)(ii)(A) of this section may not be made if the information described in paragraph (j)(1)(ii)(A) of this section is learned by the covered entity:

(i) In the course of treatment to affect the propensity to commit the criminal conduct that is the basis for the disclosure under paragraph (j)(1)(ii)(A) of this section, or counseling or therapy; or

(ii) Through a request by the individual to initiate or to be referred for the treatment, counseling, or therapy described in paragraph (j)(2)(i) of this section.

(3) Limit on information that may be disclosed. A disclosure made pursuant to 
	146.82(2)(a)5.  In response to a written request by any federal or state governmental agency to perform a legally authorized function, including but not limited to management audits, financial audits, program monitoring and evaluation, facility licensure or certification or individual licensure or certification.  The private pay patient, except if a resident of a nursing home, may deny access granted under this subdivision by annually submitting to a health care provider, other than a nursing home, a signed, written request on a form provided by the department.  The provider, if a hospital, shall submit a copy of the signed form to the patient’s physician.

51.30(4)(b)19. To state and local law enforcement agencies for the purpose of reporting an apparent crime committed on the premises of an inpatient treatment facility or nursing home, if the facility or home has treatment records subject to this section, or observed by staff or agents of any such facility or nursing home.  Information released under this subdivision is limited to identifying information that may be released under subd.16. and information related to the apparent crime.

51.30(4)(b)16.  If authorized by the secretary or his or her designee, to a law enforcement agency upon request if the individual was admitted under ch. 971 or 975 or transferred under s. 51.35(3) or 51.37.  Information released under this subdivision is limited to the individual's name and other identifying information, including photographs and fingerprints, the branch of the court that committed the individual, the crime that the individual is charged with, found not guilty of by reason of mental disease or defect or convicted of, whether or not the individual is or has been authorized to leave the grounds of the institution and information as to the individual's whereabouts during any time period.  In this subdivision “law enforcement agency” has the meaning provided in s. 165.83(1)(b).

450.11(7)(a) No person may obtain or attempt to obtain a prescription drug, or procure or attempt to procure the administration of a prescription drug, by fraud, deceit or willful misrepresentation or by forgery or alteration 
	Without Informed Consent 

If the crime occurs to a patient or employee, the patient or employee are encouraged to report the crime.

(146.82) Patient Health Care Records: 

To Whom—federal, state or local law enforcement agency regarding an apparent crime. 

Information to be Reported—The

information should generally be limited to the individual's name and

other circumstantial information, not including any records related to

the health of a patient prepared by or under the supervision of a health

care provider.  The fact that a crime occurred on premises is, in itself, not considered patient health care record information under Wisconsin statute.  It is unclear whether s. 146.82 would prohibit release of the name of the patient in conjunction with the report of the crime.  Consult legal counsel.

(51.30) MH/AODA/DD Records:

To Whom—state or local law enforcement agency regarding an apparent crime.

Information to be Reported—The information is limited to the individual’s name and other identifying information, which should include adequate information to identify the individual (date of birth, gender, address) and information related to the apparent crime.

Consistent with 42 CFR 2.12(c)(5).
	(146.82) Patient Health Care Records:

In response to a written request by any federal or state governmental agency to perform a legally authorized function.

An authorization or court order is necessary for any other request.

(51.30) MH/AODA/DD Records:

Person committed not guilty by reason of mental disease or defect or under sex crimes law, juvenile transferred from secure correctional facility, or person criminally committed.  

To Whom—Law enforcement agency upon request, if authorized by DHFS secretary or designee.  

Information to be Disclosed—Name and other identifying information (including photographs and fingerprints), branch of court that committed the person, crime that the person is charged with, found not guilty by reason of mental disease or defect, or convicted of; and whether or not the person is or has been authorized to leave the grounds of the institution and the person’s whereabouts during any time period.

Unless there is another exception under Wis. Stat. s. 51.30 that allows the disclosure of the records, an authorization or court order will be needed to disclose the records.
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