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FREQUENTLY ASKED QUESTIONS REGARDING DISCLOSURES OF PHI TO LAW ENFORCEMENT OFFICERS/AGENCIES

Prepared By

Nancy Davis, Director of Privacy - 2005

May we disclose a patient’s hospital admission status to a law enforcement officer?  

If the patient has chosen to list his or her name in the facility directory (has not opted-out), you may confirm the patient’s admission, location in the facility, as well as provide a brief description of the patient’s condition.

If the patient has chosen to “opt-out” of the facility directory, you may not confirm the patient’s presence or disclose any other information unless:  

1) The patient has authorized the disclosure;

2) The disclosure has been requested through a court order.
May we confirm the date of discharge on a patient for a law enforcement officer?

No.  You are limited to the facility directory information; you may only confirm that the patient’s location in the facility.

May we report to local law enforcement a patient we believe to be dangerous?

Yes.  While there is no Wisconsin Statute that addresses this type of reporting by healthcare providers, in 1988, he Wisconsin Supreme Court (Schuster v. Altenberg) held that a common law exception to physician-patient privilege exists where disclosure is necessary to protect the patient or the community from “imminent and substantial” danger.  This “duty to warn” exception to the physician-patient privilege was upheld in State v. Agacki,  226 Wis. 2d 349 91999) Tarsoff.   If Schuster standard is met, may report what is reasonably necessary to protect the person/community.

May we report to local law enforcement a visitor we believe to be dangerous? 

Yes, neither HIPAA nor Wisconsin privacy/confidentiality laws apply to visitors (non-patients).  

May we contact local law enforcement if we suspect a patient is:

–An illegal alien?

No.  There is no WI Statute that addresses this type of reporting by healthcare providers.  

–A suspected drug-seeking patient?

No.  There is no WI Statute that addresses this type of reporting by healthcare providers, unless an actual crime is committed on the premise.   Wisconsin Statutes do address the following as criminal activity: 

· Drug seeking behavior [e.g., obtaining or attempting to obtain a prescription drug, or procure or attempt to procure the administration of a prescription drug by fraud, deceit, willful misrepresentation, forgery, alteration of a prescription, willful concealment of a material fact, or use of a false name or address contrary to Wis. Stat. § 450.11(7)(a); obtaining or acquiring possession of a controlled substance by misrepresentation, fraud, forgery, deception or subterfuge contrary to Wis. Stat. § 961.43(1)(a); practitioner self-prescription or use contrary to Wis. Stat. § 961.38(5)] 

· Seeking excessive prescribed drugs [for example, multiple attempts to fill the same prescription) is a crime when it involves fraud, misrepresentation or other actions violating Wis. Stat. §§ 450.11(7)(a), 961.43(1)(a) or 961.38(5)]
–Carrying a weapon?

No.  There is no WI Statute that addresses this type of reporting by healthcare providers.  The provider may ask the patient to arrange to have the weapon removed, confiscate the weapon (and return to patient on discharge), or arrange to have local law enforcement confiscate the weapon (without disclosing the patient’s PHI).  The provider may also want to consider “Crimes on the Premises” when applicable.
–Carrying drugs?

No.  There is no WI Statute that addresses this type of reporting by healthcare providers.  The provider may ask the patient to arrange to have the drugs removed, confiscate the drugs (and dispose of), or arrange to have local law enforcement confiscate the drugs (without disclosing the patient’s PHI).  The provider may also want to consider “Crimes on the Premises” when applicable.

If we suspect a patient has a wound that we reasonably believe is the result of a crime (e.g., gunshot or knife wound), may we contact local law enforcement?

Yes.  WI Statute 146.995 allows reporting of suspicious wounds and burn injuries to local law enforcement agencies.  Information to be reported is limited to the patient’s name and type of injury. 
May we report the following to local law enforcement:

- Child Abuse?

Yes.  This is a mandatory reporting requirement for healthcare providers in Wisconsin (WI Statutes 48.981(2)(1), 48.981(2m(d), 146.81)

- Elder Abuse?

Yes.  The State of Wisconsin allows permissive reporting (WI Statutes 46.90(4), 146.82(2)(a)(7), 146.81, 51.30(4)(b)17)

- Sexual Assault or Abuse?

No.  There is no general sexual assault reporting obligation.  Mandatory reporting obligations arise under child abuse and neglect laws and under the statues requiring reports of wounds and injuries.  Elder abuse reporting statute allows permissive reporting.

- Domestic Abuse?

No.  There is no general domestic abuse reporting obligation.  Mandatory reporting obligations arise under child abuse and neglect laws and under the statues requiring reports of wounds and injuries.  Elder abuse reporting statute allows permissive reporting.

Is a healthcare provider obligated to report to local law enforcement information regarding accidents (e.g., motor vehicle, boating, snowmobile, etc.)?

No.  Wisconsin Statutes do not address mandatory or permissive accident reporting by healthcare providers.  If the provider has a reasonable cause to believe that the injuries occurred as a result of a crime, reporting may be warranted.

May a healthcare provider disclose the results of a legal blood draw to the law enforcement officer who brings the individual in for the draw?

Yes.  If blood or other samples are taken in accordance with WI Statute 343.305, 343.305(5) (motor vehicle), 350.104 (snowmobiling), and 30.684 (boating) and at the behest of the law enforcement officer accompanying the individual.

May a healthcare provider disclose the results of clinical blood draws for alcohol or substance abuse?

No.  If the blood draw was done for clinical reasons as ordered by the provider, the information cannot be disclosed to law enforcement without a patient authorization or court order.

Do we need to obtain an authorization, business associate agreement, or confidentiality agreement from law enforcement officers who accompany patients in custody and may be exposed to the patient’s health information?

No.  Patients who are in the custody of law enforcement do not have the same privacy rights afforded non-custodial patients.  Correctional/law enforcement officers may remain present at all times, even if the provider needs to discuss diagnosis, prognosis, and treatment with the forensic patient.  

May we disclose protected patient health information/medical record copies to a law enforcement officer who presents with a subpoena?

It depends.  For the subpoena to be valid, it must be:

1. Accompanied by a court order; or

2. Is issued by a governmental administrative agency performing a legally authorized function; or

3. Is issued by a governmental protection and advocacy agency; or

4. Is accompanied by a compliant patient authorization for disclosure of protected health information.  

Verify the validity before responding to the subpoena.  If one of the 4 conditions exists, the provider may respond to the subpoena.  If not, the provider must not respond to the subpoena.
When and how do we determine the need to verify a law enforcement officer’s identity?

If you are familiar with the law enforcement officer/agent and he or she is acting within the scope of their law enforcement duties, there is no need to verify identity.  However, if you are unfamiliar with the officer or agent, verification may be established by asking for the individual’s credentials, badge, ID card, etc.  It is a good practice to record this information (including badge number) and/or copy the business card, ID card, etc.  

Are healthcare providers mandated to report animal bites to law enforcement?

There has been much confusion and misleading clarification on this.  In June of 2005, the following guidance was provided by the State Attorney General:  In general, animal bites are reportable to the local Public Health Department rather than to law enforcement.  In some counties, however, the Public Health Department may have delegated the responsibility for receiving these reports to the local law enforcement or other agencies.  Healthcare providers should obtain clarification/documentation from the local Public Health Department that the reporting responsibility has been delegated to local law enforcement or other agencies.  Of note, in some cities there may be a local ordinance that requires anyone with knowledge of an animal bite to report such to law enforcement.

DISCLAIMER: The information provided in this handout does not constitute legal advice and is intended to be used for guidance.  If you require legal advice, please consult with an attorney.
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