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Policy:   

The HIPAA Privacy & Security Rules require plan documents to set forth specific obligations and restrictions that apply to any plan sponsor that receives electronic protected health information (ePHI) from the group health plan (or from its insurer or Third Party Administrator).  The only exceptions to this obligation are for plan sponsors that only receive “summary health information” used for limited purposes, or for group health plans that only disclose enrollment or disenrollment information.  

The required amendments to plan documents must include a description of the permitted uses and disclosures of protected health information (PHI) by the plan sponsor and a statement that the group health plan may disclose PHI to the plan sponsor only on receipt of a certification from the plan sponsor that the plan documents have been amended to demonstrate reasonable safeguards for the protection of ePHI created, received, maintained, or transmitted.  The certification must state that the plan sponsor has agreed to certain conditions regarding the use and disclosure of PHI as required by the HIPAA Privacy & Security Regulations [164.504(f) & 164.314(b)].
Responsible for Implementation:   

Privacy and Security Officers with assistance form other workforce members such as from the Compliance Department.
Applicable To:   

Privacy and Security Officers, Compliance Department, and/or any other individuals necessary to review plan document changes to comply with the legal requirements and monitor the types of disclosures made to the plan sponsor.
Key Definitions:  
Electronic Protected Health Information (ePHI):  Any individually identifiable health information protected by HIPAA that is transmitted by or stored in electronic media. 

Group Health Plan:  An employee welfare benefit program that includes insured and self-insured programs, that provides medical care and payment for 50 or more participants and is administered by an entity other than the employer who established the plan.  Defined by the plan documents.

Plan Administration function:  A function that the plan sponsor performs on behalf of the group health plan.

Plan Documents:  Documents that establish, create, or provide evidence of existence of an ERISA plan.  These documents commonly include the plan description and summary plan description (SPD).  The SPD is distributed to enrollees and describes benefits, limitations, exclusions, rights and responsibilities of the participants.  The “plan document” might also consist of several documents that govern the group health plan.  Therefore, the group health plan may want to seek legal counsel to determine which documents should be amended.  

Plan Sponsor:  An employer, organization, or joint relationship between two or more employers that establish or maintain an employee benefit plan.

Security Incidents:  The attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with systems operations in an information system.  As defined by the Security Standards, a “Security Incident” includes all of the unsuccessful “hacking” attempts that might occur daily.  Many entities require reports of successful security incidents within a reasonable period of time, and unsuccessful attempts on an aggregate basis less frequently.  

Procedures:

1) HIPAA allows plan sponsors to receive, use and disclose certain protected health information from the Group Health Plan without satisfying any of the Privacy Rule requirements that are applicable to covered entities [45 C.F.R. § 164.504(f)].  This health information includes:

a) Enrollment and disenrollment information

b) Summary information to permit plan sponsors to solicit premium bids for the purpose of providing health coverage

c) Summary information for modifying, amending, or terminating the plan.

2) If the plan sponsor requests that the group health plan, insurer, or HMO, disclose any other types of PHI that the individual has not authorized (under §164.508), then the plan sponsor must agree to use and disclose PHI only for plan administration functions performed on the group health plan’s behalf.  These functions must be specified in their ERISA plan documents (i.e. the summary plan description) and be consistent with the Privacy Rule.

3) In order for the group health plan to disclose PHI to a plan sponsor, other than enrollment or summary information, the plan documents must be amended to:

a) Describe the permitted uses and disclosures of PHI;

b) Specify that disclosures are permitted only when the group health plan receives certification from the plan sponsor that the plan documents have been amended and the plan sponsor has agreed to the uses and disclosures of PHI, as required in §164.504(f)(2)(ii); and

c) Provide adequate firewalls by identifying the employees or classes of plan sponsor employees who will have access to PHI; restricting access to those employees only for functions performed on behalf of the group health plan; and providing a mechanism for resolving issues of noncompliance, as required by §164.504(f)(2)(iii) and is supported by reasonable and appropriate security measures, as required by 164.314(b)(2)(ii).

d) Implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the ePHI that the plan sponsor creates, receives, maintains, or transmits on behalf of the plan. [164.314(b)(2)(i).

e) Ensure that any agent, including a subcontractor, to whom it provides this information agrees to implement reasonable and appropriate security measures to protect the information.

f) Requires the plan sponsor to report within a reasonable time any security incident of which it becomes aware, that results in unauthorized access, use, disclosure, modification, or destruction of the plan’s ePHI. Unsuccessful attempts can be reported to the plan on an aggregate basis. 

4) The plan sponsor must provide certification to the group health plan in which the plan sponsor agrees to:

a) Not use or further disclose “PHI” other than as permitted or required by the plan documents or as required by law;

b) Ensure that any agents or subcontractors, to whom the plan sponsor provides PHI, agree to the same restrictions and conditions that apply to the plan sponsor;

c) Not use or disclose information for employment-related actions or decisions;

d) Report to the group health plan any use or disclosure of PHI that is inconsistent with the permitted or required uses or disclosures;

e) Make available PHI to individuals (§164.524);

f) Provide individuals with an opportunity to amend PHI (§164.526);

g) Provide individuals with an accounting of disclosure of their PHI (§164.528);

h) Make its internal practices, books, and records relating to the use and disclosure of PHI available to the Secretary for compliance purposes;

i) If feasible, return or destroy all PHI received from the group health plan that the sponsor still maintains and retain no copies when no longer needed.  If not feasible, limit further uses and disclosures to those purposes that make the return or destruction infeasible; and 

j) Ensure that adequate separation exists between employees who are authorized to use PHI and those who are not.  Describe those employees or classes of employees to be given access to PHI.  Provide an effective mechanism for resolving any issues of noncompliance by persons who have access to PHI.  (§164.504(f)(2)(iii).

5) HHS created the certification requirement to reduce the burden on insurers and HMOs, and eliminate the need to review all plan documents to ensure that the amendments have been made before they could disclose PHI to plan sponsors.  Receipt of the certification is sufficient for the insurance issuer or HMO to disclose PHI to the plan sponsor.

6) Except when the only ePHI disclosed to a plan sponsor is disclosed pursuant 164.504(f)(1)(ii) or (iii), or as authorized under 164.508, include provisions in the plan documents that the plan sponsor will reasonably and appropriately safeguard ePHI created, received, maintained, or transmitted to or by the plan sponsor on behalf of the plan.

Authors:   
· HIPAA COW Administrative Workgroup

Reviewed By:   
·  HIPAA COW Physical Security Workgroup
· HIPAA COW Privacy Policy & Procedure Workgroup

Applicable Standards/Regulations:
      
· 45 C.F.R. § 164.504(f) Standard: requirements for group health plans.

· 45 C.F.R. § 164.314(b) Requirements for group health plans.

Sources:  

· WEDI SNIP White Paper:  “HIPAA Issues for Employers, Part I” (March 2004)
· Wiley, Rein, & Fielding, LLP: “Implementing the HIPAA Security Standards for Group Health Plans – Amending Plan Documents” 
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