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Background
If an application creates, receives, maintains and transmits electronic protected health information (ePHI), organizations are required to follow the HIPAA Privacy and Security Rules, as well as HITECH to ensure the confidentiality, integrity, and availability of the ePHI.

Consider asking these questions when choosing a vendor, perhaps during the RFP, RFQ selection process.  These questions cover many key areas about the privacy and security features in the application.  They are listed in no particular order of importance.  Answering them will help your organization determine what types of security controls to put in place, what should be purchased, what controls you will need to put in place to meet security requirements, etc.  
Important Notes: Not all of these questions reflect legal requirements.  Some reflect best practices.  Your organization should determine which questions are the most critical ones to ask and verify are being followed by the vendor.  Evaluate your organization’s environment to determine which questions are important to ask and how the vendor will be able to support your security measures.  Your organization’s weaknesses and vulnerabilities as well as strengths may be very different than another organization’s which then requires different support and security measures to be in place by vendors.  Basically, you will be conducting a risk assessment of the application to determine if the privacy and security measures meet the requirements and/or comfort levels of your organization.  Consider ranking the importance of the questions that you ask (i.e. identify those which controls you will require the vendor have in place and those that are not as significant or won’t impact your decision as to whether you will select this vendor; this may be different by the type of product being researched).
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1) General Considerations.  
Answering these questions first provides key background information needed to get started.
A) Is this client server or hosted/ASP (web-based)?  There are many pros and cons to consider for each.
i) Client-server (CS) – on your own computer network.  You are typically in more control of the hardware, operating system, and database software, upgrades, etc.

ii) Applications Service Provider’s Network (ASP) – web-based.  Vendor controls upgrades, system changes, etc.

iii) Consider data connections – are there backup connections?

B) What software and hardware is needed for this system? (CS & ASP)
i) Quantity, specifications, etc.?

ii) Is this provided by the vendor or obtained by our organization?

C) What kind of data connections are required? (CS & ASP)
i) Does your organization have broadband or similarly fast & reliable internet service?
D) Who is responsible for setting up the hardware and wireless routers? (CS & ASP) 
i) Do you work with a third party vendor to do this?  Ask this question throughout.
E) Who is responsible for ongoing maintenance? (CS & ASP)
F) What is the warranty for the software, servers, other hardware, etc.? (CS & ASP)
G) Demonstrations (CS & ASP)
i) Does the vendor have the ability to download a 15-30 day demo of the product? 
ii) Do they provide live demonstrations rather than a canned one?

H) How often are updates performed to the application?  (CS & ASP)
i) How will our organization be notified?

ii) How are they done – onsite or remotely?

iii) What safeguards are used during upgrades to prevent open ports, social engineering etc.?

I) How often is the system down on average for system failures and scheduled repairs/updates? (CS & ASP)
i) Is the data center appropriately protected from network failure including “backhoe fade” (duplicate, redundant, auto-switching, and internet connections ensure connectivity in the event the primary circuit fails; secondary circuit should be separate and ideally run out of a separate facility)?

ii) Will the vendor sign a service level agreement, including the level of uptime/availability with penalties for non-compliance?

J) What happens if the vendor sells to another company?  (CS & ASP)
i) Would the vendor consider selling to a company in another country?  If so, consider how this would impact your organization and potentially include this in your contract (an escrow clause stating the vendor provides source code, maintenance, etc.).
ii) Is the data retrievable, readable, and able to be integrated into a different system/application should the vendor go out of business or your organization switch to a different vendor in the future?

K) Do you have legal counsel review vendor contracts?

L) Risk Analysis and Risk Management: Assess the application criticality.  Consider doing a complete risk analysis for every system/application integrated into your system.  Refer to the HIPAA COW Security Documents page for additional information about completing Risk Analyses and Risk Management efforts. 
· Risk Analysis and Risk Management 164.308a1iiA-B (CS & ASP)
i) Have you or the vendor identified any risks associated with any gaps in meeting the HIPAA Privacy and Security rule, as well as other compliance regulations?
(a) Will the vendor provide you with a copy of a HIPAA Security risk assessment (in addition to a SSAE16 (formerly SAS70), if applicable) they completed within the last year and every year thereafter?  

(i) If not, will they provide you with a letter indicating one was done and provide assurances that identified  risks have been mitigated?

(b) Consider risks for all ePHI your organization creates, receives, maintains and transmits
ii) How often is it acceptable for this system to be down/unavailable and the impact to providing patient care vs. cost to keep it functional?
iii) What is the operational impact associated with a disclosure, breach, etc. of this system/environment?

M) Database considerations (CS & ASP)
i) What Database Management System is used, including the version number (i.e. Oracle, Microsoft SQL-Server, proprietary, and Cache)?

ii) What type/class of server does the Database Management System run on (i.e. Intel, HP Itanium, IBM AS400, etc.)?

iii) What Operating System is used (i.e. Windows 2008, HP-UX, AIX)?

N) Can our organization install and use this system, complete backups, etc. with existing organization tools, policies & procedures, etc.? (CS & ASP)
O) What type of support will the vendor provide and will this be adequate for your organization (considering application criticality requirements)? (CS & ASP)
2) System Access

· Role based access (Workforce Clearance Procedure): 164.308a3iiB

· Modifications: 164.308a4iiC

· Terminations: 164.308a3iiC
· Minimum Necessary: HITECH 13405 

A) Role (or user) based access.  Recommendation: organization assigns, modifies & terminates user access so can be provided quickly and efficiently.  If the vendor does this, verify it can be done immediately upon notification by organization, 24X7 (CS & ASP)
i) Does the system allow our organization to create different access roles? (to meet minimum necessary requirements)?
ii) Does the vendor create roles?
B) How is a user’s access assigned, modified & terminated?  (CS & ASP)
i) Does our organization or the vendor do this?
ii) Does the vendor assign roles?  

(a) If yes, can our organization have procedures in place with the vendor to only provide access to organization-approved users?

(b) Are the number of vendor & organization Administrator, Root, or SA privilege accounts limited?
C) Is a back door built into the system (a method of accessing the computer program that bypasses normal authentication and other security mechanisms)?  Where the back doors are located, who has access to them, and when and how back doors will be terminated? (CS & ASP)
D) Who manages the application on the back end and what policies are in place to thwart insider breaches (best practice: managed by someone with training and other than the person(s) responsible for the server) (CS & ASP) 
E) Can access to certain types of records be locked so certain roles are not able to access them (i.e. sensitive records such as mental health, AODA, HIV, etc.)? (CS & ASP)
i) Consider Federal & State laws
ii) If a patient portal system: can access be locked so certain individuals are not able to access records on the portal, as required by laws (i.e. minors’ records, mental health, AODA, HIV, STDs, etc.
F) Remote access (CS & ASP)
i) What methods of remote access to the EHR are recommended or set up for the users?

ii) How is remote access secured (access site and transmissions)?   
(a) Is the website access secured?  

(b) There are several means of granting access to applications and data from remote locations; one of the most common is with a Virtual Private Network, or VPN. As the name suggests, the VPN creates a temporary encrypted connection into the host network that exists only for as long as needed. There are two types of VPN – either is just as secure.  Citrix is another option.
(c) If the system requires transmission of data to a remote party, can the recipient adequately protect data after receipt and how is this done?

G) Network Access considerations for your organization (CS & ASP)
i) Use Microsoft Active Directory to permit only authorized computers on the domain; and/or 

ii) Network devices (routers, switches, & firewalls) to allow only specific MAC addresses of authorized computers on the network

3) Authentication
· Person or Entity Authentication – 164.312d

· Unique User Identification – 164.312a2i

· Password Management – 164.308a5iiD

A) What type of authentication is used?  User ID & Password or other two-factor? (CS & ASP)
i) Secure token (randomly changing password token reading device), biometrics (finger print), digital certificate, proximity badge, etc.?

ii) Does the system work with finger print or ID badge sign-on applications? 

iii) Does the system work with single sign-on applications? 
iv) Does the system require for unique user IDs to be created for each user?

B) Passwords.  Use of unique user names and passwords helps identify users on audit trails (CS & ASP)
i) Is the strength at least 8 characters, alpha numeric, and require a character? 
ii) What is the frequency to change them?  Is this forced by the application or something our organization can change?
iii) Are users may not utilize previous 6 passwords?
iv) Are users forced to change passwords after first log-in?
v) Does the system block user access after a pre-determined number of unsuccessful password attempts (consider setting to after 3 attempts)?

(a) Does the system block user access until the system administrator clears the account (recommended) or for a pre-determined amount of time?  
vi) What are the default settings for passwords in the application/system?

C) Can authentication & password settings be changed by users and/or our organization, or only by the vendor? (CS & ASP)
i) Recommendation: they can only be changed by our organization’s system Administrator

D) General questions to consider: (CS & ASP)
i) Are the above answers the same or similar to our organizations’ password requirements?
ii) Are the requirements for having separate passwords for network and separate application logins to ePHI?

4) Auto Log off (lock out/time out)
· 164.312a2iii 
A) Can the system be set to automatically save and then log-off users after 10 minutes of inactivity? (CS & ASP)
i) Does the system save where the user was so when the user logs back in no information entered was lost?

B) Who sets the auto log-off timeframe? (CS & ASP)
i) Does the vendor or our organization set the auto log-off timeframe?

ii) Are users able to independently change this?

(a) It is highly recommended to not allow users to change this in any system

C) Other considerations: (CS & ASP)
i) Also set for the Active Directory Group Policies in Windows domain (CS)
ii) Terminate VPN, Citrix, & other software application sessions as well (ASP)
iii) Consider less time for portable media (CS & ASP)
5) Encryption & Integrity
· Encryption: 164.312a2iv & 164.312e2ii

· Firewall & anti-virus: Protection from Malicious Software 164.308a5iiB

A) Where is ePHI stored? (onsite, offsite, in the cloud, on remote devices) (CS & ASP)
i) How is it secured?

B) Is data at rest encrypted?  (CS & ASP)
i) What type of encryption is used?
ii) Are backups encrypted?

iii) Is the server full disk encryption or database encryption? 

(a) Whatis?com: Full-disk encryption (FDE) is encryption at the hardware level. FDE works by automatically converting data on a hard drive into a form that cannot be understood by anyone who doesn’t have the key to “undo” the conversion

(b) Techopedia.com: Database encryption is the process of converting data, within a database, in plain text format into a meaningless cipher text by means of a suitable algorithm 

iv) FIPS 140-2 compliant (recommended)? The follow products are not being endorsed, but were known as available products at the time this document was written: 

(a) SecureZip – for file encryption (<$60 a copy, less with >10 copies).  Used by CMS.
(b) Pointsec Used by CMS.
(c) PGP – can create encrypted zip files in this

C) How is data in transit encrypted? (CS & ASP)
i) FIPS 140-2 compliant
ii) 128 bit secure socket layer v3 (SSLv3)

iii) MD5-SHA-1 Transport Layer Security

iv) Secure File Transmission (SFT)

v) Point-to-point VPN connection

D) Is there a firewall (prevents traffic from getting into your systems)? (CS & ASP)
E) What Anti-Virus Protection is used? (CS & ASP)
i) When & how is it updated?  Keep current every day – best every 4 hours

ii) How is it monitored?

F) How often are system security patches monitored and updated (to the operating systems and the application)? (CS & ASP)
G) Are there other Integrity controls in place?  Need to make sure ePHI isn’t inappropriately accessed and altered. (CS & ASP)
i) Type?

ii) The follow products are not being endorsed, but were known as available products at the time this document was written: Endpoint security solutions (i.e. McAfee Enterprise, Cisco CSA, Symantec Endpoint, etc) have the ability to prevent unauthorized modification to software running on the computer or server.
6) Audit Trails 
· Audit Trails: 164.308a1iiD, 164.312b

· Log-in Monitoring: 164.308a5iiC

A) User access (CS & ASP) – network, computer, and remote access
i) What details are included on the audit trail? 
(a) Date, time (to the second), user name, user ID number, patient name, patient medical record number, function in the system where accessed, what was accessed, action taken (viewed, edited, printed, deleted, etc.), and, if possible the computer/portable media used to access.
(b) Does it include data extractions/exports?

(c) Does it include data imports?

ii) Can our organization run the audit trail or need to request it from the vendor?

iii) Is the audit trail provided in an Excel spreadsheet or other database whereby the data can be searched, sorted, and manipulated?
iv) How long are these audit reports maintained?  
v) How much server space do they require?

B) Log-in monitoring (CS & ASP)
i) Are there system event logs (number times someone tries access the system)?
ii) Do the logs include network, computer, and remote access logins?

iii) How are they accessed?

iv) Who monitors them, the vendor or your organization?

(a) Do they monitor log-in attempts, or will your organization?
v) In what format are the logs?

vi) Is it easy to manipulate the data?

vii) Where are they stored (in the database, separate files, or other)?

viii) Can alerts be sent?

(a) Can email alerts be generated when certain events take place (i.e. login failures, denial of access to records, etc.)?

ix) Does the system lock accounts after 3 unsuccessful access attempts?
x) Does the system require password changes after a specified number of unsuccessful log-in attempts?
7) Data Storage & Backups
· Data Backup Plan: 164.308a7iiA

A) Source Data (CS & ASP)
i) Where is the data stored?

(a) If in another country, what are their privacy & security laws?

(i) Do they protect the ePHI?
(ii) Are there additional privacy & security laws in this country?
(b) Is it separated from other clients’ data (may be combined if ASP/cloud or a hospital/other organization hosts the system)?  
(i) If yes, can it be separated?
(ii) If it is not separated, what access controls ensure other clients cannot see our organization’s information?

ii) Is it stored in a secured location?

B) Backups (CS & ASP)
i) Where is it stored?

(a) How far away from the source data (consider the probability of the storage site being affected by the same disaster when choosing an offsite storage location)?
(b) If in another country, what are their privacy & security laws?

(i) Do they protect the ePHI?
(ii) Are there additional privacy & security laws in this country?
ii) Is it stored in a secured location?

iii) Are backups transported offsite?

(a) If transported, how are the backups secured during transport?

(b) Are locked containers used?

(c) How are vehicles secured?

iv) How is it backed up?

(a) Can backups be automated?

v) When is it backed up?

vi) How often are backups tested?

vii)  How long is data stored (source & backup)?

viii) Does it maintain ascension logs (indicating whether the backup was successful and tape identification & backup activity)
C) Data transports (imports & exports)

i) Does the system notify our organization if problems occur?
ii) Does it have a mechanism for responding to problems in a timely fashion?
8) Contingency Plan
Reasons to have a contingency plan – have access to records during emergencies to provide quality care.  These questions are critical if your system is web-based, the vendor provides software support, or you don’t store the ePHI locally. (CS & ASP)
· Contingency Plan 164.308a7
· Facility Access Controls 164.310a2i

· Emergency Access Procedure 164.312a2ii

A) Is there an emergency mode operation plan (i.e. a Contingency plan in place so data is accessible during an emergency)?

i) Will the vendor work with your organization to create one?

ii) Is the vendor data center in a location prone to major threats (i.e. hurricane, earthquake, flooding, etc.)?

(a) If yes, what measures are in place to mitigate this?

iii) How is ePHI accessed during an emergency?

iv) Are there redundant power supplies (Uninterruptible Power Supplies (UPS) & generators)?  
(a) Are they monitored and tested?

v) How is the data center protected from HVAC failure (i.e. redundant heating and air conditioning)?

vi) How often is the plan tested?
(a) Is this documented & maintained?

(b) Is there an action plan in place to mitigate identified risks?

vii) Where is the plan located?
(a) How accessible is it to those that need it?

(b) Will the vendor provide your organization with a copy?

viii) Does the plan include facility access controls, making sure the right people are able to access the ePHI to restore it?
ix) What type of training is provided to individuals responsible for contingency plans?
B) How is lost data restored?

9) Penetration Testing  (ASP)
A) Does the vendor complete penetration testing?

B) How frequently is this done?
C) Is this documented & maintained?

D) Is there an action plan in place to mitigate identified vulnerabilities?

10) Facility Security (if applicable) (CS & ASP)
Consider facility security if the vendor stores ePHI for your organization; this is needed if the vendor is going to be hosting and/or transmitting ePHI.

· Facility Access Controls: 164.310a

A) How is access restricted to those who don’t need access? 
i) Are the server rooms locked?
ii) Are keys, ID badge access, finger print access, etc. used to access the server rooms?
(a) Does the vendor maintain access logs?
(b) Is there a mechanism for managing (adding, editing & terminating access)?
B) Is there a fire prevention system in place?
i) How often is it monitored and tested?
C) Is this documented & maintained?
11) Vendor Access
Will the vendor or a third party with whom they contract have the ability to access our organization’s ePHI?  If yes, continue…(CS (for system support) & ASP)
A) Support Accounts.  How many support staff are authorized to use this account?

i) Is the “support account” the same for all implementations of your EHR solution? 

ii) Is the password different for every implementation?  

iii) Dot the password requirements meet the same requirements as outlined above in #3.B.i.

iv) How often are passwords changed? 

v) General Information: Common vendor access methods seen:

(a) Support staff have a shared administrative account into every organizations’ systems.  If yes, will the vendor provide an audit trail upon request?
(b) Support staff use their own login ID and then escalate privileges in order to support the system. This is the best solution and provides appropriate logging and accountability.

B) Do you have active and trained Privacy and Security P&Ps? (CS & ASP)
i) Do they cover HIPAA Privacy, Security, HITECH, and Meaningful use?

ii) Do they cover State privacy and security laws?  

iii) Examples:

(a) Write, post (make available), & implement P&Ps (164.316 & 164.530i)
(b) Ongoing training of workforce (164.308a5 &164.530b)
(c) Restrict access to the minimum necessary users (164.308a3iiB, 164.308a4i & 164.502)
(d) Restrict access to users to the minimum necessary ePHI to perform required responsibilities (164.308a3i & 164.308a3iiB)
(e) Incident reporting to our organization (164.308b4, 164.504e2iiC, 13402b)
C) Does the vendor have a Chief Privacy Officer (164.530a) or Chief Security Officer (164.308a2)? (CS & ASP)
i) Consider asking for a curriculum vitae (CV), biography, or a job description. Getting a name and contact information helps if have a breach in the future

D) Does the vendor have an active training program (164.308a5 &164.530b)? (CS & ASP)
i) How are Administrators trained?  
(a) Does training include: setting up different roles, running audit trails, changing passwords, remote access, etc.

ii) How are users trained?  What does it include?
iii) Is training documented and maintained?
E) General reminder: Obtain a HIPAA-compliant Business Associate Agreement as part of the contracting process (164.308b, 164.504e 13408) (CS [for system support or other needs to access to ePHI] & ASP)
12) General Security
A) Are all of the security features “on” or is this controlled by our organization? (CS & ASP)
B) What types of security and system support do you provide? (CS & ASP)
C) Are there any interdependencies that will impact the confidentiality, integrity, and/or availability of ePHI?  What other systems or processes are dependent on this system?  (CS & ASP) 
D) What other systems or processes is this system dependent on? (CS & ASP)
E) Have all the security features been tested for reliability?  (CS & ASP)
i) What did the tests show about performing the function correctly, accurately, and with integrity?

F) Will any of this security cost more – or does it come with it?  Including support? (CS & ASP)
G) Will the vendor provide security audit information to our organization, upon request? (CS & ASP)
13) PCI Data Security Standard (PCI DSS) – Payment Card Security 
(Note: this standard applies to entities that store, process or transmit payment cardholder data (whether verbally, over the phone, on paper, or electronically).
· Refer to information about the References section below  (CS & ASP)
A) Does the system store, process, or transmit any payment card data?  If it does not, PCI DSS doesn't apply.  If  it does retain this type of information, there are vendor software and implementation implications.  If yes:
i) Consult a consultant/professional who is an expert in PCI DSS requirements to help your organization be compliant.
ii) Has the organization "attested" to the appropriate level of compliance to their acquirer or bank?  If yes, please provide verification of this.

B) Important Disclaimer: These are just a couple of the many critical questions to ask for PCI DSS requirements. It is NOT an all-inclusive list. Refer to PCI DSS compliance standards information in the References section for additional information.
14) HIPAA Privacy & Transactions, & HITECH
A) Patient Rights (as applicable)
i) Release of Information
(a) Does the application allow our organization to provide an electronic copy of and access to ePHI to an individual (HITECH 13405e and Meaningful Use Core Measure 12 and Menu Set 5 for Eligible Professionals; and Core Measures 11 & 12 for Hospitals)? (CS & ASP)
(i) Can the organization provide this through a patient portal or on a CD or portable device?
(b) Can the system handle differences of release of information laws across state lines? (CS & ASP)
ii) Accounting of Disclosures: Is there a place to document releases so that a report can be provided upon an individual’s request (HITECH 13405c)? (CS & ASP)
iii) Restriction Requests (CS & ASP)
(a) Can the system restrict access to health plans for information related to visits requested by patients (required by HITECH 13405)?
(b) Can the system restrict access for other patient restriction requests, such as don’t release records to certain individuals, send a minor’s bill to his/her guardian if minor consented to own treatment, etc. (164.522a)?
iv) Can the system accommodate Confidential Communication Requests, such as call a patient at a certain number at certain times, mail different types of correspondence to different addresses, etc. (164.522b) (CS & ASP)
v) Amendment Requests (164.526): (CS & ASP)
(a) Is there a way to amend records (correct errors)?
(b) Is an audit trail maintained to track changes made?
(i) Does it include who changed the records, what was changed, when it was changed, and why it was changed?
(ii) Are only certain users able to see the changes made – maintain original in deep archive/history?
vi) Does the system allow our organization to indicate in the system when a patient requests to not send marketing information so they are not sent by our organization (HITECH 13406)? (CS & ASP)
B) Is the EHR/PM 5010 & ICD10 ready (or an implementation plan in place, if this is not yet required)?
15) Meaningful Use – EHR Vendors
A) Are you certified by The Office of the National Coordinator for Health Information Technology (ONC)?  What is your EHR’s CHPL certification number (http://onc-chpl.force.com/ehrcert)? (CS & ASP)
B) Are you able to provide our organization with a whitepaper describing how to achieve each core measure, menu set measure, and clinical quality measures specifically in your system? (CS & ASP)
C) Are you able to provide our organization with a dashboard we can run that indicates in detail by provider with a link to patients) of the current threshold status for each core measure, menu set measure, and clinical quality measure (real time)? (CS & ASP)
D) What type of support will you provide to our organization to assist us in achieving meaningful use? (CS & ASP)
E) Meaningful Use – Certified EHRs (CS & ASP)
i) What security functionality (i.e. auto logoff, access control, data backup, risk assessments, facility security, etc.), do you have in place?
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