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Threat Identification Overview

This information was taken directly from the NIST SP 800-30

Threat Identification Overview

NIST SP 800-30 describes the identification of the threat, the threat source and threat action for use in the risk assessment process.  The following is a definition for each:

1. Threat – The potential for a particular threat-source to successfully exercise a particular vulnerability.  (A vulnerability is a flaw or weakness that can be accidentally triggered or intentionally exploited and result in a security breach or violation of policy).  
2. Threat Source – Any circumstance or event with the potential to cause harm to an IT system.  The common threat sources can be natural, human or environmental which can impact the organization’s ability to protect ePHI.

3. Threat Action – The method by which an attack might be carried out (e.g., hacking, system intrusion).
Threat Sources

A threat-source is any circumstance or event with the potential to cause harm to an information technology system and its processing environment.  Common threat-sources are natural, human, and environmental.  Threat sources can threaten the facilities, systems, data, personnel, utilities, and physical operations and how they function, their ability to perform their responsibilities/duties, or exposes them to disruption and/or harm.
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