	Risk Analysis Methodology


A risk analysis is conducted to identify potential vulnerabilities (i.e., compliance gaps or weaknesses).  Each vulnerability is based on three factors:

· The probability of occurrence for a particular event

· The potential impact to {your organization} if the event occurred

· The estimated costs of implementing a solution

	Probability
	Impact
	Cost

	Very High – 10
	Very High – 10
	Very High – 1

	High – 8
	High – 8
	High – 2

	Medium – 6
	Medium – 6
	Medium – 3

	Low – 4
	Low – 4
	Low – 4

	Very Low – 2
	Very Low – 2
	Very Low – 5


The probability and impact categories are weighted with higher values than the cost category to reflect the greater importance of probability and impact in the overall priority score.  The scores in the cost category are listed low values to high values to indicate that low cost implementation tasks should be implemented prior to higher costs tasks

The risk rating score is calculated for each vulnerability by adding together the points given for probability, impact, and cost.  The higher the overall score, the greater the priority in implementing the task.

The risk rating scores are categorized as very high, high, medium, low, or very low based on the degree of probability, impact, and cost for each event.  The definitions for each category are listed below.

	Probability

	Score
	Definition

	Very High
	10
	Almost certain to occur  

95 – 100% probability

	High
	8
	Very likely to occur  

71 –94% probability

	Medium
	6
	Somewhat likely to occur

41 –70% probability

	Low
	4
	Unlikely to occur

11-40% probability

	Very Low
	2
	Almost definitely will not occur

0 – 10% probability


	Impact

	Score
	Definition

	Very High
	10
	Major disruption to business operations

Major amount of system downtime (over 72 hours)

Major amount of re-work or jobs re-run

Major loss of community/provider/business partner good will

Major loss of business

Major fines (Over $100,000)

	High
	8
	Large disruption to business operations

Large amount of system downtime (24  – 72 hours)

Large amount of re-work or jobs re-run

Large loss of community/provider/business partner good will

Large loss of business

Large fines ($25,001 to $100,000)

	Medium
	6
	Medium disruption to business operations

Medium amount of system downtime (8 – 24 hours)

Medium amount of re-work or jobs re-run

Medium loss of community/provider/business partner good will

Medium loss of business

Medium fines ($1,001 to $25,000)

	Low
	4
	Small disruption to business operations

Small amount of system downtime (5 – 8 hours)

Small amount of re-work or jobs re-run

Small loss of community/provider/business partner good will

Small loss of business

Small fines ($101 to $1,000)

	Very Low 
	2
	No, or very small disruption to business operations

No, or very small amount of system downtime (4 hours or less)

No, or very small amount of re-work or jobs re-run

No, or very small loss of community/provider/business partner good will

No, or very small loss of business

No, or very small fines (up to $100)


	Cost

	Score
	Definition

	Very High
	1
	Major cost to implement (over $500,000)

Implementation could be accomplished in over 160 hours

	High
	2
	High cost to implement ($100,001 to $500,000)

Implementation could be accomplished in 81 – 160 hours

	Medium
	3
	Medium cost to implement ($10,001 to $100,000)

Implementation could be accomplished in 41 – 80 hours

	Low
	4
	Small cost to implement ($1,001 to $10,000)

Implementation could be accomplished in 9 – 40 hours

	Very Low
	5
	No, or very low cost to implement (under $1,000)

Implementation could be accomplished in 8 hours or less
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