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POLICY/PROCEDURE WORKGROUP

PATIENT RIGHT TO REQUEST RESTRICTIONS ON HOW PROTECTED HEALTH INFORMATION IS USED/DISCLOSED FOR TREATMENT, PAYMENT, AND HEALTHCARE OPERATIONS

Disclaimer: 

This Policy and Procedure is Copyright ( 2002 by the HIPAA Collaborative of Wisconsin (“HIPAA COW”).  It may be freely redistributed in its entirety provided that this copyright notice is not removed.  It may not be sold for profit or used in commercial documents without the written permission of the copyright holder.  This Policy and Procedure is provided “as is” without any express or implied warranty.   This Policy and Procedure is for educational purposes only and does not constitute legal advice.  If you require legal advice, you should consult with an attorney.  HIPAA COW has not yet addressed all state pre-emption issues related to this Policy and Procedure.  Therefore, this document may need to be modified in order to comply with Wisconsin law.

* * * *

Policy:
It is the policy of [PROVIDER/PLAN] to honor a patient’s or a patient’s legal representative right to request restrictions on how his or her protected health information (PHI) is used and/or disclosed for the purposes of treatment, payment, and/or healthcare operations and for disclosures permitted under 164.510(b).  
	State Preemption Issues:   Pending preemption analysis.




NOTE:  Although not required by law, some organizations may wish to implement a formal denial process. The final rule requires all covered entities to permit individuals to make the request but does not require a covered entity to agree to a restriction.

Procedures:
1. The [PROVIDER/PLAN] will inform patients of their right to request restrictions on how their PHI is used and/or disclosed for treatment, payment, and healthcare operations in their published “Notice of Privacy Practices.”

2. The patient has the right to request restrictions. [PROVIDER/PLAN] may require the request to be in writing (Attachment A). [PROVIDER/PLAN]’s Privacy Officer (or designee) reviews each request and makes a determination of final actions.

3. [PROVIDER/PLAN] may agree to a patient’s request for restrictions on the use and disclosure of their PHI if the request is determined to be reasonable and in the patient’s best interests.

When a Request for Restriction(s) Is Accepted:

4. [PROVIDER/PLAN]  will notify the patient of the approval of the request. (See Attachment B for sample letter).

5. [PROVIDER/PLAN] will inform the patient of any potential consequences of the restriction.  

6. [PROVIDER/PLAN] will inform the patient that the [PROVIDER/PLAN] will comply with the agreed restriction with the following exceptions:

a.  In an emergency treatment situations when  [PROVIDER/PLAN] may use or disclose information to a health care provider for providing treatment.  [PROVIDER/PLAN] will request the emergency treatment provider not further use or disclose the information.

b. The restrictions are terminated by either [PROVIDER/PLAN] or the patient.

c. If restrictions prevent uses or disclosures permitted or required under 164.502(a)(2)(ii), 164.510(a) or 164.512. 

7. If the agreed upon restriction hampers treatment, the [PROVIDER/PLAN] may ask the patient to modify or revoke the restriction.  [PROVIDER/PLAN] may require written agreement to the modification/ revocation or document the patient’s oral agreement.

8. A notice of restriction will be made in writing in the patient’s medical record and/or identified in an appropriate field in the computerized patient information system.

9. [PROVIDER/PLAN] will notify separately any other departments to which the restriction may apply (e.g., marketing, public relations, administration, foundation, etc.) and if necessary, ensure that the patient’s name is removed from all applicable mailing lists.

10. [PROVIDER/PLAN] will notify separately any other business associates to which the restriction may apply.

11. The [PROVIDER/PLAN] will not use or disclose PHI inconsistent with the agreed restriction, nor will its business associates until the restriction is terminated either by [PROVIDER/PLAN] or the individual. 

12. The [PROVIDER/PLAN] will restrict use and/or disclosure of PHI consistent with the status of the restriction in effect on the date it is used or disclosed.

When a Request for Restriction Is Denied:

13. If the request for restriction is denied, [PROVIDER/PLAN] notifies the patient. (See Attachment C for a sample letter.) 

Termination:

14. The patient must request in writing to terminate the restriction.

15. If the [PROVIDER/PLAN] wants to terminate the agreement, the patient must agree to the termination in writing or an oral agreement must be documented. The termination will be effective with respect to PHI created or received after the patient was notified by [PROVIDER/PLAN].

Record Retention:

16. All documentation associated with this procedure will be maintained in writing or in electronic format for at least six (6) years from the date of its creation or the date when it was last in effect, whichever is later.
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ATTACHMENT A

REQUEST FOR RESTRICTIONS ON USE/DISCLOSURE OF PHI FOR

TREATMENT, PAYMENT AND HEALTH CARE OPERATIONS

Name of Patient: 





  Date of Birth: 





ID # of Patient: 












 

I am requesting a restriction on the use/disclosure of my health information in the manner described below. I understand that [PROVIDER/PLAN] may deny this request for any reason. If my request is approved, I understand that the restriction will not apply in case of an emergency.

Description of Specific Health Information to be Restricted: 






Persons/Organizations Restricted from Use/Disclosure: 








Signature of Patient: 







  Date: 




Name of Personal Representative (if applicable): 








Signature of Personal Representative: 





  Date: 




Relationship to Patient: 












When complete, forward to Privacy Officer/designee for determination.

*************************************************************************************

Date Request Reviewed: 










Position Titles of Reviewers: 










Request is:    Approved




 
Denied 






Reason for Denial: 











Final Action Taken: 











Privacy Officer’s/Designee’s Signature: 





  Date: 



ATTACHMENT B

Letter of Approval for Request for Restrictions

Dear

On  (DATE), you submitted the following request for restrictions to the use/disclosure of your protected health information for the purposes of treatment, payment and health care operations. ______________________________________________

The Privacy Officer/designee has reviewed your request and it has been approved with the following exceptions (AND MODIFICATIONS):

a. In an emergency treatment situations we may use or disclose information to a health care provider for providing treatment.  We will request the emergency treatment provider not further use or disclose the information.

b. The restrictions are terminated by either you or by us.

(ADD IN ANY MODIFICATIONS:

If you agree to the above modifications to your request, please forward written approval to me within five business days or call me at ______________ ).

Finally, while we are approving your request, the following is a potential consequence(s) of the restriction. ________________

If you have questions about this correspondence or wish to terminate the restriction, please contact me at ______________.

Sincerely,

Privacy Officer/Designee

ATTACHMENT C

Letter of Denial for Request for Restrictions

Dear

On  (DATE), you submitted the following request for restrictions to the use/disclosure of your protected health information for the purposes of treatment, payment and health care operations. ______________________________________________

Your request has been reviewed by the Privacy Officer/designee and it has been denied for the following reason(s):

If you would like to discuss your privacy concerns, please contact me at ______________.

Sincerely,

Privacy Officer/Designee

______________________________________________________________________________
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