DISCLAIMER:  This Preemption Analysis is Copyright 2003 by the HIPAA Collaborative of Wisconsin ("HIPAA COW").  It may be freely redistributed in its entirety provided that this copyright notice is not removed.  It may not be sold for profit or used in commercial documents without the written permission of the copyright holder.  This Preemption Analysis is provided "as is" without any express or implied warranty.  It was prepared through the volunteer efforts of Wisconsin attorneys, health information management professionals, and other health care professionals.  The table compares  the final HIPAA Privacy Rule of August, 2002 with  the 2001-2002 Wis. Stats.   This analysis is intended to be used as implementation guidance and does not constitute legal advice.  If you require legal advice, consult with an attorney.

This analysis is from the payer perspective. We have evaluated the interaction of  Sec. 610.70, and Sec. 632.797, Wis. Stats, and this matrix reflects our analysis.  We have considered Sec. 631.28, Wis. Stats, and Ins. 6.85 but believe those laws establish a distinct process that HIPAA does not impact, Other state statutes or regulations which may be relevant to payers but have not been fully incorporated  into this matrix include Chapter 609 and Ins. 18, and the statutes regulating to providers (Secs. 146.80, 51.30, and 252 and their implementing regulations), and Wisconsin law regulating subpoenas. 

Privacy Preemption Matrix-Payer perspective 

**PHI= Protected Health Information

	State of WI Statutory Ref
	State of WI Description
	HIPAA Reference
	HIPAA Description
	Analysis/comments

	610.70(1)(a)
	(a) "Health care provider" means any person licensed, registered, permitted or certified by the department of health and family services or the department of regulation and licensing to provide health care services, items or supplies in this state.
	160.103 definitions:

42 U.S.C. 1395x(u)

42 U.S.C.

1395x(s)
	Health care provider means a provider of services (as defined in section 1861(u) of the Act, 42 U.S.C. 1395x(u)), a provider of medical or health services (as defined in section 1861(s) of the Act, 42 U.S.C. 1395x(s)), and any other person or organization who furnishes, bills, or is paid for health care in the normal course of business.

(u) Provider of services.  The term ``provider of services'' means a hospital, critical access hospital, skilled nursing facility, comprehensive outpatient rehabilitation facility, home health agency, hospice program, or, for purposes of section 1395f(g) and section 1395n(e) of this title, a fund.

(s) Medical and other health services.  The term “medical and other health services'' means any of the following items or services: (1) physicians' services; (2)(A) services and supplies (including drugs and biologicals which cannot, as determined in accordance with regulations, be self- administered) furnished as an incident to a physician's professional service, of kinds which are commonly furnished in physicians' offices and are commonly either rendered without charge or included in the physicians' bills; (B) hospital services (including drugs and biologicals which cannot, as determined in accordance with regulations, be self- administered) incident to physicians' services rendered to outpatients and partial hospitalization services incident to such services; (C) diagnostic services which are—(i) furnished to an individual as an outpatient by a hospital or by others under arrangements with them made by a hospital, and (ii) ordinarily furnished by such hospital (or by others under such arrangements) to its outpatients for the purpose of diagnostic study;…
	Follow HIPAA because HIPAA’s definition is broader. It includes anyone who bills or is paid for health care services, and doesn’t geographically limit who is a provider based on licensure through a state agency.



	          (b)
	(b) "Individual" means a natural person who is a resident of this state.  For purposes of this paragraph, a person is a state resident if his or her last-known mailing address, according to the records of an insurer or insurance support organization, was in this state.
	164.501
	Individual means the person who is the subject of the protected health information.
	Follow HIPAA because HIPAA’s definition is broader. HIPAA does not geographically limit who is an “individual.”

	          (c)
	(c) "Insurance support organization" means any person that regularly engages in assembling or collecting personal medical information about natural persons for the primary purpose of providing the personal medical information to insurers for insurance transactions, including the collection of personal medical information from insurers and other insurance support organizations for the purpose of detecting or preventing fraud, material misrepresentation or material nondisclosure in connection with insurance underwriting or insurance claim activity.

"Insurance support organization" does not include insurance agents, government institutions, insurers or health care providers.
	
	Business associate: (1) Except as provided in paragraph (2) of this definition, business associate means, with respect to a covered entity, a person who:

(i) On behalf of such covered entity or of an organized health care arrangement (as defined in Sec. 164.501 of this subchapter) in which the covered entity participates, but other than in the capacity of a member of the workforce of such covered entity or arrangement, performs, or assists in the performance of: (A) A function or activity involving the use or disclosure of individually identifiable health information, including claims processing or administration, data analysis, processing or administration, utilization review, quality assurance, billing, benefit management, practice management, and repricing; or (B) Any other function or activity regulated by this subchapter; or (ii) Provides, other than in the capacity of a member of the workforce of such covered entity, legal, actuarial, accounting, consulting, data aggregation (as defined in Sec. 164.501 of this subchapter), management, administrative, accreditation, or financial services to or for such covered entity, or to or for an organized health care arrangement in which the covered entity participates, where the provision of the service involves the disclosure of individually identifiable health information from such covered entity or arrangement, or from another business associate of such covered entity or arrangement, to the person.

(2) A covered entity participating in an organized health care arrangement that performs a function or activity as described by paragraph (1)(i) of this definition for or on behalf of such organized health care arrangement, or that provides a service as described in paragraph (1)(ii) of this definition to or for such organized health care arrangement, does not, simply through the performance of such function or activity or the provision of such service, become a business associate of other covered entities participating in such organized health care arrangement.

(3) A covered entity may be a business associate of another covered entity.
	Any “Insurance support organizations”  used by a payer would fall under the definition of Business Associates under HIPAA.

Specifically, "insurance support organization" does not include insurance agents, government institutions, INSURERS or health care providers.

The Committee was able to identify only one such organization,  Medical Information Bureau (MIB).



	          (d)
	(d) "Insurance transaction" means any of the following involving insurance that is primarily for personal, family or household needs: 1. The determination of an individual's eligibility for an insurance coverage, benefit or payment.

2. The servicing of an insurance application, policy, contract or certificate.
	164.501
	See definition of payment and health care operations.
	 “Insurance transactions” as used in 610.70 would fall l under HIPAA’s Health Care Operations and Payment definitions.



	          (e)
	(e)“Medical care institution" means a facility, as defined in s. 647.01 (4), or any hospital, nursing home, community-based residential facility, county home, county infirmary, county hospital, county mental health center, adult family home, assisted living facility, rural medical center, hospice or other place licensed, certified or approved by the department of health and family services under s. 49.70, 49.71, 49.72, 50.02, 50.03, 50.032, 50.033, 50.034, 50.35, 50.52, 50.90, 51.04, 51.08 or 51.09 or a facility under s. 45.365, 51.05, 51.06 or 252.10 or under ch. 233 or licensed or certified by a county department under s. 50.032 or 50.033.
	160.103 definitions:


	Health care provider means a provider of services (as defined in section 1861(u) of the Act, 42 U.S.C. 1395x(u)), a provider of medical or health services (as defined in section 1861(s) of the Act, 42 U.S.C. 1395x(s)), and any other person or organization who furnishes, bills, or is paid for health care in the normal course of business.


	Follow HIPAA because HIPAA’s definition is broader.  “Medical care institution" is basically a subset of HIPAA’s Health care provider.  



	          (f)
	(f) "Personal medical information" means information concerning an individual that satisfies all of the following:

a.  Relates to the individual's physical or mental health, medical history or medical treatment. b.  Is obtained from a health care provider, a medical care institution, the individual or the individual's spouse, parent or legal guardian.

“Personal medical information" does not include information that is obtained from the public records of a governmental authority and that is maintained by an insurer or its representatives for the purpose of insuring title to real property located in this state.


	164.501
	Protected health information (PHI) means individually identifiable health information:

(1) Except as provided in paragraph (2), that is: (i) Transmitted by electronic media; (ii) Maintained electronically; or (iii) Transmitted or maintained in any other form or medium.

(2) PHI excludes individually identifiable health information in: (i) Education records covered by the Family Educational Right and Privacy Act; and (ii) Records described at 20 USC 1232g(a)(4)(B)(iv).

Individually identifiable health information is health information that:

(1) Is created or received by a health care provider, health plan, employer, or health care clearinghouse; and

(2) Relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual; and (i) That identifies the individual; or (ii) With respect to which there is a reasonable basis to believe the information can be used to identify the individual.

Health information means any information, whether oral or recorded in any form or medium, that: (1) Is created or received by a health care provider, health plan, public health authority, employer, life insurer, school or university, or health care clearinghouse; and (2) Relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual.
	Follow HIPAA because HIPAA’s definition is broader. The HIPAA definition includes records in other than health care provider sites, including oral or recorded in any form, created or received.  PHI also includes information whereby there is a reasonable basis to believe the information can be used to identify the individual.

Note: The State (610.70) does not make any distinctions between mental health record and psychotherapy notes. 

	610.70(2)
	INDIVIDUAL AUTHORIZATION FOR DISCLOSURE
	
	
	The term "authorization" is used differently under 610.70 than under HIPAA.  "Authorizations" under HIPAA are only required for functions outside of treatment, payment, and certain health care operations (e.g., for initial underwriting, marketing and research).  Because HIPAA only requires the use of authorizations for "non-core" functions, HIPAA has some required provisions, such as a statement about restrictions on the insurer’s ability to condition treatment, payment, enrollment or eligibility on signing the authorization, which are unique. Wisconsin law does not require authorizations to contain such provisions. If you are using an authorization solely to conform to 610.70, where it is not required under HIPAA, the authorization need not include provisions mandated solely for HIPAA. 

Note that even though 610.70(2) is titled “Disclosure Authorization,” it applies ONLY when an insurer is OBTAINING information from a third party. See also 610.70 (5) which actually address disclosures of personal medical information BY insurers. 

	610.70(2)(a)
	(a) Any form that is used in connection with an insurance transaction and that authorizes the disclosure of personal medical information about an individual to an insurer shall comply with all of the following:
	164.508 (a) (1)
	Sec. 164.508  Uses and disclosures for which an authorization is required.

    (a) Standard: Authorizations for uses and disclosures. (1)Authorization required: General rule. Except as otherwise permitted or required by this subchapter, a covered entity may not use or disclose

protected health information without an authorization that is valid under this section. When a covered entity obtains or receives a valid authorization for its use or disclosure of protected health information, such use or disclosure must be consistent with such authorization.    
	Follow Both.  Both laws are consistent in requiring an authorization/consent for disclosure.

	
	1.  All instructions/ information in the form in plain language. 

2.  Form is dated. 

3.  Form specifies types of persons authorized to disclose information about the individual. 

4.  Form specifies nature of information authorized to be disclosed. 

5.  Form names insurer, and generically identifies to whom information may be disclosed. 

6.  Form specifies purposes for which information is being obtained. 

7.  Form specifies the length of time for which the authorization remains valid.  (See 610.70(2)(b) below)

8.  Form advises that individual, or an authorized representative of individual, is entitled to receive copy of completed authorization form.  
	164.508(c) (1)

164.508(c) (2)
	Core elements. 

1.  A meaningful description of information to be used/disclosed.  

2.  The name or other specific identification of the person(s), or class of persons, authorized to make  requested use/disclosure. 

3.  Name or other specific identification of the person(s), or class of persons, to whom the covered entity may make the requested use or disclosure. 

4.  A description of each purpose of the requested use/ disclosure. ("At the request of the individual" is sufficient when individual initiates request). 

5.  Expiration date or an expiration event that relates to the individual or the purpose of the use/disclosure. 

6. Signed and dated.

Additional Required Statements: the authorization must contain statements adequate to place the individual on notice of all the following:  

1.  The individual’s right to revoke the authorization in writing, and either: the exceptions to the right to revoke and a description of how the individual may revoke the authorization; or to the extent that such information is included in the notice of privacy practices, a reference to the notice.  2.  Depending on whether or not the covered entity can condition treatment, payment enrollment or eligibility under §164.508(b)(4), either that the covered entity cannot condition treatment, payment, enrollment or eligibility for benefits on the signing of the authorization or the consequences to the individual if they refuse to sign the authorization.  3.  A statement that information disclosed pursuant to the authorization is potentially subject to redisclosure and no longer protected.

If the authorization is signed by a personal representative of the individual, a description of such representative's authority to act for the individual must be provided.

Authorization must be in plain language and covered entity must provide individual with signed copy. 164.508(c)(3) and (4)
	Follow Both.  Authorization forms should include all HIPAA and 610.70  required elements. 

The authorization components are almost identical under 610.70(2) and HIPAA.  The only identified differences are as follows: (1) 610.70 requires that authorization form inform the individual that he/she is entitled  to a copy while HIPAA  requires the covered entity  to provide a copy;

2. HIPAA but not 610.70 requires

a.  an explanation of the individual's right to revoke in writing; 

b. an explanation of the insurer's right or restrictions on the right to condition treatment, payment, enrollment or eligibility on signing the authorization; and  

c.  a statement that information disclosed pursuant to the authorization may be redisclosed and no longer protected.  

To use one single set of Authorization forms, be sure they include all HIPAA and state required elements.  

See analysis of 610.70(5) regarding disclosures BY insurers.

	610.70(2)(b)

. 
	1.  For an authorization under this subsection that will be used for the purpose of obtaining information in connection with an insurance policy application, an insurance policy reinstatement or a request for a change in policy benefits, the length of time specified in par. (a) 7. may not exceed 30 months from the date on which the authorization is signed. 

2.  For an authorization under this subsection that will be used for the purpose of obtaining information in connection with a claim for benefits under an insurance policy, the length of time specified in par. (a) 7. may not exceed the policy term or the pendency of a claim for benefits under the policy, whichever is longer.
	164.508(c) (iv)
	HIPAA requires an authorization to include an expiration date or an expiration event that relates to the individual or the purpose of the use or disclosure. HHS Comments state that the expiration can relate to a specific event, time period, or event relating to the individual.  
	 The workgroup concluded that 610.70(2)(b) does not itself dictate when an authorization is required but instead spells out permissible time frames in cases where an authorization is used. 610.70(2)(b) would allow up to 30 months which may be longer than individual cases would dictate under HIPAA.

In regard to (b)1, if an insurer is obtaining medical records from a provider for underwriting purposes, HIPAA (and 146.82(1)) requires the insurer to obtain a signed authorization from the individual.  See 164.506(c)(4) and definition of Health Care Operations in 164.501. 

In such a case, the workgroup has determined that a reasonable interpretation is that the authorization under (b)(1) cannot exceed 30 months, and circumstances may dictate less than that. 

In regard to (b)2, which addresses authorizations relating to claims for benefits, an authorization will rarely, if ever, be required in the health insurance context.  Obtaining information related to claims for benefits would be a payment function under HIPAA for which no authorization is needed.  Similarly, if an insurer is obtaining information from a health care provider in regard to a claim for benefits, no authorization is required under sec. 146.82(2)(a)3.  

IF an authorization is needed in regard to a claim for benefits, *****the individual will determine the expiration date per HIPAA.

	610.70 (3)


	Access to recorded personal medical information. 

a) If, after proper identification, an individual or an authorized representative of an individual submits a written request to an insurer for access to recorded personal medical information that concerns the individual and that is in the insurer's possession, within 30 business days after receiving the request the insurer shall do all of the following:
 

 
 
	164.524 (a)(1)

164.524(b)

164.514(h)(1)
	(1) Right of access. Except as otherwise provided in paragraph (a)(2) or (a)(3) of this section, an individual has a right of access to inspect and obtain a copy of PHI about the individual in a designated record set, for as long as the PHI is maintained in the designated record set, except for:

(i) psychotherapy notes;

(ii) Information compiled in reasonable anticipation of, or for use in, a civil, criminal, or administrative action or proceeding; and

(iii) PHI that is:

(A) subject to CLIA

(B) Except from CLIA pursuant to 42 CFR 493.3(a)(2)

 (b) Implementation specifications: requests for access and timely action. 

(1) Individual’s request for access. The covered entity must permit an individual to request access to inspect or to obtain a copy of the protected health information about the individual that is maintained in a designated record set. The covered entity may require individuals to make requests for access in writing, provided that it informs individuals of such a requirement. 

(2) Timely action by the covered entity. 

(i) Except as provided in paragraph (b)(2)(ii) of this section, the covered entity must act on a request for access no later than 30 days after receipt of the request as follows. 

(A) If the covered entity grants the request, in whole or in part, it must inform the individual of the acceptance of the request and provide the access requested, in accordance with paragraph (c) of this section. 

(B) If the covered entity denies the request, in whole or in part, it must provide the individual with a written denial, in accordance with paragraph (d) of this section. 

(ii) If the request for access is for protected health information that is not maintained or accessible to the covered entity on-site, the covered entity must take an action required by paragraph (b)(2)(i) of this section by no later than 60 days from the receipt of such a request. 

(iii) If the covered entity is unable to take an action required by paragraph (b)(2)(i)(A) or (B) of this section within the time required by paragraph (b)(2)(i) or (ii) of this section, as applicable, the covered entity may extend the time for such actions by no more than 30 days, provided that: 

(A) The covered entity, within the time limit set by paragraph (b)(2)(i) or (ii) of this section, as applicable, provides the individual with a written statement of the reasons for the delay and the date by which the covered entity will complete its action on the request; and 

(B) The covered entity may have only one such extension of time for action on a request for access. 

Verification requirements. Prior to any disclosure permitted by this subpart, a CE must:

(i) Except with respect to disclosures under Sec. 164.510, verify the identity of a person requesting PHI and the authority of any such person to have access to PHI under this subpart, if the identity or any such authority of such person is not known to the CE; and

(ii) Obtain any documentation, statements, or representations, whether oral or written, from the person requesting the PHI when such documentation, statement, or representation is a condition of the disclosure under this subpart.
	Both laws are consistent regarding who may submit a request for access.  Both allow an individual or an authorized representative to submit a request for access.  

Follow HIPAA regarding the written request for access.  610.70 requires a written request for access to information, HIPAA only allows a written request if the insurer notifies the individual of this requirement in advance of a written request such as in the Notice of Privacy Practices.  Be sure your NPP describes your actual access practices.     

In regard to the timeliness issue, follow 610.70 for information that is in the insurer’s possession.  State requires response to access within 30 business days of receipt while HIPAA would allow 30 days plus 30-day extension. 

Follow HIPAA for information located off-site.  HIPAA allows for 60 days to respond to requests for access to off-site information. 610.70 would not require an insurer to produce Personal Medical Information located off-site.

Follow HIPAA in regard to verification as HIPAA is much more detailed in it's requirements.  See CMS Verification of Identity chart

	610.70(3)(a)1.   
	1.  Inform the individual or authorized representative of the nature and substance of the recorded personal medical information in writing, by telephone or by any other means of communication at the discretion of the insurer.

	164.524(c)(2)(ii)
	(ii) The CE  may provide the individual with a summary of the PHI requested, in lieu of providing access to the PHI or may provide an explanation of the protected health information to which access has been provided, if: 

A.  The individual agrees in advance to such a summary or explanation;; and 

B. The individual agrees in advance to the fees imposed, if any, by the CE for such summary or explanation.
	Both HIPAA and 610.70 allow for written or verbal summary of the information if both parties agree to proceed that way.

	610.70(3)(a)2.   
	2.  At the option of the individual or authorized representative, permit the individual or authorized representative to inspect and copy the recorded personal medical information, in person and during the insurer's normal business hours, or provide by mail to the individual or authorized representative a copy of the recorded personal medical information. 

 If the recorded personal medical information is in coded form, the insurer shall provide to the individual or authorized representative an accurate written translation in plain language.

	164.524 (b) 

164.524 (c)
	(b) Implementation specifications: requests for access and timely action. 

(1) Individual’s request for access. The covered entity must permit an individual to request access to inspect or to obtain a copy of the protected health information about the individual that is maintained in a designated record set. The covered entity may require individuals to make requests for access in writing, provided that it informs individuals of such a requirement. 

 (c) Implementation specifications: provision of access. If the covered entity provides an individual with access, in whole or in part, to protected health information, the covered entity must comply with the following requirements. 

(1) Providing the access requested. The covered entity must provide the access requested by individuals, including inspection or obtaining a copy, or both, of the protected health information about them in designated record sets. If the same protected health information that is the subject of a request for access is maintained in more than one designated record set or at more than one location, the covered entity need only produce the protected health information once in response to a request for access. 

(2) Form of access requested. 

(i) The covered entity must provide the individual with access to the protected health information in the form or format requested by the individual, if it is readily producible in such form or format; or, if not, in a readable hard copy form or such other form or format as agreed to by the covered entity and the individual. 

(ii) The covered entity may provide the individual with a summary of the protected health information requested, in lieu of providing access to the protected health information or may provide an explanation of the protected health information to which access has been provided, if: 

(A) The individual agrees in advance to such a summary or explanation; and 

(B) The individual agrees in advance to the fees imposed, if any, by the covered entity for such summary or explanation.

Preamble page 82732 comment: A covered entity is required to provide access to protected health information in accordance with the rule regardless of whether the covered entity created such information or not. Thus, in order to meet its requirements for providing access, a covered entity must not only provide access to such protected health information it holds, but must also provide access to such information in a designated record set of its business associates, pursuant to its business associate contract, unless the information is the same as information maintained directly by the covered entity. 
	Follow Both.  HIPAA and 610.70 are similar except that 610.70 requires coded information to be decoded. The scope of decoding obligation is uncertain and individual risks will need evaluation. 

HIPAA also requires that a covered entity provide access to PHI held by its Business Associates.

	610.70(3)(a)3.

ACCOUNTING OF DISCLOSURES
	3.  Disclose to the individual or authorized representative the identities, if recorded, of any persons to whom the insurer has disclosed the recorded personal medical information within 2 years prior to the request.  If the identities are not recorded, the insurer shall disclose to the individual or authorized representative the names of any insurance agents, insurance support organizations or other entities to whom such information is normally disclosed.

	164.528
	Accounting of disclosures of protected health information.

(1) An individual has a right to receive an accounting of disclosures of protected health information made by a covered entity in the six years prior to the date on which the accounting is requested, except for disclosures: 

(i) To carry out treatment, payment and health care operations as provided in § 164.502; 

(ii) To individuals of protected health information about them as provided in § 164.502; 

(iii) For the facility’s directory or to persons involved in the individual’s care or other notification purposes as provided in § 164.510; 

(iv) For national security or intelligence purposes as provided in § 164.512(k)(2); 

(v) To correctional institutions or law enforcement officials as provided in § 164.512(k)(5); or 

(vi) That occurred prior to the compliance date for the covered entity. 

(2)(i) The covered entity must temporarily suspend an individual’s right to receive an accounting of disclosures to a health oversight agency or law enforcement official, as provided in § 164.512(d) or (f), respectively, for the time specified by such agency or official, if such agency or official provides the covered entity with a written statement that such an accounting to the individual would be reasonably likely to impede the agency's activities and specifying the time for which such a suspension is required. 

(ii) If the agency or official statement in paragraph (a)(2)(i) of this section is made orally, the covered entity must: 

(A) Document the statement, including the identity of the agency or official making the statement; 

(B) Temporarily suspend the individual’s right to an accounting of disclosures subject to the statement; and 

(C) Limit the temporary suspension to no longer than 30 days from the date of the oral statement, unless a written statement pursuant to paragraph (a)(2)(i) of this section is submitted during that time. 

(3) An individual may request an accounting of disclosures for a period of time less than six years from the date of the request. 

(b) Implementation specifications: content of the accounting. The covered entity must provide the individual with a written accounting that meets the following requirements. 

(1) Except as otherwise provided by paragraph (a) of this section, the accounting must include disclosures of protected health information that occurred during the six years (or such shorter time period at the request of the individual as provided in paragraph (a)(3) of this section) prior to the date of the request for an accounting, including disclosures to or by business associates of the covered entity. 

(2) The accounting must include for each disclosure: 

(i) The date of the disclosure; 

(ii) The name of the entity or person who received the protected health information and, if known, the address of such entity or person; 

(iii) A brief description of the protected health information disclosed; and 

(iv) A brief statement of the purpose of the disclosure that reasonably informs the individual of the basis for the disclosure; or, in lieu of such statement: 

(A) A copy of the individual’s written authorization pursuant to § 164.508; or 

(B) A copy of a written request for a disclosure under §§ 164.502(a)(2)(ii) or 164.512, if any. 

(3) If, during the period covered by the accounting, the covered entity has made multiple disclosures of protected health information to the same person or entity for a single purpose under §§ 164.502(a)(2)(ii) or 164.512, or pursuant to a single authorization under § 164.508, the accounting may, with respect to such multiple disclosures, provide: 

(i) The information required by paragraph (b)(2) of this section for the first disclosure during the accounting period; 

(ii) The frequency, periodicity, or number of the disclosures made during the accounting period; and 

(iii) The date of the last such disclosure during the accounting period. 

(c) Implementation specifications: provision of the accounting. 

(1) The covered entity must act on the individual’s request for an accounting, no later than 60 days after receipt of such a request, as follows. 

(i) The covered entity must provide the individual with the accounting requested; or 

(ii) If the covered entity is unable to provide the accounting within the time required by paragraph (c)(1) of this section, the covered entity may extend the time to provide the accounting by no more than 30 days, provided that: 

(A) The covered entity, within the time limit set by paragraph (c)(1) of this section, provides the individual with a written statement of the reasons for the delay and the date by which the covered entity will provide the accounting; and 

(B) The covered entity may have only one such extension of time for action on a request for an accounting. 

(2) The covered entity must provide the first accounting to an individual in any 12-month period without charge. The covered entity may impose a reasonable, cost-based fee for each subsequent request for an accounting by the same individual within the 12 month period, provided that the covered entity informs the individual in advance of the fee and provides the individual with an opportunity to withdraw or modify the request for a subsequent accounting in order to avoid or reduce the fee. 

(d) Implementation specification: documentation. A covered entity must document the following and retain the documentation as required by § 164.530(j): 

(1) The information required to be included in an accounting under paragraph (b) of this section for disclosures of protected health information that are subject to an accounting under paragraph (a) of this section; 

(2) The written accounting that is provided to the individual under this section; and 

(3) The titles of the persons or offices responsible for receiving and processing requests for an accounting by individuals. 
	Unfortunately, 610.70 and HIPAA establish two inconsistent procedures for Accounting for Disclosures which are very difficult, if not impossible, to harmonize.  HIPAA requires an accounting only of non-TPO disclosures, but requires it for the prior six years for each non-TPO occurrence.  Sec.610.70 arguably applies to all disclosures, which could include all TPO functions and even disclosures to providers, but only for two years; it further allows the insurer to substitute a list of routine disclosures if every occurrence of disclosure is not recorded. 

One possible approach is to follow HIPAA, but also maintain a running list of all Business Associates from the prior two years; that would at least capture the non-provider disclosures. However, you should seek legal advice on this issue.  

HIPAA COW may draft a white paper in support of lobbying by individual organizations to ask the Legislature to modify 610.70 to be consistent with HIPAA to resolve this conflict. 


	610.70(3)(a) 4.   RIGHT TO AMEND/

CORRECT
	4.  Provide to the individual or authorized representative a summary of the procedures by which the individual or authorized representative may request the correction, amendment or deletion of any recorded personal medical information in the possession of the insurer.

	164.520(b) (1)(iv)
	(iv) Individual rights. The notice must contain a statement of the individual’s rights with respect to protected health information and a brief description of how the individual may exercise these rights, as follows: 

(A) The right to request restrictions on certain uses and disclosures of protected health information as provided by § 164.522(a), including a statement that the covered entity is not required to agree to a requested restriction; 

(B) The right to receive confidential communications of protected health information as provided by § 164.522(b), as applicable; 

(C) The right to inspect and copy protected health information as provided by § 164.524; 

(D) The right to amend protected health information as provided by § 164.526; 

(E) The right to receive an accounting of disclosures of protected health information as provided by § 164.528; and 

(F) The right of an individual, including an individual who has agreed to receive the notice electronically in accordance with paragraph (c)(3) of this section, to obtain a paper copy of the notice from the covered entity upon request. 
	Follow HIPAA.  610.70 requirements are satisfied in the HIPAA Notice of Privacy Practices. HIPAA requires payers to have a formal procedure and to note the this right in the NPP, while 610.70 is vague. 

	610.70(3)(b) 
	(b) Notwithstanding par. (a), an insurer may, in the insurer's discretion, provide a copy of any recorded personal medical information requested by an individual or authorized representative under par. (a) to a health care provider who is designated by the individual or authorized representative and who is licensed, registered, permitted or certified to provide health care services with respect to the condition to which the information relates.  If the insurer chooses to provide the information to the designated health care provider under this paragraph, the insurer shall notify the individual or authorized representative, at the time of disclosure that the information has been provided to the health care provider.

	164.524 (a)(2)


	 (2) Unreviewable grounds for denial. A covered entity may deny an individual access without providing the individual an opportunity for review, in the following circumstances. 

(i) The protected health information is excepted from the right of access by paragraph (a)(1) of this section. 

(ii) A covered entity that is a correctional institution or a covered health care provider acting under the direction of the correctional institution may deny, in whole or in part, an inmate’s request to obtain a copy of protected health information, if obtaining such copy would jeopardize the health, safety, security, custody, or rehabilitation of the individual or of other inmates, or the safety of any officer, employee, or other person at the correctional institution or responsible for the transporting of the inmate. 

(iii) An individual’s access to protected health information created or obtained by a covered health care provider in the course of research that includes treatment may be temporarily suspended for as long as the research is in progress, provided that the individual has agreed to the denial of access when consenting to participate in the research that includes treatment, and the covered health care provider has informed the individual that the right of access will be reinstated upon completion of the research. 

(iv) An individual’s access to protected health information that is contained in records that are subject to the Privacy Act, 5 U.S.C. § 552a, may be denied, if the denial of access under the Privacy Act would meet the requirements of that law. 

(v) An individual’s access may be denied if the protected health information was obtained from someone other than a health care provider under a promise of confidentiality and the access requested would be reasonably likely to reveal the source of the information. 
	Follow HIPAA.  610.70 gives an insurer discretion to provide information to a designated provider rather than the individual.  HIPAA does not include this sort of payer discretion except for the limited situations discussed at  cell  610.70(3)(d).  Therefore, HIPAA voids the insurer’s general discretion under 610.70(3)(b) to give PHI to the provider rather than the individual.

	610.70(3)(c) 
	(c) An insurer is required to comply with par. (a) or (b) only if the individual or authorized representative provides a reasonable description of the information that is the subject of the request and if the information is reasonably easy to locate and retrieve by the insurer.

	164.524 – Access of Individuals to Protected Health Information

164.524 (b) Request for Access and Timely Action 


	HIPAA does not give the insurer this flexibility, but rather requires production of the Designated Record Set.  

 
	Follow HIPAA.  A covered entity cannot take advantage of the state flexibility on the ease of location.

	610.70(3)(d) 
	(d) If an insurer receives personal medical information from a health care provider or a medical care institution with instructions restricting disclosure of the information under s. 51.30 (4) (d) 1. To the individual to whom the information relates, the insurer may not disclose the personal medical information to the individual under this subsection, but shall disclose to the individual the identity of the health care provider or a medical care institution that provided the information.

	Sec. 164.524(a)(2) and (3) Access of individuals to protected health information.


	For 164.524(a) (2) see cell for 610.70 (3)(b), above.

(3) Reviewable grounds for denial. A covered entity may deny an individual access, provided that the individual is given a right to have such denials reviewed, as required by paragraph (a)(4) of this section, in the following circumstances:

    (i) A licensed health care professional has determined, in the exercise of professional judgment, that the access requested is reasonably likely to endanger the life or physical safety of the individual or another person;

    (ii) The protected health information makes reference to another person (unless such other person is a health care provider) and a licensed health care professional has determined, in the exercise of professional judgment, that the access requested is reasonably likely to cause substantial harm to such other person; or    (iii) The request for access is made by the individual's personal representative and a licensed health care professional has determined, in the exercise of professional judgment, that the provision of access to such personal representative is reasonably likely to cause substantial harm to the individual or another person.

    
	Follow  610.70  which gives individual insureds greater right of access to their medical records than HIPAA.

HIPAA’s unreviewable grounds for denial at 164.524(a)(2) (regarding psychotherapy notes, correctional institutions, clinical research, etc.) have no corollary in 610.70.  Thus, these grounds for denial appear to have no application to payers.  Since payers have no right to ask for or receive psychotherapy notes, this makes sense.

Both HIPAA and 610.70 contemplate denial of access where access may pose a risk of harm or endangerment, but they apply different standards.  Combining the two laws, the workgroup concludes that a payer can deny access to the individual on the grounds of potential harm only if Sec. 51.30(4)(d)(1) (access to mental health records) governs the information, and then only if the mental health provider has instructed restricted disclosure.  Thus, HIPAA’s reviewable grounds for denial at 164.524(a)(3) appear to have no application to payers.   

	610.70(3)(e) 
	(e) Any copy of recorded personal medical information provided under par (a) or (b) shall include the identity of the source of the information if the source is a health care provider or a medical care institution.
	NA
	NA
	Follow 610.70.

HIPAA does not impose this requirement except in the Accounting of Disclosures. 

	610.70(3)(f) 
	(f) An insurer may charge the individual a reasonable fee to cover the costs incurred in providing a copy of recorded personal medical information.
	164.524 (b) Provision of Access 


	(4) Fees. If the individual requests a copy of the protected health information or agrees to a summary or explanation of such information, the covered entity may impose a reasonable, cost-based fee, provided that the fee includes only the cost of: 

(i) Copying, including the cost of supplies for and labor of copying, the protected health information requested by the individual; 

(ii) Postage, when the individual has requested the copy, or the summary or explanation, be mailed; and 

(iii) Preparing an explanation or summary of the protected health information, if agreed to by the individual as required by paragraph (c)(2)(ii) of this section. 

Preamble comment Pages 82556 & 7 

We clarify this provision in the final rule. If the individual requests a copy of protected health information, a covered entity may charge a reasonable, cost-based fee for the copying, including the labor and supply costs of copying. If hard copies were made, this would include the cost of paper. If electronic copies were made to a computer disk, this would include the cost of the computer disk. Covered entities may not charge any fees for retrieving or handling the information or for processing the request. If the individual requests the information to be mailed, the fee may include the cost of postage. Fees for copying and postage provided under state law, but not for other costs excluded under this rule, are presumed reasonable. If such per page costs include the cost of retrieving or handling the information, such costs are not acceptable under this rule.  If the individual requests an explanation or summary of the information provided, and agrees in advance to any associated fees, the covered entity may charge for preparing the explanation or summary as well.

    The inclusion of a fee for copying is not intended to impede the ability of individuals to copy their records. Rather, it is intended to reduce the burden on covered entities.
	State allows "reasonable charge" while HIPAA provides limitations on what to include in cost based fee.  Covered Entity may need to follow HIPAA if the cost based fee is less than the otherwise "reasonable charge" and therefore provides greater privilege to the patient.  See also proposed HFS 117, Fees for Health Care Records.



	610.70(3)(g) 
	(g) The requirements for an insurer under this subsection may be satisfied by another insurer, an insurance agent, an insurance support organization or any other entity authorized by the insurer to act on its behalf.

	164.524 – Access of individuals to PHI
	Not expressly discussed in HIPAA.


	Follow 610.70.  HIPAA allows payers to contract with a BA for any legitimate function so there is no overt conflict between the laws.  Under HIPAA, the CE retains ultimate liability.

	610.70(3)(h)
	(h) The requirements under this subsection do not apply to information concerning an individual that relates to, and that is collected in connection with or in reasonable anticipation of, a claim or civil or criminal proceeding involving the individual.
	164.524(a)(1) – Access of Individuals to Protected health Information – Exceptions to the Right of Access and Grounds for Denial of Access
	(1) Right of access. . . . . an individual has a right of access to inspect and obtain a copy of PHI about the individual in a designated record set, for as long as the  PHI is maintained in the designated record set, except for: 

 (ii) Information compiled in reasonable anticipation of, or for use in, a civil, criminal, or administrative action or proceeding; 

 
	HIPAA and State are consistent

	610.70(4)

AMENDMENT OF HEALTH INFORMATION


	4) Correction, amendment or deletion of recorded personal medical information
	164.526 – Amendment of protected health information
	Amendment of Protected Health information 

An individual has the right to have a covered entity amend protected health information or a record about the individual in a designated record set for as long as the protected health information is maintained in the designated record set. 
	Both HIPAA and State apply. 

	610.70 (4)(a)
	Within 30 business days after receiving a written request from an individual to correct, amend or delete any recorded personal medical information that is in the insurer's possession, an insurer shall do either of the following 

610.70 (4)(a)1 Comply with the request:

610.70 (4)(a)2 Notify the individual of all of 

the following:
	Requests for Access and Timely Action 
164.526 (b)(2)
	The covered entity must act on the individual’s request for an amendment no later than 60 days after the receipt of such request.  If the covered entity is unable to act on the amendment within 60 days, it may extend the period by 30 days, provided that is gives the individual notice (including a written statement for the delay and the date it will act upon the request) within the original 60-day period.
	Follow State timelines because 610.70 is more stringent. It does not allow for extensions. The covered entity must act according to the timelines prescribed. 

	610.70 (4)(a)2.a
	That the insurer refuses to comply with the request
	164.526(d)(i)
	(1) Denial. The covered entity must provide the individual with a timely written denial, in accordance with paragraph  (b)(2) of this section. The denial must use plain language and contain: see below 
	Follow HIPAA, which provides a more detailed guideline.  This will   meet 610.70 requirements.

	610.70(4)(a)2.b
	
The reasons for the Refusal 
	164.526 (d)(i)
	(i) The basis for the denial 
	Follow both. HIPAA is more detailed in the requirements.

	610.70(4)(a)2.c
	
That the individual has a right to file a statement as provided in par.(c)
	164.526(d)(ii) 
	(ii) The individuals right to submit a written statement disagreeing with the denial and how the individual may file such a statement. 
	Follow both. HIPAA is more detailed in the requirements.

	610.70 (4)(b)
	An insurer that complies with a request under par. (a) shall notify the individual of that compliance in writing and furnish the correction, amendment or fact of deletion to all of the following: 
	164.526(c)(1)and (2)
	(c) Accepting the amendment. A) If the covered entity grants the requested amendment, in whole or in part, it must take the actions required by paragraphs (c)(1) and 

(2) of this section.

    (1) Making the amendment. The covered entity must make the appropriate amendment to the protected health information or record that is the subject of the request for amendment by, at a minimum, identifying the records in the designated record set that are affected by the amendment and appending or otherwise providing a link to the location of the amendment.

    (2) Informing the individual. In accordance with paragraph (b) of this section, the covered entity must timely inform the individual that the amendment is accepted and obtain the individual's identification of and agreement to have the covered entity notify the relevant persons with which the amendment needs to be shared in accordance with paragraph (c)(3) of this section.    
	Follow both. HIPAA is more detailed in the requirements. 

	610.70 (4)(b) 1
	1. Any person who may have received, within the preceding 2 years, the recorded personal medical information concerning the individual and who is specifically designated by the individual.
	164.526(c)(3)
	(3) Informing others. The covered entity must make reasonable efforts to inform and provide the amendment within a reasonable time (i) Persons identified by the individual as having received protected health information about the individual and needing the amendment;


	HIPAA and 610.70 each require insurers to forward the amendment to those persons identified by the insured. Follow HIPAA which does not appear to impose a limited retrospective time frame on the insurer’s obligation to forward amended PHI. 

	610.70 (4)(b) 2
	2. Any insurance support organization for which insurers are the primary source of personal medical information and to which the insurer, within the preceding 7 years, has systematically provided recorded personal medical information.  This subdivision does not apply to an insurance support organization that does not maintain recorded personal medical information concerning the individual
	164.526(c)(3)

(ii)


	(ii) Persons, including business associates, that the covered entity knows have the protected health information that is the subject of the amendment and that may have relied, or could foreseeably rely, on such information to the detriment of the individual.


	See discussion at 610.70(1)(c)  of  “Insurance Support Organization.” If such organizations are used, they would fall into HIPAA’s definition of business aassociates.

 By  requiring a CE to forward the amendment to any person that may have relied or could foreseeably rely on the PHI, HIPAA is more demanding than 610.70 about who the amendment must be forwarded to.  Follow HIPAA.

With regard to the length of the retroactive period, HIPAA provides no limitations. Thus, the decision to forward amendments to any person who “may have relied” upon the PHI has to reflect operational variances, keeping in mind that all HIPAA and state statutory requirements for record retention must be adhered to.

	610.70 (4)(b) 3
	3.  Any insurance support organization that furnished to the insurer the personal medical information that has been corrected, amended or deleted.
	
	
	See discussion at 610.70(1)(c) about  “Insurance Support Organizations.”  Follow 610.70(4)(b)3 if you use an insurance support organization.



	610.70 (4)(c)
	(c) If an insurer refuses to comply with a request under par. (a)1  the individual making the request may file with the insurer, an insurance agent or an insurance support organization any of the following:
	164.526 (d) Denial of Access
	(d) Implementation specifications: Denying the amendment. If the covered entity denies the requested amendment, in whole or in part, the covered entity must comply with the following requirements.

    (1) Denial. The covered entity must provide the individual with a timely, written denial, in accordance with paragraph (b)(2) of this section. The denial must use plain language and contain:

    (i) The basis for the denial, in accordance with paragraph (a)(2) of this section;

    (ii) The individual's right to submit a written statement disagreeing with the denial and how the individual may file such a statement;

    (iii) A statement that, if the individual does not submit a statement of disagreement, the individual may request that the covered entity provide the individual's request for amendment and the denial with any future disclosures of the protected health information that is the subject of the amendment; and

    (iv) A description of how the individual may complain to the covered entity pursuant to the complaint procedures established in

Sec. 164.530(d) or to the Secretary pursuant to the procedures established in Sec. 160.306. The description must include the name, or title, and telephone number of the contact person or office designated in Sec. 164.530(a)(1)(ii).    
	Follow HIPAA, which is more detailed in the requirements.

	610.70 (4)(c) 1.
	1. A concise statement setting forth the information that the individual believes to be correct, relevant or fair
	164.526(b)(1) and (d)(2) Amendment of Protected Health Information
	(b)(1)The covered entity may require the individuals to make requests for amendment in writing and to provide a reason to support a requested amendment, provided that it informs individuals in advance of such requirements. 

(d)(2) If CE denies amendment, individual may submit a written statement disagreeing with denial
	610.70 does not appear to require that a request to amend be accompanied by the reasons supporting the amendment, while HIPAA expressly allows a CE to require such a statement.  Thus, 610.70 implicitly voids HIPAA’s permission that a CE can require that reasons be submitted with the request to amend.  As a practical matter, most requests to amend will have a statement explaining the reasons. 

Once an amendment is denied, HIPAA allows the individual to submit another statement, explaining the disagreement.  610.70 appears to assume no statement until after the CE has denied the amendment, and then the individual can submit an explanatory statement. 610.70 and HIPAA are consistent in permitting  an individual’s statement explaining why the PHI should have been amended. 

	610.70 (4)(c) 2.
	2.  A concise statement setting forth the reasons why the individual disagrees with the insurer's refusal to correct amend or delete the recorded personal medical information.
	164.526 – Amendment of Protected Health Information
	(d) Denying the amendment. 
	 See statement in prior cell.

	
	
	164.526(a)(2)
	(2) Denial of amendment. A CE may deny an individual’s request for amendment, if it determines that the protected health information or record that is the subject of the request: 

(i) Was not created by the covered entity, unless the individual provides a reasonable basis to believe that the orginator of PHI is no longer available to act on the requested amendment; 

(ii) Is not part of the designated record set; 

(iii) Would not be available for inspection under Sec. 164.524; or 

(iv) is accurate and complete.
	Follow HIPAA. 610.70(4)(c) allows an insurer to deny an amendment but does not specify the grounds.  HIPAA permits 4 grounds, and is thus more restrictive on insurers and more protective of individuals.  

	610.70(4)(d) 
	If the individual files a statement under par. (c), the insurer shall do all of the following:
	164.526 – Amendment of Protected Health Information
	Rebuttal statement: (2) Statement of disagreement. The covered entity must permit the individual to submit to the covered entity a written statement disagreeing with the denial of all or part of a requested amendment and the basis of such disagreement. The covered entity may reasonably limit the length of a statement of disagreement.    (3) Rebuttal statement. The covered entity may prepare a written rebuttal to the individual's statement of disagreement. Whenever such a rebuttal is prepared, the covered entity must provide a copy to the individual who submitted the statement of disagreement.    
	Follow both – although HIPAA seems to be clearer about expectations.

	610.70(4)(d) 1.
	1.  File any statement filed by the individual under par. (c) with the recorded personal medical information that is the subject of the request under par. (a) in such a manner that any person reviewing the recorded personal medical information will be aware of and have access to the statement.
	164.526(d)(4)
	(4) Recordkeeping. The covered entity must, as appropriate, identify the record or protected health information in the designated record set that is the subject of the disputed amendment and append or otherwise link the individual's request for an amendment, the covered entity's denial of the request, the individual's statement of disagreement, if any, and the covered entity's rebuttal, if any, to the designated record set. 
	Follow HIPAA, it is more detailed in the requirements.

	610.70(4)(d) 2. 
	2.  In any subsequent disclosure by the insurer of the recorded personal medical information, clearly identify any matter in dispute and provide any statement filed by the individual under par. (c) that relates to the recorded personal medical information along with the information.
	164.526(d)(5)


	    (5) Future disclosures. (i) If a statement of disagreement has been submitted by the individual, the covered entity must include the material appended in accordance with paragraph (d)(4) of this section, or, at the election of the covered entity, an accurate summary of any such information, with any subsequent disclosure of the protected health information to which the disagreement relates.

    (ii) If the individual has not submitted a written statement of disagreement, the covered entity must include the individual's request for amendment and its denial, or an accurate summary of such information, with any subsequent disclosure of the protected health information only if the individual has requested such action in accordance with paragraph d)(1)(iii) of this section.

    (iii) When a subsequent disclosure described in paragraph (d)(5)(i) or (ii) of this section is made using a standard transaction under part

162 of this subchapter that does not permit the additional material to be included with the disclosure, the covered entity may separately transmit the material required by paragraph (d)(5)(i) or (ii) of this section, as applicable, to the recipient of the standard transaction.
	Follow HIPAA except 610.70 would require both parties to agree to use summary information rather than the actual documents filed; it is not up to Covered Entity’s election to do so.  If the individual does not agree to summary information, follow 610.70’s requirement.

	610.70(4)(d) 3.
	3.  Furnish any statement filed by the individual under par. (c) to any person to whom the insurer would have been required to furnish a correction, amendment or fact of deletion under par. (b).
	See 164.526(d)(4)
	(4) Recordkeeping. The covered entity must, as appropriate, identify the record or protected health information in the designated record set that is the subject of the disputed amendment and append or otherwise link the individual's request for an amendment, the covered entity's denial of the request, the individual's statement of disagreement, if any, and the covered entity's rebuttal, if any, to the designated record set.
	Both apply.  However, HIPAA  is more detailed in the requirements.

	610.70(4)(e) 
	(e) The requirements under this subsection do not apply to information concerning an individual that relates to, and that is collected in connection with or in reasonable anticipation of, a claim or civil or criminal proceeding involving the individual.
	 164.524(a)(1)(ii)

164.526(a)(2)


	Standard: Access to protected health information. (1) Right of access. Except as otherwise provided in paragraph (a)(2) or (a)(3) of this section, an individual has a right of access to inspect and obtain a copy of protected health information about the individual in a designated record set, for as long as the protected health information is maintained in the designated record set, except for:

    (i) Psychotherapy notes;

    (ii) Information compiled in reasonable anticipation of, or for use in, a civil, criminal, or administrative action or proceeding;

(a) Standard: Right to amend

    (2) Denial of amendment. A covered entity may deny an individual's request for amendment, if it determines that the protected health information or record that is the subject of the request:

    (i) Was not created by the covered entity, unless the individual provides a reasonable basis to believe that the originator of protected health information is no longer available to act on the requested amendment;

    (ii) Is not part of the designated record set;

    (iii) Would not be available for inspection under Sec. 164.524; or

    (iv) Is accurate and complete.
	Both HIPAA and 610.70 apply.  610.70 does not limit the individual’s  right to access this type of information, but does not allow an individual to request to amend or delete information which relates to a claim or civil or criminal action.   HIPAA, at 164.524(a)(1)(ii), provides that such information is exempt from the right to access,  and includes this information in the right to deny amendment at 164.526(a)(2)(iii).  Thus, while 610.70 requires payers to allow access to the personal information that might be relevant to a civil or criminal action, both laws appear to protect from amendment or deletion information compiled  or collected in anticipation of litigation. In addition, payers can refuse to amend on grounds that they believe the information is complete and accurate without the amendment. 

	610.70(5)
	Disclosure of personal medical information by insurers. Any disclosure by an insurer of personal medical information concerning an individual shall be consistent with the individual's signed disclosure authorization form, unless the disclosure satisfies any of the following:


	164.502(a)(1)(iv)

164.508(a)(1)


	(a)(1)Permitted uses and disclosures.  A covered entity is permitted to use or disclose phi as follows: 

. . . 

(iv) Pursuant to and in compliance with an authorization that complies with Sec. 164.508.

(1) Authorization required: General rule. Except as otherwise permitted or required by this subchapter, a covered entity may not use or disclose protected health information without an authorization that is valid under this section. When a covered entity obtains or receives a valid authorization for its use or disclosure of protected health information, such use or disclosure must be consistent with such authorization. 
	 610.70 and HIPAA are consistent in  establishing authorizations as one primary means to disclosure, but each has similar, major exceptions to that requirement.  Of most import is the exception at 610.70(5)(d), which allows disclosures “otherwise permitted by law.”  We conclude that this exception results in the HIPAA use and disclosure rules preempting most of 610.70(5).  However, for the reader’s information purposes, we have included a subsection-by-subsection comparison below.



	610.70(5)(a)
	(a) Is otherwise authorized by the individual, or by a person who is authorized to consent on behalf of an individual who lacks the capacity to consent.
	164.502(g) (1)
	Standard: Personal representatives. As specified in this paragraph, a covered entity must, except as provided in paragraphs (g)(3) and (g)(5) of this section, treat a personal representative as the individual for purposes of this subchapter. 
	610.70 provides two circumstances for disclosure in addition to the signed authorization noted under 610.70(5):  1)as otherwise authorized by the individual; 2) by another person authorized to consent on behalf of an individual who lacks capacity to consent.  The first option suggests insurers can be authorized to disclose in a situations other than formal authorization, or incapacity. The exact substance of this alternative mechanism is not clear, but it seems to give the insured greater flexibility in authorizing disclosures. This may relate to the type of verbal “agreement” to family members referenced in 164.510.  Follow 610.70 which gives the insured more flexibility.

With regard to “personal representative,” the “person who is authorized to consent on behalf of an individual who lacks capacity to consent” in this subsection of 610.70 appears to be narrower than the term “personal representative” used by HIPAA.  Therefore, because HIPAA gives greater rights to individuals to appoint more types of persons to represent the individual in privacy-related matters, follow HIPAA regarding the rights of the personal representative.

	610.70(5)(b)
	b) Is reasonably related to the protection of the insurer's interests in the assessment of causation, fault or liability or in the detection or prevention of criminal activity, fraud, material misrepresentation or material nondisclosure.
	164.501

164.502(a) (1)(ii)

164.506(c) (1)

164.506(c)(3)

164.506(c)(4)
	“Payment” means (1) the activities undertaken by: (i) A health plan to obtain premiums or to determine or fulfill its responsibility for coverage and provision of benefits under the health plan.  (2) The activities in paragraph (1) of this definition relate to the individual to whom health care is provided and include, but are not limited to: 

(i) Determinations of eligibility or coverage, and adjudication or subrogation of health benefit claims.

“Health care operations” means any of the following activities of the covered entity to the extent that the activities are related to covered functions:  (4) Conducting or arranging for medical review, legal services, and auditing functions, including fraud and abuse detection and compliance programs.

A covered entity is permitted to use or disclose PHI for treatment, payment, or health care operations, as permitted by and in compliance with §164.506

A covered entity may use or disclose PHI for its own treatment, payment, or health care operations.

A covered entity may disclose PHI to another covered entity or a health care provider for the payment activities of the entity that receives the information.

A covered entity may disclose PHI to another covered entity for health care operations activities of the entity that receives the information, if each entity either has or had a relationship with the individual who is the subject of the PHI being requested, the PHI pertains to such relationship, and the disclosure is: . . . (ii) For the purpose of health care fraud and abuse detection or compliance.
	These two sections appear to address the same general  types of legitimate business operations.

However, note that when HIPAA allows disclosure of PHI to another CE for that entity’s health care operations, both CE’s must have or had a relationship with the individual when it comes to fraud or abuse detection or compliance. See 164.506(c)(4)(ii).  Therefore, follow HIPAA.



	610.70(5)(c)
	(c) Is made to an insurance regulatory authority or in response to an administrative or judicial order, including a search warrant or subpoena that is valid on its face.
	164.512(a)

164.512(d)

164.512(e)


	(a) Uses and disclosures required by law.  (1) A covered entity may use or disclose PHI to the extent that such use or disclosure is required by law and the use or disclosure complies with and is limited to the relevant requirements of such law. (2) A covered entity must meet the requirements described in paragraph (c), (e), or (f) of this section for uses or disclosures required by law.

(d) Uses and disclosures for health oversight activities

(1) Permitted disclosures. A CE may disclose protected health information to a health oversight agency for oversight activities authorized by law, including audits; civil, administrative, or criminal investigations; inspections; licensure or disciplinary actions; . . . 
(e) Disclosures for judicial and administrative proceedings. [too long  to reprint]
	HIPAA sets forth specific procedures to be followed when a covered entity discloses PHI in judicial or administrative proceedings, whether pursuant to court order, subpoena or discovery request. Note especially 164.512(e) and its greater requirements than Wisconsin subpoena practices. Because these procedures provide individuals with more protection than under 610.70, follow HIPAA.    

	610.70(5)(d)
	(d) Is otherwise permitted by law.
	164.512 (a)
	(a) Standard: Uses and disclosures required by law.

 (1) A covered entity may use or disclose protected health information to the extent that such use or disclosure is required by law and the use or

disclosure complies with and is limited to the relevant requirements of such law.

    (2) A covered entity must meet the requirements described in paragraph (c), (e), or (f) of this section for uses or disclosures required by law.
	See introductory comments to 610.70(5) about this important exception.

	610.70(5)(e)
	(e) Is made for purposes of pursuing a contribution or subrogation claim.
	164.501

164.502(a) (1)

164.506(c) (1)

164.506(c) (3)
	“Payment” means (1) the activities undertaken by: (i) A health plan to obtain premiums or to determine or fulfill its responsibility for coverage and provision of benefits under the health plan.  (2) The activities in paragraph (1) of this definition relate to the individual to whom health care is provided and include, but are not limited to: (i) Determinations of eligibility or coverage, and adjudication or subrogation of health benefit claims.

A covered entity is permitted to use or disclose PHI for treatment, payment, or health care operations, as permitted by and in compliance with §164.506

A covered entity may use or disclose PHI for its own treatment, payment, or health care operations.

A covered entity may disclose PHI to another covered entity or a health care provider for the payment activities of the entity that receives the information.
	610.70 and HIPAA are consistent. Contribution and subrogation are components of HIPAA’s “payment” function.

	610.70(5)(f)
	 (f) Is made to a professional peer review organization, bill review organization, health care provider or medical consultant or reviewer for the purpose of reviewing the services, fees, treatment or conduct of a medical care institution or health care provider.
	164.501

164.501

164.502(a) (1)

164.502(e) and 164.504(e)
	“Payment” means (1) The activities undertaken by: (i) A health plan to obtain premiums or to determine or fulfill its responsibility for coverage and provision of benefits under the health plan;  (2) The activities in paragraph (1) of this definition relate to the individual to whom health care is provided and include, but are not limited to:  (iv) Review of health care services with respect to medical necessity, coverage under a health plan, appropriateness of care, or justification of charges; . . . (v) Utilization review activities, including precertification and preauthorization of services, concurrent and retrospective review of services.

“Health care operations” means any of the following activities of the covered entity to the extent that the activities are related to covered functions: (1) Conducting quality assessment and improvement activities . . . ;(2) Reviewing the competence or qualifications of health care professionals, evaluating practitioner and provider performance. . , or credentialing activities; . . . (4) Conducting or arranging for medical review.

A covered entity is permitted to use or disclose PHI for treatment, payment, or health care operations, as permitted by and in compliance with §164.506

A covered entity may disclose PHI to a business associate and may allow a business associate to create or receive PHI on its behalf, if the covered entity obtains satisfactory assurance that the business associate will appropriately safeguard the information.
	HIPAA and 610.70 are consistent in allowing disclosures without an authorization for payment or health care operations. HIPAA would also require a BAA.  Follow HIPAA.



	610.70(5)(g)
	(g) Is made to a medical care institution or health care provider for any of the following purposes:
1. Verifying insurance coverage or benefits.


2. Conducting an operations or services audit to verify the individuals treated by the health care provider or at the medical care institution.
	164.501

164.501

164.502(a) (1)

164.506(c) (1)

164.506(c) (3)
	“Payment” means (1) The activities undertaken by: (ii) A health care provider . . . to obtain . . . reimbursement for the provision of health care.

“Health care operations” means any of the following activities of the covered entity to the extent that the activities are related to covered functions: . . . (4) Conducting or arranging for . . . auditing functions, including fraud and abuse detection and compliance programs.

A covered entity is permitted to use or disclose PHI for treatment, payment, or health care operations, as permitted by and in compliance with §164.506

A covered entity may use or disclose PHI for its own treatment, payment, or health care operations.

A covered entity may disclose PHI to another covered entity or a health care provider for the payment activities of the entity that receives the information.
	610.70 and HIPAA are consistent.  The 610.70’s activities all fall within HIPAA’s “treatment,” “payment,” or “health care activities” functions.



	610.70(5)(h)
	(h) Is made to a network plan that is offered by an insurer in order to make arrangements for coordinated health care in which personal medical information concerning an individual is available for providing treatment, making payment for health care under the plan and undertaking such plan operations as are necessary to fulfill the contract for provision of coordinated health care.
	164.501

164.502(a) (1)(ii)

164.506(c) (1)

164.506(c) (3)


	“Treatment” means the provision, coordination, or management of health care and related services by one or more health care providers, including the coordination or management of health care by a health care provider with a third party; consultation between health care providers relating to a patient; or the referral of a patient for health care from one health care provider to another.

A covered entity is permitted to use or disclose PHI for treatment, payment, or health care operations, as permitted by and in compliance with §164.506

A covered entity may use or disclose PHI for its own treatment, payment, or health care operations.

A covered entity may disclose PHI to another covered entity or a health care provider for the payment activities of the entity that receives the information.
	610.70 and HIPAA are consistent.  610.70’s activities fall within HIPAA’s “treatment,” “payment,” or “health care activities” functions.

	610.70(5)(i)
	(i) Is made to a group policyholder for the purpose of reporting claims experience or conducting an audit of the insurer's operations or services. Disclosure may be made under this paragraph only if the disclosure is reasonably necessary for the group policyholder to conduct the review or audit.
	164.504(f) (1)(ii)

164.504(f) (3)

Preamble, 65 Fed. Register at 82,508 (12/28/00)

164.501
	The group health plan, or a health insurance issuer or HMO with respect to the group health plan, may disclose summary health information to the plan sponsor, if the plan sponsor requests the summary health information for the purpose of:  (A) Obtaining premium bids from health plans for providing health insurance coverage under the group health plan; or (B) Modifying, amending, or terminating the group health plan.

A group health plan may:  (i) Disclose PHI to a plan sponsor to carry out plan administration functions that the plan sponsor performs only consistent with the provisions of paragraph (f)(2) of this section [requiring plan amendment, certification, and adequate separation between plan and sponsor].

“Plan administration activities are limited to activities that would meet the definition of payment or health care operations.  Plan administration functions include.  auditing.”

“Health care operations” means any of the following activities of the covered entity to the extent that the activities are related to covered functions: . . . (4) Conducting or arranging for . . . auditing functions . . .
	The HIPAA framework for disclosure to a plan sponsor of a group health plan, including HIPAA’s minimum necessary standard, is more stringent and more detailed than 610.70. Follow HIPAA. 

Additionally, refer to Wis. Stats. sec. 632.797(1), which requires insurers to disclose claims experience to group policyholders of insured groups of 50 or more subscribers.  Under 164.504(f)(1)(ii), HIPAA permits a plan sponsor to receive summary health information (equivalent to claims experience) from a group health plan in only two specific situations.  Therefore, HIPAA must be “read into”  632.797, such that an insurer must only disclose claims experience (SHI) to group policyholders (i.e., plan sponsors) of insured group health plans of 50 or more subscribers, for those particular purposes allowed by HIPAA (i.e., to modify, amend, or terminate the plan, or to obtain premium bids from potential new insurance carriers).

	610.70(5)(j)
	(j) Is made for purposes of enabling business decisions to be made regarding the purchase, transfer, merger, reinsurance or sale of all or part of an insurance business.
	164.501

164.502(a)(1)(ii)

164.506(c)(1)


	“Health care operations” means any of the following activities of the covered entity to the extent that the activities are related to covered functions: (3) [C]eding, securing, or placing a contract for reinsurance of risk relating to claims for health care . . .. . (6) Business management and general administrative activities of the entity, including, but not limited to:  (iv) The sale, transfer, merger or consolidation of all or part of the covered entity with another covered entity, or an entity that following such activity will become a covered entity and due diligence related to such activity.

A covered entity is permitted to use or disclose PHI for treatment, payment, or health care operations, as permitted by and in compliance with §164.506

A covered entity may use or disclose PHI for its own treatment, payment, or health care operations.
	610.70 and HIPAA are consistent.

	610.70(5)(k)
	(k) Is made for purposes of actuarial or research studies or for accreditation or auditing. 

With respect to a disclosure made under this paragraph, any materials that allow for the identification of an individual must be returned to the insurer or destroyed as soon as reasonably practicable, and no individual may be identified in any actuarial, research, accreditation or auditing report.
	164.501

164.506(c) (1)

164.504(e) (ii)(I)
	“Health care operations” means any of the following activities of the covered entity to the extent that the activities are related to covered functions:  (2) . . . accreditation . . . activities; (4) Conducting or arranging for . . . auditing functions; (5) Business planning and development, such as conducting cost-management and planning-related analyses relating to managing and operating the entity . . ..”

A covered entity may use or disclose PHI for its own treatment, payment or health care operations.

A business associate must, at the termination of the contract, either return or destroy PHI received from, or created or received by the BA on behalf of, the covered entity.
	HIPAA is both more detailed and more stringent.  

Under HIPAA, auditing is a health care operation function; accreditation requires a BA; actuarial may require a BA;  research requires either an authorization or meeting specific HIPAA requirements for research.

	610.70(5)(l)
	(l) Is made to the insurer's legal representative for purposes of claims review or legal advice or defense.
	164.501(4)


	Healthcare operations


	610.70 and HIPAA are consistent.  HIPAA allows disclosure for Health Care Operations which includes legal services.

	610.70(6)
	(a) A person is not liable to any person for any of the following:
1. Disclosing personal medical information in accordance with this section.
2. Furnishing personal medical information to an insurer or insurance support organization in accordance with this section.
(b) Paragraph (a) does not apply to the disclosure or furnishing of false information with malice or intent to injure any person.
	
	(No equivalent provision in HIPAA)


	HIPAA contains no equivalent immunity provision, but has its own enforcement and penalty scheme. HIPAA’s enforcement rules are not yet issued.  The courts will decide the applicability and scope of the state immunity provisions in light of HIPAA.

	610.70(7)
	(a) Any person who knowingly and willfully obtains information about an individual from an insurer or insurance support organization under false pretenses may be fined not more than $25,000 or imprisoned for not more than 9 months or both.

(b) Any person who knowingly and willfully obtains information about an individual from an insurer or insurance support organization under false pretenses shall be liable to the individual for actual damages to that individual, exemplary damages of not more than $25,000 and costs and reasonable actual attorney fees.
	42 U.S.C. sec. 1320(d)
	
	A comparison of penalties needs to be done after the final enforcement regulations are issued for HIPAA.
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