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Disclaimer

This Authorization is Copyright ( 2002 by the HIPAA Collaborative of Wisconsin (“HIPAA COW”).  It may be freely redistributed in its entirety provided that this copyright notice is not removed.  It may not be sold for profit or used in commercial documents without the written permission of the copyright holder.  This Authorization is provided “as is” without any express or implied warranty.   This Authorization is for educational purposes only and does not constitute legal advice.  If you require legal advice, you should consult with an attorney.  HIPAA COW has not yet addressed all state pre-emption issues related to this Authorization.  Therefore, this form may need to be modified in order to comply with Wisconsin law.

* * * *

Health Plan Requirement To Provide Notice of Privacy Practices

Under the HIPAA privacy regulations, covered entities, which include health plans, are required to provide a notice of privacy practices regarding the entity’s use and disclosure of protected health information (PHI).  This notice must include a mandatory header; a description of the covered entity’s uses and disclosures of PHI; the rights of individuals regarding PHI; the covered entity's duties with respect to PHI; how individuals may complain to the covered entity; and contact information for questions.

For fully-insured group health plans, the insurer or HMO has the primary responsibility to provide the notice (see below).  The plan’s notice obligation is dependent upon whether and to what extent the plan has access to PHI, other than summary health information and enrollment information.

Deadlines for Providing Notice

A health plan must provide the notice to all individuals enrolled in the health plan.  In addition, the notice must be provided to anyone else who requests it (except prison inmates).  One copy of the notice provided to the named insured or covered employee is effective for all dependents covered under the health plan.

Health plans must provide the privacy notices: (i) no later than the compliance date for the health plan (April 14, 2003 for most plans), for individuals then covered by the plan; (ii) thereafter, at the time of enrollment, to new enrollees in the plan; and (iii) within 60 days after a material revision to the notice.  Also, at least once every three years, plans must notify individuals covered by the plan of the availability of the privacy notice and how to obtain the notice.

Fully-lnsured Group Health Plans

Depending on the amount of PHI to which it has access, a fully-insured group health plan may not need to provide a notice of its privacy practices.  If the plan has no access to PHI, except for summary health information and enrollment information, then the plan will have no obligation to provide a notice.  In such cases the notice requirement will be imposed solely upon the health insurance issuer or HMO.  

If a fully-insured plan has access to PHI (other than summary health information and enrollment information), however, then the plan must maintain a notice and provide it upon request, though the insurer would still have the primary notice obligation.

Group health plans that are self-funded, i.e. those that do not obtain plan benefits through an insurer or HMO, are required to issue their own privacy notices.

Notice Content Requirements

Privacy notices must be written in plain language and must satisfy the specific content requirements below:


A. Language in Header or Otherwise Prominently Displayed
The privacy notice must include the following statement as a header or otherwise prominently displayed:

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.

B. Description of Uses and Disclosures

The notice must contain the following regarding uses and disclosures:

(  A description, including at least one example of each, of the types of uses and disclosures that the covered entity is permitted to make for treatment, payment, and health care operations.



(  A description of any other uses and disclosures that the covered entity is required or permitted to make without the individual's written consent or authorization.


 
(  The above descriptions must include sufficient detail to place the individual on notice of the permitted or required uses or disclosures.



 (  A description of further limitations, if any, on uses or disclosures that are imposed by other (more stringent) laws.

 
(  A statement that other uses will only be made upon written authorization and that any such authorization may be revoked.

The notice must reflect the covered entity's actual practices, not simply restate its policies and procedures. Of course, if an entity's policies and procedures do not reflect actual practices, then such policies and procedures should be amended.

C.  Separate Statements for Certain Uses and Disclosures
If the covered entity intends to engage in any of the following activities, then the notice must separately describe such activities:

(  Contacting the individual to provide appointment reminders or information about treatment alternatives or other health-related benefits and services that may be of interest to the individual.


(  Contacting the individual to raise funds for the covered entity.



(  Disclosing PHI to the sponsor of the plan (this applies to a group health plan or a health insurance issuer or HMO with respect to a group health plan).

D.  Individual Rights

The notice must include a statement of the following individual rights regarding PHI, and a brief description of how to exercise these rights:

(  The right to request restrictions on certain uses and disclosures of PHI, including a statement that the covered entity is not required to agree to a requested restriction.

(  The right to request confidential communications of PHI by alternative means or at alternative locations (reasonable requests are to be granted).

(  The right of access to inspect and copy documents containing PHI.


(  The right to request amendment of PHI that is inaccurate or incomplete.


(  The right to receive an accounting of disclosures of PHI (for purposes other than treatment, payment or health care operations) made by the covered entity in the past six years.


(  The right of an individual, including an individual who has agreed to receive the notice electronically, to obtain a paper copy of the notice from the covered entity upon request.

E.  Covered Entity's Duties
The privacy notice must contain the following regarding the covered entity's duties:



(  A statement that the covered entity is required by law to maintain the privacy of PHI and to provide individuals with notice of its legal duties and privacy practices with respect to PHI.


(  A statement that the covered entity is required to abide by the terms of the notice currently in effect.


(  Optional:  A statement that it reserves the right to change the terms of its notice and to make the new notice provisions effective for all PHI that it maintains (if the covered entity wishes to apply any changes in policy to PHI that it has received prior to the change).  The statement must describe how the covered entity will provide the revised notice to individuals.

F.  Additional Requirements
Complaints: The notice must contain a statement that an individual may complain to the covered entity and to HHS if the individual believes there has been a violation of privacy rights, a brief description of how the individual may file a complaint with the covered entity, and a statement that the individual will not be retaliated against for filing a complaint.

Contact Information: The notice must contain the name (or title) and telephone number of a person or office to contact for further information or complaints.  The covered entity's designated contact person may or may not be the covered entity's privacy official.  The name of a particular person need not be included, as the person’s title is sufficient.

Effective Date: The notice must contain the date on which the notice is first in effect, which may not be earlier than the date on which the notice is printed or otherwise published.
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