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Disclaimer

This Privacy and Security Training Session Sample Review Questions document is Copyright ( 2009 by the HIPAA Collaborative of Wisconsin (“HIPAA COW”).  It may be freely redistributed in its entirety provided that this copyright notice is not removed.  It may not be sold for profit or used in commercial documents without the written permission of the copyright holder.  This Privacy and Security Training Session Sample Review Questions document is provided “as is” without any express or implied warranty.   This Privacy and Security Training Session Sample Review Questions document is for educational purposes only and does not constitute legal advice.  If you require legal advice, you should consult with an attorney.  HIPAA COW has not yet addressed all state pre-emption issues related to this Privacy and Security Training Session Sample Review Questions document.  Therefore, this form may need to be modified in order to comply with Wisconsin law.

These are example training session sample review questions covering only some of the Privacy & Security topics which organizations are required to train.  It is not legal advice and is not intended to cover all privacy & security laws’ training requirements.  It may contain items not required by your organization and/or that need to be tailored to your organization’s policies and procedures.  It may also be too lengthy to provide in just one session.

Questions for Slides 1 -27: What is HIPAA
1) What provides the establishment of a nationwide framework for the protection of patient confidentiality, security of electronic systems and the electronic transmission of data?

A) HIPPA

B) IIHI

C) HIPAA

D) EDI

E) TPO

Slide Reference 7.  This is the definition of HIPAA.  Note: HIPAA has two A’s.  HIPAA is an acronym for Health Insurance Portability and Accountability Act.
2) Why is the Privacy Rule important? 

A) Ensures that my tax bill is not seen by anyone
B) Sets procedures for how a privacy fence needs to be installed
C) Gives individuals rights to control the use and disclosure of protected health information
D) Gives individuals rights to march at the capital about their privacy rights
Slide Reference 8.  The privacy rule gives patients the right to control how their information is used and disclosed.
3) To maintain confidentiality we need:

A) Jails to lock up HIPAA offenders
B) More legislation to regulate the health care industry
C) Both privacy and security measures to be in place
D) More Records staff to guard records
E) All of the above

Slide References 8 and 9.  Having both privacy and security measures in place help protect patient confidentiality.

4) What defines the format of electronic transfer of information between providers and payers to carry out financial activities?

A) HIPAA

B) Privacy

C) Electronic data exchange

D) Security

E) B and C

Slide Reference 10.  This is the definition of electronic data exchange.
5) What does PHI stand for?

A) Patient Health Information

B) Public Health Information

C) Protected Health Information

D) Private Health Information

Slide Reference 17.  PHI is a specific HIPAA term that means Protected Health Information.  PHI can be defined as any information that can lead to the identity of an individual or the contents of the information can be used to make a reasonable assumption as to the identity of the individual.
6) PHI includes all health information that is used/disclosed – except PHI in oral form.

A) True

B) False

Slide Reference 13.  PHI includes all health or patient information in any form whether oral or recorded, in paper, or sent electronically.

7) What are examples of protected health information that might be connected to an individual?

A) Telephone Number

B) Social Security Number

C) Address

D) Date of birth

E) All of the above

F) None of the above
Slide Reference 20.  All of the information listed is considered protected health information, but is not a complete list.
8) HIPAA does not allow any disclosures for treatment, payment and quality improvement.

A) True 

B) False 

Slide Reference 23.  HIPAA DOES allow for disclosures for treatment, payment and operations.  Quality improvement is a part of operations.
9) Who protects PHI?

A) The government
B) My organization and me
C) A and B
D) Only me

E) The police

Slide Reference 25.  The government protects PHI through the HIPAA regulations.  My organization and I are required to protect health information through its practices and compliance with the HIPAA regulations.
Questions for Slides 28-38: Patient Rights
10) If releasing information for the following purpose it is NOT required that you document the disclosure: 

A) Information given to law enforcement
B) Information given as part of a limited data set 

C) Information provided for a public health authority
D) Worker’s compensation information
Slide References 32-35.   HIPAA regulations do not require that information that is part of a limited data set be provided in an accounting of disclosure to a patient.  All of the other releases listed must be documented at the time of release and provided to the patient upon request.  See § 164.528(a).
11) If a release is made in error to an incorrect person or entity (such as a breach), is a covered entity is required to document as an accounting of disclosure?  

A) True
B) False
Slide Reference 35.  Information released inappropriately such as a breach must be documented as accounting of disclosure.  See § 164.528(a).  Our organization also requires that releases made in error are reported to the Privacy Officer.

12) We are required to obtain a signed acknowledgement form upon presentation of a Notice of Privacy Practices (“NOPP”) to a new patient.  

A) True
B) False
Slide References 36-37.  If a patient or legal guardian refuses to take a NOPP, this is their right; do not force them to take one.  If a patient or legal guardian refuses to sign the acknowledgment form, document this on the form and in the system.  See § 164.520(e).
Questions for Slides 39-47; 59-63: Security
13) Security Rule compliments the Privacy Rule and uses the following technical safeguards to protect patient information: Usernames/passwords to access patient information; screen savers for inactivity; proper disposal of computer CD’s, tapes, etc; audit trails to review system activity; firewalls.

A) True
B) False   

Slide References 40-41:  Each of these technical safeguards are important parts of our organizations’ efforts to protect the confidentiality and integrity of our patients’ information.
14) You are responsible for your username/password when accessing the computer system as well as all information accessed under this logon.   

A) True
B) False

Slide References 42-45:  If you suspect that someone knows your password, request the IS Department to change it.

15) An example of a strong password is:

A) myname1

B) Sie1j4e!    Stands for (security is everyone’s number one job forever!)

C) Jan011976

D) fluffy1
Slide Reference 44:  When choosing a password, it is important to make sure it isn’t easy for others to guess.  Your password is something you need to protect at all times.

16) You receive an email at work to click here for your egreeting card from an outside unknown email address.   You should:
A) Click on the link and see what happens

B) Do not click on the link and report the email to the IS Help Desk 

C) Save it and wait until your birthday to open it

Slide References 60-62:  When clicking on an unknown egreeting card, you are in effect downloading information onto your computer.  If it is from an unknown user, there is a potential that there is a virus attached which can slow down or shut down our systems entirely.  Delete these emails without reading them.
17) You are a huge American Idol fan and wish to download its recently released screensaver to your work computer.  The following should be considered:

A) Your organizational policy regarding appropriate Internet use

B) There could be a virus, Trojan, or a malicious software code attached

C) This could interfere with my computer performance or cause my work programs to malfunction

D) All of the above

Slide References 60-61.  Our organization’s policy requires approval from the [Director of IS or Security Officer] to download anything onto a work computer. 
Questions for Slides 58-58 Access & Audit Trails
18) The information I access in computer systems may be audited by [Organization] at any time.
A) True

B) False

Slide Reference 48.  Our organization runs random audits to verify what users have accessed is appropriate for their assigned job responsibilities.

19) Check the statement that is correct:

A) You may access your family members’ medical record and/or billing information at any time using your own username and password
B) You may request your coworker to look up your medical and or billing information, even if she doesn’t work in the department in which you were seen
C) You may personally look up in the system (with your username and password) the last time you had a physical so you know when to schedule your next physical
D) It is [Organization’s] policy that you may access all of a patient’s medical history if you are concerned about their well-being
E) If you would like access to your medical record, it is the policy of [Organization’s] for you to contact the HIM release of information department and request access
Slide References 50-55.  As a patient you and your family members have the right to their medical and billing information, but are required by our Organization’s policies to access this information the same way as other patients.  Other patients may not look up their records in the system; you do not have more rights than other patients just because you’re here.  In addition, your assigned job responsibilities do not allow you to help out a coworker for their care received in a different department.
20) As an employee or provider you may only access the minimum necessary confidential information to perform your job responsibilities.

A) True
B) False
Slide References 57-58.  Remember that you may not access patient information just because you are “concerned” about that patient.  A general rule to follow is if you don’t need that information to do your job, don’t ask and don’t look.

Questions for Slides 64-71; 108-123: Protecting PHI
21) When a privacy violation occurs, you should do the following:

A) Fill out an incident report and contact the Privacy Officer

B) Overlook the mistake

C) When applicable and possible, request the return of the patient’s PHI that was sent in error

D) Document the disclosure

E) Options C) and D) only

F) Options A), C), and D) only

Slide References 69-71, 134.  Even though honest mistakes happen through human error, all privacy violations must be reported to the Privacy Officer.  When possible, always request the PHI that was sent in error be returned and document the disclosure as well.
22) Sending a patient’s PHI to an incorrect pharmacy is not a privacy violation.

A) True

B) False

Slide Reference 71.  Because the pharmacy was not the patient’s, they did not have a need to know anything about him/her.  This is considered a privacy violation and must be documented for accounting of disclosure purposes.
23) I may go home and explain the details of a stressful patient encounter with my family members.

A) True
B) False

Slide References 112-113.  Working in health care isn’t easy and patient confidentiality MUST be maintained at all times: – at work, during non-work hours and after your employment ends with the organization.  Do not share with family, friends, or anyone else a patient’s name, or any other information that may identify him/her.
24) When transporting PHI to the department down the hall:
A) Hold it close to me, ensuring that no names are visible
B) Place the PHI face-down, but unattended on a table in the patient lobby while I go to the cafeteria for some water
C) Should never transport any PHI between departments

Slide Reference 115.  Secure the documents, decreasing the chance of dropping them by carrying them close to you.  Also, ensure no names are visible and ensure that no records are left unattended. When possible, it is also a good idea to use a facility designated bag, box, or container.
25) I can take patient charts in my car without HIM authorization if I take some precautions.  These precautions include placing it in a locked briefcase, placing the charts in my trunk, and ensuring that my car is locked while unattended.

A) True

B) False

Slide Reference 116.  Copies of PHI may be transported externally with taking the above precautions; however, when transporting patient charts, you must always request HIM to authorize the transportation.
26) A visitor without a badge or employee escort should not be allowed in:

A) Patient hallways/treatment areas

B) Offices

C) Kitchens in the departments

D) All of the above

Slide References 121-123.  These areas, among others, are restricted.  Restricted areas are those areas within our facilities where PHI and/or organizationally sensitive information is stored or utilized.  Visitors must sign in and to receive a Visitor Badge.  If you see a visitor without a badge, offer your assistance and/or escort them to an unrestricted area.
Questions for Slides 72-107: Release of Information (ROI)
27) Which of the following are elements of a valid authorization:

A) Patient name and date of birth

B) Purpose of disclosure

C) Statement regarding possible re-disclosure

D) All of the above

Slide References 74-75.  The elements listed here is only a partial list of required elements for a valid authorization.  See slides 74 and 75 for an all inclusive list.  See § 164.508(c) for additional information.
28) Disclosures for Treatment, Payment or Operations (TPO) require an authorization.  

A) True 

B) False 

Slide Reference 77.  Most WI Statutes and the HIPAA privacy regulations do not require an authorization, but be sure to check your organization’s policies in regards to when an authorization should be obtained.  [***Important Note to Organization: your organization may decide not to include this question as you may have policies in place which require authorizations for certain TPO functions***]
29) Which of the following can be used to verify the identity of a requestor?

A) Ask the individual to provide you with patient name and date of birth

B) Ask the individual to provide you with a patient identifier such as SSN

C) Ask the individual for a photo ID

D) All of the above

Slide Reference 84.  Any of the above can be used to verify the identity of a requestor.  Other ways to identify a requestor are: verify their address, mother’s maiden name, or signature.

30) Hospitals can provide information to visitors or a caller if the patient has opted out of the patient directory.

A) True 

B) False

Slide Reference 88.  A patient has the right to opt out of the facility directory.  This right determines whether the hospital can provide information when a visitor or caller calls the hospital to ask about a patient.

31) Minimum Necessary means which of the following:

A) Release/disclose the entire medical record

B) Only allow the patient to receive a few visitors while in the hospital

C) Release/disclose only the requested PHI and limit access to accomplish the 
           purpose for the request


D) Only give the patient a small amount of chocolate each day

Slide Reference 89.  Limit access to what is needed to accomplish the purpose for which the request was made (or that which was authorized).

32) What items below must be documented under HIPAA when a disclosure is made?

A) Date of the disclosure 

B) To whom PHI was disclosed
C) Description of information disclosed


D) All of the above

Slide Reference 92.  We are required to document the following:  Date of the disclosure, the name of the person the PHI was released to, description of the PHI disclosed, purpose of the disclosure.  Other suggested items but not required are the received date and who released the information.  

33) Who can you contact to ask questions regarding the disclosure of PHI?

A) Security Officer

B) Health Information Management Department

C) Ghostbusters

D) Patient

Slide Reference 94.  If you aren’t certain on whether or not you can (or how to) release information, contact the HIM department.

34) When is it allowable to notify family and friends of a patient’s general condition, location without the patient’s written permission?

A) When the family or friend is involved in the patient’s care

B) When the family member calls to the nursing station with questions.

C) When the friend wants to take the patient out to lunch.

D) None of the above

Slide Reference 95.  If the patient is incapable (due to medical status) the family or friend must be involved in the patient’s care before the patient’s general condition or location may be disclosed.  If the patient is present and alert, the patient should decide to whom their information may be disclosed.

35) A Power of Attorney for health care only becomes effective when the patient has been deemed incapacitated.

A) True 

B) False

Slide Reference 100.  A POA document does not allow the POA to have access to that individual’s medical and/or billing information until the patient has been deemed incapacitated and the POA allows these types of disclosures.  

36) Which of the following are true in regards to a request from a worker’s compensation representative (employer, work comp carrier, etc)?
A) An authorization is not required when disclosing information related to the work comp injury
B) A patient’s employer is entitled to copies of all of the patient’s past medical records without an authorization
C) A patient must sign an authorization to release PHI to their employer at any time for any reason
D) None of the above
Slide Reference 101.  The patient’s employer and work comp insurance carrier have the right to request and receive those records reasonably related to the workers’ compensation claim/condition without an authorization.  
37) It is OK to leave a message on a voice mail regarding lab results or other detailed medical information.

A) True 
B) False

Slide Reference 103.  When leaving a message for a patient do not provide lab results, or other detailed information, other than an appointment reminder.
38) Patient information may be faxed when it is in the best interest of the patient care or payment of claims.

A) True 
B) False

Slide Reference 105.  We may fax PHI, but only when in the best interest of patient care or payment of claims.  We may not fax sensitive PHI (HIV, mental health, AODA, STDs, etc.). Before sending, verify that you have the correct fax number.
Questions for Slides 124-125: Agreements
39) I am working on a contract with a company who needs access to patient information to help us with a project.  As long as I make sure I sign a contract, I don’t need to do anything else.
A) True

B) False (A Business Associate Agreement is most likely necessary; Contact the [Organization Privacy Officer])
Slide Reference 124.  Whenever you initiate negotiations to request a company to do work for our organization and that work requires access to PHI, contact the [Organization Privacy Officer] who will help you decide whether or not a Business Associate Agreement or other type of Confidentiality Agreement (slide 125) needs to be signed.

Questions for Slides 126-139: HIPAA & Your Role/Reporting
40) It is my responsibility as an employee to comply with all privacy and security laws, regulations, and my organization’s policies and procedures. 

A) True

B) False
Slide Reference 126.  As a condition of employment and continued employment, you are required to maintain confidentiality and to comply with privacy and security laws, regulations, and organizational policies.

41) If reasonable steps are taken to safeguard patient information and a visitor happens to overhear or see a medical report that you are referring to, this is considered what type of HIPAA violation:

A) Intentional
B) Incidental

C) Accidental
Slide Reference 128.  Incidental disclosures are going to happen even under the best of circumstances.  This is not a privacy incident and this type of disclosure is not required to be documented.

42) If you mistakenly disclose protected health information to an unauthorized person, this is considered what type of HIPAA violation?

A) Intentional
B) Incidental

C) Accidental

Slide Reference 129.  Mistakes happen, but you need to acknowledge the mistake and notify your supervisor or Privacy Officer right away.  Do not cover it up or try to make it right yourself.  
43) If you ignore the rules or deliberately use or disclose confidential information, this is considered what type of violation?

A) Intentional
B) Incidental

C) Accidental
Slide Reference 130.  You can expect disciplinary action, up to and including termination.  Examples would be accessing PHI for purposes other than assigned job duties or attempting to learn or use another person’s access information.

44) It is important to report HIPAA violations so:

A) They can be investigated, managed, and documented if necessary
B) They can be prevented from happening again in the future

C) Damages can be kept to a minimum
D) To minimize your personal risk
E) All of the above
Slide Reference 132.  All are very important reasons to report HIPAA violations.

45) There are times when patient complaints should not be reported.

A) True

B) False

Slide Reference 133.  We are required by law to respond to all privacy and security complaints.
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