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Disclaimer 

This document is Copyright ( 2005 by the HIPAA Collaborative of Wisconsin (“HIPAA COW”).  It may be freely redistributed in its entirety provided that this copyright notice is not removed.  It may not be sold for profit or used in commercial documents without the written permission of the copyright holder.  This document is provided “as is” without any express or implied warranty.  This document is for educational purposes only and does not constitute legal advice.  If you require legal advice, you should consult with an attorney.  HIPAA COW has not yet addressed all state preemption issues related to this document.  Therefore, this document may need to be modified in order to comply with Wisconsin law.

	State Preemption Issues:  Wis. Stat. 51.30(4)6. limits use of patient information within the treatment facility to that which is necessary to perform their duties.  This has been referred to as the “need to know” standard. Administrative Rule HFS 92.03(1)(n) includes limitation of information similar to the HIPAA minimum necessary standard specifically relating to disclosure.  “Whenever information from treatment records is disclosed, that information shall be limited to include only the information necessary to fulfill the request.”


Purpose

The purpose of the Minimum Necessary Policy is to provide policies and procedures on the “minimum necessary” of Protected Health Information (PHI) as required by the HIPAA Privacy Regulations.  It is to establish guidelines to implement the minimum necessary standard and to determine how the standard impacts the use, disclosure and request of PHI.  [In addition, State of Wisconsin regulations for mental health, alcohol and drug abuse and developmental disabled records requires whenever information from treatment records is disclosed that the information be limited to include only the information necessary to fulfill the request.]  This policy and procedure will have generalized policies and procedures that can be associated with organizations.  For some of those organizations that have only a small number of the workforce disclosing the PHI or handling the PHI, some of the policy and procedures in this document may not be necessary.

Definition

Minimum Necessary is the process that is defined in the HIPAA regulations:  When using or disclosing protected health information or when requesting protected health information from another covered entity, a covered entity must make reasonable efforts to limit protected health information to the minimum necessary to accomplish the intended purpose of the use, disclosure or request.  

[Wis. Stat. 51.30 limits use of the workforce to information necessary to perform their duties and limits the disclosure of the information to what is necessary.]

Policy

It is <ORGANIZATION’S> policy to ensure the privacy and security of Protected Health Information (PHI) by limiting the use and disclosure of PHI to what is minimum or reasonably necessary to accomplish the intended purpose in the following three areas:

1. Uses and disclosures of PHI by <ORGANIZATION’S> workforce/staff 

2. Uses and disclosures made in response to requests for PHI from other organizations

3. Uses and disclosures when requesting PHI from other organizations

This standard applies to all PHI, regardless of its form, character or medium, including, but not limited to electronic, digital, film, tape, paper or verbal. 

HIPAA minimum necessary standard does not apply to the following six circumstances.  [However, Wis. Stat. 51.30 requires that when information from treatment records is disclosed that information shall be limited to the information necessary to fulfill the request and does not include specific exceptions.]

1. Disclosure to requests by a health care provider for treatment

2. Uses or disclosure made to the individual, as permitted in the HIPAA regulations

a. An individual has a right of access to inspect and obtain a copy of protected health information about the individual in a designated record set, for as long as the protected health information is maintained in the designated record set (Please see policy and procedure regarding Designated Record Sets), except for: 

i. Psychotherapy notes; 

ii. Information compiled in reasonable anticipation of, or for use in, a civil, criminal, or administrative action or proceeding; and 

iii. Protected health information maintained by a covered entity that is: 

1. Subject to the Clinical Laboratory Improvements Amendments of 1988, 42 U.S.C. 263a, to the extent the provision of access to the individual would be prohibited by law; or 

2. Exempt from the Clinical Laboratory Improvements Amendments of 1988, pursuant to 42 CFR 493.3(a)(2). 
3. Uses or disclosures made pursuant to an authorization

4. Disclosures made to the Secretary of the Department of Health and Human Services

5. Uses or disclosures as required by law, as outlined in §164.512(a, c, e, & f)

6. Uses or disclosures that are required for compliance with this rule

Procedures 

1. Routine and Non-routine Disclosures and Requests:  The organization must distinguish routine or recurring disclosures and requests from non-routine or non-recurring disclosures and requests:

A. Routine Disclosures:  These are disclosure of PHI made to another entity or requests for  PHI made by this organization on a routine or reoccurring basis. For such disclosures or requests. 

i. The organization must implement policies and procedures that limit the amount of PHI disclosed or requested to the amount reasonably necessary to achieve the purpose of the disclosure or request. 

ii. The organization should consider discussing the minimum necessary with the organization responsible for major requests or disclosures to negotiate mutually agreeable disclosures.  In this regard, the organizations involved should address:

1. The types of protected health information to be disclosed;

2. The types of persons who would receive the protected health information;

3. The conditions that would apply to such access; and

4. Standards for disclosures to routinely hired types of business associates (e.g., for medical transcription).

Samples of Routine:

	Requestor
	Purpose
	Disclosure Samples

	Ambulance Company
	Obtain demographic and insurance information for billing
	Face sheet with patient demographics and insurance information

	Attorney
	Evaluate individual’s medical condition in support of a lawsuit
	Specific information request

	Collection Agency
	Obtain payment on past due accounts
	File of patient names, addresses, dates of service and amount owed

	Police
	Investigate accidents or crimes
	Specific information request


B. Non-routine Disclosures:  These are disclosures made occasionally.  The organization needs to determine criteria to limit PHI to what is reasonably needed to accomplish the purpose of the disclosure.   Non-routine requests are evaluated on a case by case basis in accordance with the criteria developed by the organization to ensure minimum necessary.

i. Develop reasonable criteria to limit the amount of information disclosed to the minimum necessary to accomplish the purpose of the disclosure; and

ii. Use these criteria to review these disclosures on an individual basis.
2. Applying the Minimum Necessary Standard to PHI from Other Organizations:  The organization may rely on the judgment of the party requesting the disclosure as to the minimum necessary amount of information needed when the request is made by: 
A. A public official or agency for which a disclosure is permitted under section 164.512 of the Privacy Rule (uses and disclosures for which consent, authorization, or opportunity to agree or object is not required). 
B. Another covered entity (e.g., health care provider, clinic, health plan, etc.) 
C. A professional who is a workforce member or business associate of the organization, if the professional states that the amount requested is the minimum necessary; or. 

D. A researcher with appropriate documentation from an institutional review board or privacy boards. 
A party requesting the “entire medical record,” must specifically justify the request as the minimum, or reasonable, amount necessary to meet the needs of the request (e.g., transfer of care, medical history of longstanding condition, etc.) before the organization will disclose the PHI.

3. Applying the Minimum Necessary Standard When Requesting PHI from Other Organizations:  The organization must limit its requests for PHI to the minimum, or reasonable, amount necessary to accomplish the purpose of the request. 

Upon issuing a request for the “entire medical record,” the organization specifically justifies the request as the minimum, or reasonable amount necessary to accomplish the purpose of the request (e.g., transfer of care, medical history of longstanding condition, etc.). 

4. Applying the Minimum Necessary Standard to the Organization/Workforce:  

A. For uses of PHI that require access by the organization/workforce, the organization must identify:

i. The person or classes of persons in the workforce who need access to PHI;

ii. The category or categories of PHI to which access is needed, and

iii. Any conditions appropriate to such access.

GENERIC EXAMPLE

	Job Description/Category
	System Access to PHI Modules
	Limitations

	Attending Physician
	All System Components
	Provider-Patient Relationship/Need-to-Know

	Plant Operations Technician
	None
	Not Applicable

	Pharmacy Tech
	Pharmacy Module
	Need-to-Know

	Patient Accounts Rep
	Registration Module
Patient Accounts Module
Coding & Abstracting Module
	Need-to-Know

	Registered Nurse
	Nursing Module
Registration Module
Laboratory Module
Diagnostic Imaging Module
	Patient Care Relationship
Need-to-Know


B. The organization must have in place a process to determine the appropriate scope of the individual’s access to PHI that includes:

i. An assessment of individual’s appropriate access to PHI performed by the responsible department director/supervisor and based on:

1. Job description/position scope

2. Need to know

3. Patient care needs

4. Administrative needs

ii. Completion of access request form and/or agreement form by the individual and the individual’s director/supervisor

iii. Education and review conducted by the individual’s director/supervisor, which covers the individual’s responsibilities related to access and includes the minimum necessary standard, confidentiality, security and the consequences of inappropriate access to PHI or breach of patient confidentiality.

C. The organization should carry out periodic reviews of access levels to determine (If the organization is a small organization, this may not be necessary due to small staff):

i. Changes in staff member position or scope of responsibilities, and
ii. Changes in information available through information components
D. The organization must make reasonable efforts to limit the individual’s access to PHI that is necessary to carry out their duties or on a “need-to-know” basis. Individuals with unrestricted access to PHI are limited to accessing information for which they are responsible for providing treatment or carrying out related operational duties (e.g., quality audits, infection control monitoring, risk management activities, utilization review, etc.). 
E. Requests for access to PHI not routinely covered in the scope of the individual’s position shall be reviewed by leadership (e.g., privacy officer, administration, HIM/IT director, etc.) to determine the nature of the request and the benefit of granted access. Access may be granted on a limited basis and time frame to accommodate the duration of the project. Examples of special requests might include: 
i. Research projects; 
ii. Grant applications;

iii. Needs assessments;
iv. Staff performance appraisal and monitoring; or
v. JCAHO monitoring and evaluation 
F. The organization should periodically monitor access to determine appropriateness of staff review of PHI.  Tracking incidents of unauthorized access will increase the security of patient’s health information and decrease the risk of privacy violations. Methods for auditing access might include: 
i. Conducting random spot-checks of patients to determine appropriateness of access; 
ii. Using exception reports to determine time of access, length of access, access to “confidential” or “VIP” patient PHI; 

iii. Reviewing “role-based” access by position and unit of assignment within the organization; or
iv. Reviewing requests for and access to “hard copy” patient records.

G. Departments that are responsible for the administration of department-specific modules or information systems such as medication administration or dictation access must also periodically monitor access to determine appropriateness of staff access to PHI. 
H. Position transfers that may involve different levels of access to PHI must be reviewed to determine the appropriate new scope of access. This review should be carried out by the 
5. Corrective Action:  Upon determination of inappropriate or unauthorized access to PHI by a staff member, the organization must determine the appropriate corrective action for the misconduct.  Please refer to the organization’s policy, “Policy Name,” regarding failure to comply with privacy practices. 
The following is a chart of methods of creating minimum necessary PHI:
	Method of Handling PHI
	How to create minimum necessary

	Electronic
	Create security mechanisms to monitor and limit access PHI based on the criteria listed under Uses and Disclosures of PHI within the Workforce/Staff Section 1

	Paper
	Black out any information not required by the disclosure request.

	Verbal
	Only disclose the information needed by the request made.  
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Attachments to this Document

· Sample Request For Access To Organizational & Protected Health Information

	REQUEST FOR ACCESS TO ORGANIZATIONAL &
PROTECTED HEALTH INFORMATION

	REQUESTORS INFORMATION

	Full Name:
	Job Title:

	Department:
	Location:

	Phone Extension:
	E-Mail:

	Reason for Access:

	Access Requested For the Following System Modules/Positions**

	· Abstracting/Coding 
· Admissions/Registration 
· Dietary 
· Discharge Planning 
· E-Mail 
· Finance 
· Diagnostic Imaging 
· Human Resources 
· Internet 
· Laboratory 
· Materials Management 
· Medical Records 
· Patient Accounting 

	· Nursing 
· Order Entry 
· Patient Accounting 
· Patient Record 
· Payroll 
· Pharmacy 
· Plant Operations 
· Report Writing 
· Risk Management 
· Social Services 
· Utilization Review 
· ___________________________________ 
· ___________________________________ 


	I am aware of and agree to abide by the privacy and security policies of <ORGANIZATION> and its affiliates as it applies to patient protected health information as well as organizational information. I understand that I must only access that information which is minimum necessary for me to carry out my duties within the organization and any other access is strictly forbidden. I agree that I shall: 

· Never share my password or access information 
· Always log in and off appropriate when using a work station 
· Never access or disclose organizational or protected health information except within the scope of my position 
· Only copy information from the organizational data bases as authorized 
· Always take reasonable precautions when originating, receiving or transferring data base information (virus) 
· Never remove organizational or protected health information from the organization (paper or electronic) unless authorized 

 

I understand that violations of <ORGANIZAITON’S> privacy and security policies are grounds for disciplinary action to include, but not be limited to, loss of privileges, termination, or possible criminal prosecution. 

Signature: ________________________________________________________ 

Date: ____________________________

	DIRECTOR/SUPERVISOR’S APPROVAL OF REQUEST

	 

I authorize the above named individual to have access to the information. Additionally, I have reviewed with this individual organizational privacy and security policies and the consequences of failure to comply. 

Signature: ________________________________________________________ 

Date: ____________________________

	INFORMATION SYSTEMS REVIEW & IMPLEMENTATION OF REQUEST

	Approved By: 
	Date:

	Implemented By:
	Date:

	· Staff Member Notified/Educated as to Log Process/Password Selection
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