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Disclaimer
This document is Copyright © 2005 by the HIPAA Collaborative of Wisconsin (“HIPAA COW”).  It may be freely redistributed in its entirety provided that this copyright notice is not removed.  It may not be sold for profit or used in commercial documents without the written permission of the copyright holder.  This document is provided “as is” without any express or implied warranty.  This document is for educational purposes only and does not constitute legal advice.  If you require legal advice, you should consult with an attorney.  HIPAA COW has not yet addressed all state preemption issues related to this document.  Therefore, this document may need to be modified in order to comply with Wisconsin law.

Preemption Issues:  The Notice of Privacy is unique to HIPAA, and is not covered under Wisconsin law.  Therefore, there are no preemption issues.

Purpose

To ensure that [ORGANIZATION] workforce members properly obtain or attempt to obtain a patient’s written acknowledgement that the patient received [ORGANIZATION’s] privacy notice.

Background

HIPAA requires health care providers to obtain a patient’s written acknowledgement that the patient received the provider’s Notice of Privacy, or at least make a good faith effort to obtain such acknowledgement.
  Subsequent revisions to the Notice of Privacy do not require [ORGANIZATION] to obtain another written acknowledgement.  However, the Notice should be made available upon request on or after the effective date of the revision.  In addition, HIPAA requires providers to document that the provider obtained or made a good faith effort to obtain the patient’s written acknowledgement.
  This policy will explain how [ORGANIZATION’s] employees should carry out these requirements.  A sample Acknowledgement Form is attached to this document.

Note:  To avoid duplication, providers may also include sections of the Acknowledgement Form with other consent to treat, registration, acknowledgement or other internal documents delivered to patients at initial and follow-up visits already in use by the provider.

Policy

After April 14, 2003, when a patient first receives care from our facility (including service delivered electronically), the workforce member in charge of providing our Notice of Privacy* shall make a good faith effort to obtain the patient’s written acknowledgement and to ensure the patient received a copy of the Notice of Privacy.  Specifically, the workforce member should ensure that the patient receives assistance with the written acknowledgment form and is provided an opportunity to ask questions.  [The workforce member may find the Frequently Asked Questions document appended to the written acknowledgment form useful for this purpose.  For all other questions, or for language assistance, the workforce member should refer the patient/personal representative to Patient Relations and/or the HIPAA Privacy Officer.]  

The acknowledgement form is located behind the Notice of Privacy.  It is the goal of this facility to have as many patients sign Acknowledgement Forms as possible, even if it takes several attempts for each patient.****

Procedure for Obtaining a Patient’s Written Acknowledgement:

Situation A.  In nonemergency situations where the patient physically visits our facility, the workforce member in charge of providing our Notice of Privacy* shall:

Situation B.  In emergency situations** when the patient is physically able to sign the Acknowledgement Form, the employee in charge of providing our Notice of Privacy* shall, as soon as reasonably practicable after the emergency treatment situation:
Situation C.  In situations when the patient is physically unavailable to sign the Acknowledgement Form (e.g., received services electronically) or the organization chooses to use the electronic notice option under HIPAA, the workforce member in charge of providing our Notice of Privacy* shall: 

Situation D:  In situations where the patient is incapacitated/unable to sign/understand the Acknowledgement Form, the employee in charge of providing our Notice of Privacy* shall:
	Situation A and B
	Situation C
	Situation D

	1. Provide a copy of the Notice of Privacy to the patient within 24 hours of the first delivery date;

2. Provide an opportunity for the patient to ask questions or raise concerns about the privacy of his or her health information;

3. Discuss all questions or concerns;

4. Refer the patient to more knowledgeable, accessible sources if the patient is dissatisfied with the answers to their questions or concerns about the privacy of their health information; 

5. Give the patient an opportunity to read the acknowledgement form;

6. Ensure that the patient  or his or her personal representative checks both boxes on the acknowledgement form, located in the back of the Notice of Privacy, and signs his or her name;

7. Fill out all the items listed in the box on top of the acknowledgement form;

8. Ensure there are two copies of the signed acknowledgement form, one for the patient and one for our file; and

9. File our copy of the completed form in the patient’s medical record or patient admission/billing record in either paper or electronic format.
	1. Send an electronic notice automatically and contemporaneously in response to the patient’s first request for service after April 14, 2003 (an electronic return receipt or other return transmission from the individual is considered a valid written acknowledgement of the notice), otherwise, proceed to the next step.*****

2. Look through the patient’s medical record to find contact information;

3. If a patient’s contact information is found, attempt to contact the patient by phone, email or letter;

4. If patient is successfully contacted, send the notice within 24 hours of the first date of service by mail, fax or email (whichever method the patient prefers).  If unable to contact the patient, send the Notice of Privacy to the patient’s last known mailing address;

5. Send the patient the Notice of Privacy along with a note (make a copy of the note for our records) requesting the following:

a. That the patient read the Notice of Privacy;

b. That the patient call our Privacy Officer with any questions or concerns (provide the contact information for our Privacy Officer in the note)

c. Once the patient reads and understands the contents of the Notice of Privacy, that the patient check the boxes and sign the Acknowledgement Form located in the back of the Notice of Privacy;

d. That the patient drop off, fax or mail the signed Acknowledgement form to our facility in the next 30 days***.  In the alternative, a patient may email their written acknowledgement to the provider.

e. Upon receiving the signed acknowledgement form from the patient, fill out all the items listed in the box on top of the acknowledgement form.  In the case of a patient emailing a written acknowledgement, print out the email and place in the patient’s medical record;

f. Ensure there are two copies of the signed acknowledgement form, one for the patient and one for our file;

g. Send a completed form to the patient; and

h. File our copy of the completed form in the patient’s medical record or patient admission/billing record in either paper or electronic format.

6.  
If the patient does not return a signed Acknowledgement Form to our facility within 30 days***, complete an Acknowledgement Form as follows:

a. Fill out all the items listed in the box on top of the acknowledgement form;

b. Fill out the bottom half of the Acknowledgement form, providing a clear, detailed explanation of why the patient did not sign the form and the efforts that were displayed in trying to obtain the patient’s signature;

c. File the completed Acknowledgement Form in the Patient’s medical record or patient admission/billing record in either paper or electronic format.****(See NOTE below)

6. If unable to send the patient a Notice of Privacy Form, do the following:

a. Fill out all the items listed in the box on top of the acknowledgement form;

b. Fill out the bottom half of the Acknowledgement form, providing a clear, detailed explanation of why the patient did not sign the form and the efforts that were displayed in trying to obtain the patient’s signature;

c. File the completed Acknowledgement Form in the Patient’s medical record or patient admission/billing record in either paper or electronic format.****(See NOTE below)

7. If a patient has an unsigned Acknowledgement Form in their medical record and makes contact with our facility at a later date, attempt to follow the steps in Situations A or B, or repeat the steps in Situation C, as appropriate.****(See NOTE below)  
	1. Check with the patient’s treating physician to verify the patient’s incapacity;

2. If incapacity is verified and the patient has a valid personal representative, follow the steps in Situations A & B, substituting the personal representative
 for the patient;

3. If the patient does not have a valid personal representative and his or her incapacity does not improve within a reasonable amount of time to the point where he or she can sign/understand the Acknowledgement Form, do the following:

a. Fill out all the items listed in the box on top of the acknowledgement form;

b. Fill out the bottom half of the Acknowledgement form, providing a clear, detailed explanation of why the patient did not sign the form and the efforts that were displayed in trying to obtain the patient’s signature;

c. File the completed Acknowledgement Form in the Patient’s medical record or patient admission/billing record in either paper or electronic format.****(See NOTE below)

4.  If the patient’s condition does improve to the point where they can sign/understand the Acknowledgement Form, follow the steps in Situation A & B.****(See NOTE below)

5.  If a patient has an unsigned Acknowledgement Form in their medical record and later is able to sign/understand an Acknowledgement Form, attempt to follow the steps in Situations A, B, or C, as appropriate.****(See NOTE below)



*  NOTE:  Provider may want to designate someone else to obtain a patient’s written acknowledgement.

**  NOTE:  In emergency situations, providers are not required to make a good faith effort to obtain a written acknowledgement from individuals.  However, this sample policy opts to ensure patient receipt and understanding of the Notice of Privacy and therefore includes emergency situations in obtaining written acknowledgement. 

***NOTE:  30 days is just a guideline.  Provider may substitute any reasonable time period for the patient to return the Acknowledgement Form.

****NOTE:  The HIPAA regulations require covered entities to make a good faith effort to obtain a patient’s written acknowledgement.  However, “good faith effort” is not defined by the regulations.  Therefore, the steps listed above are merely to generate ideas as to how an organization would make a good faith effort to obtain a patient’s written acknowledgement of receiving the privacy notice.

*****NOTE:  Organization should review HIPAA § 164.523(3) to ensure all requirements for electronic notices are followed.

Document Retention

[ORGANIZATION] must retain the Notice of Privacy, including any changes to the notice, as well as the signed Acknowledgment Form for a minimum of six years (it will be important to maintain, at a minimum, the oldest-dated Acknowledgement Form).  Documentation maintenance may be in the form of a signature on a piece of paper or the electronic scanning of the paper into a computer system.  Furthermore, the written acknowledgement must be retrievable upon request from the patient or any external compliance-monitoring agency.  To facilitate these requirements, it may be more efficient to track and retrieve the receipt of a written acknowledgement through an electronic file.
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ACKNOWLEDGEMENT OF RECEIPT OF PRIVACY NOTICE

By signing this form, you acknowledge that [PROVDIER] has given you a copy of its Privacy Notice, which explains how your health information will be handled in various situations.  We must try to have you sign this form on your first date of service with us after April 14, 2003.  This includes the situation where your first date of service occurred electronically.

If your first date of service with us was due to an emergency, we must try to give you this notice and get your signature acknowledging receipt of this notice as soon as we can after the emergency.

I have received [PROVIDER’S] Privacy Notice.

___________________________________________________

__________________________

Print Name







Unique Identifier

___________________________________________________

__________________________

Patient’s Signature






Date


[PROVIDER] staff should complete if Acknowledgement Form is not signed:

1. Does patient have a copy of the Privacy Notice? 

[ ] Yes

[ ] No

2. If you answered “No” above, please explain why the patient did not sign an acknowledgement form and [PROVIDER’S] efforts in trying to obtain the patient’s signature (check all that apply):

[ ] 
Patient Unable to Comprehend

[ ] Patient/Legal Representative Left before Signature Obtained

[ ] 
Patient Communication Barrier

[ ] Emergency Admission/Patient Not Present for Registration

[ ] 
Legal Representative not Available
[ ] Patient bypassed Registration – Not Available

[ ] 
Other:_____________________________________________________________________

3.  Completed by:

_________________________________
____________________
___________________

Workforce Member Signature



Title



Date

FREQUENTLY ASKED QUESTIONS

for

NOTICE OF PRIVACY/WRITTEN ACKNOWLEDGEMENT

Q. Why are you giving me this Notice?

A. For two reasons:  (1) we feel that it is important that you understand how we use your health information; and (2) HIPAA, a federal law, requires that we provide this information to you.

Q. What is HIPAA anyway?  Why should I care about it?

A. HIPAA is the Health Insurance Portability and Accountability Act – a federal law that requires health care providers to take certain steps to protect the privacy and security of patient health information.  HIPAA’s privacy rules go into effect on April 14, 2003.  The Notice of Privacy will help you understand how your health information should be handled under the new HIPAA rules.

Q. What did you do with my medical information before HIPAA came along?

A.  [ORGANIZATION] has always taken care to protect the privacy and confidentiality of your health information.  HIPAA formalizes these privacy requirements, many of which were already being practiced by [ORGANIZATION] into law. 

Q. Who can explain the information in this notice to me?

A. The Notice of Privacy contains a contact name and number of a person who can discuss any questions or concerns you may have about your health information privacy.

Q. I don’t like to sign anything until I have read the document.  Are you going to make me sign it before I can see the doctor?

A. No.  Your signature simply indicates that you were given the notice.  If you choose not to read the Notice of Privacy or sign the form, there will be no impact on the care or service that you receive.

Q. What if I refuse to sign?

A.  If you choose not to sign, it will have no impact on your care or service.

Q. Do I have to keep this Notice of Privacy for my own records?

A. No.  However, it may be a good idea for you to keep a copy of it should you have any future questions about the privacy of your medical record.

Q. What information does my medical record contain?

A. Medical records are created when you receive treatment at our organization with one of our healthcare professionals.  Records may include your medical history, details about your lifestyle (such as smoking, venereal diseases, other risky activities), and family medical history.  In addition, your records contain laboratory test results, medications prescribed, and other reports that indicate the results of operations and other medical procedures.

Q. Who has access to my medical record?

A. Various people and organizations may have access to your medical record, depending on the reason.  For example, doctors, nurses and others involved with your medical treatment may look at and add things to your medical record.  Your health insurance company may view your medical record in order to pay for your medical services.  State or federal agencies may access your record in order to track diseases and carry out public health or reporting functions.  Portions of your record may also be shared with [ORGANIZATION]’s staff to schedule your appointments.  In many instances, however, only the minimum amount of your health information that the person or entity needs to get their job done will be shared.

Q. How do I get access to my own medical records?

A. You have the right to review your medical records.  If you would like to do so, please let me know and I will help you arrange it.  Wisconsin state law requires that you provide written consent to inspect your medical records.  In addition, if you wish to receive a copy of items in your medical record, we may charge you a reasonable cost for the copies.

Q. Will I have to sign the same Notice of Privacy at other hospitals or clinics?

A. You may have to sign similar Notices of Privacy and acknowledgement forms with other providers, depending on whether those other providers are affiliated with us.  Generally, however, you should only have to sign a Notice of Privacy one time with each provider you visit after April 14, 2003.

Q. Who can sign for my minor children (elderly family members)?  Who will explain it to them?

A.  This is not a legal document, however, you will need to sign the form for your minor children or elderly family members.  Should you or your minor/elderly family member have questions or need help understanding the notice, you may contact [PATIENT RELATIONS/PRIVACY OFFICER/OTHER] for assistance.

For office use only:


Patient Name:____________________________________________


Medical Record #:________________________________________


Date of Admission:________________________________________


Filed electronically:  ___Yes	___No


Forward completed form to HIS to file in patient’s chart:  ___Yes	___No











� 45 CFR § 164.520(c)(2)(ii) (2002).


� ibid..


� HIPAA regulations define “personal representative” as those who, under applicable law, have authority to act on behalf of an individual who is an adult or an emancipated minor in making decisions related to health care.  45 CFR § 164.502(g)(2) 2000.  Covered entities should consult 45 CFR § 164.502(g) and state law to get a full understanding of the treatment of personal representatives under HIPAA.
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