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	State Preemption Issues:  As applicable, state laws and preemption issues have been addressed within the appropriate section of the whitepaper and noted with reference citations.



Purpose: 

To provide review and discussion of regulatory influences and best practice recommendations addressing the management of occupational health services health records by:
· Providers of occupational health services (healthcare provider and/or covered entity) which create and maintain health records (protected health information).

· Health plans which sponsor, facilitate and/or process occupational health services and create and maintain records.

This whitepaper does not address occupational health services records maintained by the employer as traditional “employee health records.”  For more information on this topic, see the HIPAA COW “Management of Employee Health Records Whitepaper” previously published and available at www.hipaacow.org.  
For the purpose of this whitepaper, Occupational Health Records means patient health records created and maintained in the course of furnishing occupational health services for the following purposes:

· Documenting employee hazard exposures;

· Applying employee health data to job placement;

· Documenting employee health over time;

· Providing data for use in health program evaluation; and

· Fulfillment of regulatory requirements.

Background:

The provision, sponsorship, and/or facilitation of occupational health services by healthcare providers and health plans raises many questions about the management of the information, as well as the associated records and the complexities related to how they are created, maintained, used, and disclosed.  Questions may include what regulations are the records subject to (e.g., HIPAA, OSHA, other federal or state regulations), what information can be shared with whom,  when is an authorization for disclosure required, what information can a health plan share with an employer regarding an employee’s participation in wellness activities, etc.   Furthermore, occupational health services can be provided in a variety of settings both by traditional healthcare providers/covered entities and non-healthcare providers.  

Occupational health services may include, but are not limited to:

· Pre-employment/post-offer employment physicals

· Executive physicals

· Annual health examinations

· Health and wellness assessments

· Wellness education

· Surveillance testing

· OSHA mandated screening

· Substance abuse screening

· External agency compliance activities including Department of Transportation (DOT) physicals, National Institute on Drug Abuse (NIDA)/Substance Abuse and Mental Health Administration (SAMSHA) drug screening and breath alcohol screening
· Comprehensive injury management

· Disability management

· Return to work programs

· Functional capacity exams 

· Job function analysis 

· Employee Assistance Programs (EAP)

Healthcare providers and health plans must manage occupational health records to ensure systematic control from creation or receipt through processing, distribution, maintenance, retrieval, retention, and final disposition.   Operational issues with regard to the management of these records are dependent upon the role of the entity involved.  In reality, an entity may have multiple roles which could include: 1) employer; 2) healthcare provider; and/or 3) health plan.   The entity needs to be constantly aware of what role it is acting in as it considers the management of occupational health information/records. The role in which the entity is acting will determine what regulatory guidance rules need to be followed during the creation and management of the records.   It is very important that healthcare providers and health plans understand and practice compliance to the various federal and state regulations and accreditation standards that may separately address the various roles and these record types.   
To assist health care providers/organizations in establishing occupational health services programs with other entities, a checklist has been developed as part of this whitepaper to identify questions which should be considered prior to the establishment of the program (see Addendum A).

Definitions Applicable to Occupational Health Care Whitepaper:
Covered Entity:   As defined by the HIPAA Privacy Rule, “covered entity” means:  1) A health plan; 2) A health care clearinghouse; or, 3) A health care provider who transmits any health information in electronic form
.
Employee Exposure Records:  OSHA defines employee exposure records as containing any of the following kinds of information:  environmental (workplace) monitoring or measuring of a toxic substance or harmful physical agent; biological monitoring results which directly assess the absorption of a toxic substance or harmful physical agent by body systems; material safety data sheets indicating the material may pose a hazard to human health; or in their absence, a chemical inventory or any other record which reveals where and when used and the identity (e.g., chemical, common or trade name) of a toxic substance or harmful physical agent.
 
Environmental Hazard Records:  Generally refers to records that relate to the health aspects of the workplace, rather than the individual employee, and generally describe worksite safety and hygiene.  Environmental Hazard Records may include site visit reports, hazard monitoring reports, worksite health and safety reports, and accident investigation files.  
Employee Health Record:
   Any health-related information created, obtained, or maintained by an employer regarding an employee’s physical or mental condition, including, but not limited to:

· Results of medical exams and tests (e.g., pre-employment physical examination report, PPD testing, needle stick injuries and subsequent testing, etc.).

· Employee health records or documents regarding medical certifications, re-certifications, or medical histories.

· Opinions or other recommendations of a healthcare provider concerning the health of an employee or employees performed by or received by employee health.

· Documentation related to participation in employee-health sponsored wellness programs.

· Employee medical complaints relating to workplace exposure or injury.

· Employee health department health-related opinions or recommendations issued by employee health departments (e.g., questions related to existing conditions, ergonomics in the work place setting, wellness activities, etc). 

· Other records maintained by employee health, such as ADA, FMLA, OSHA, and workers compensation.
Health Information:  Health information means any information, whether oral or recorded in any form or medium, that:   1) Is created or received by a health care provider, health plan, public health authority, employer, life insurer, school or university, or health care clearinghouse; and 2) Relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual.
 
Health Plan:  An individual or group plan that provides, or pays the cost of, medical care; often referred to also as the “payer.”

Healthcare Provider:  Health care provider means a provider of medical or health services and any other person or organization who furnishes, bills, or is paid for health care in the normal course of business.
,

Hybrid Entity:  A single legal entity that is a covered entity and whose covered functions are not its primary functions.

Individually Identifiable Information:  Information that is a subset of health information, including demographic information collected from an individual, and is 1) created or received by a health care provider, health plan, employer, or health care clearinghouse; and 2) Relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual; and identifies the individual or with respect to which there is a reasonable basis to believe the information can be used to identify the individual.
 

Patient Health Record:   Records related to the health of a patient prepared by or under the supervision of a health care provider.
Protected Health Information:   Protected health information means individually identifiable health information transmitted or maintained in any other form or medium. 
Addendums to Whitepaper:

· Addendum A:  Checklist of Questions to be Considered When Establishing Occupational Health Services
· Addendum B:  Answers to Scenario Questions

· Addendum C:  Health Risk Assessments (HRAs).
Scenario Example:   The following scenario illustrates the complexities for the healthcare provider and the sponsoring payor (health plan) in facilitating an occupational health services encounter:
A 17 y/o young man is required to complete a physical examination prior to consideration for military officer candidacy/scholarship. The military (represented as sponsoring health plan/payor and future employer) has contracted with an area healthcare provider system to perform the physical examination prior to the young man’s acceptance into the military.  The 17 y/o presents to the healthcare provider’s stand-alone occupational health services clinic for the physical examination.  As the 17 y/o is a minor, his mother (legal guardian) authorizes consent to carry out the examination as well as authorization to disclose the results to the military for determination of eligibility for officer candidacy/scholarship (employment).  Physical examination is carried out, and the results of the examination are provided directly to the military as well as the claim for payment for services rendered.  

1. Who “owns” the health record created as a result of the physical examination?  The provider of the occupational health services?  The patient/individual receiving the occupational health services?  The payor/sponsor of the occupational health services?
2. What regulations govern the maintenance, use, access, and disclosure of the health record by the provider? By the health plan/payer/sponsor?
3. What is the status of the stand-alone occupational health services clinic?  Part of the organization’s covered entity thus subject to HIPAA or carved out as a “hybrid” entity and no longer subject to HIPAA?

4. What regulations govern disclosure of the physical examination/health record?  By the provider?  By the health plan/payer?
5. Can the 17 y/o and/or his legal guardian request access to, inspection of, or receipt of a copy of the health record?

6. How does the sponsor, in this case the military, process the physical examination/health record information received as a health record?
For answers to these questions, see “Addendum B.”
An organization may have multiple roles which could include: 1) employer; 2) healthcare provider; and/or 3) health plan.   The organization needs to be constantly aware of what role it is acting in as it considers the management of occupational health information/records.  One simple test or check that may help the organization determine the appropriateness of its occupational health management practices is to consider how they would be addressed with an “external” organization.   For example:

The organization’s health plan is requesting access to employee patient health records to complete a wellness assessment addressing lifestyle habits.  Can the health plan have access to this information?  Check:  Would your organization allow a health plan with which it had no relationship access to this information?    

Key Federal and State Laws Impacting Provider Health Records Management:  (For more information on federal and state regulatory influences impacting the management of the employer held employee health records, see the HIPAA COW “Management of Employee Health Records Whitepaper” previously published and available at www.hipaacow.org).

1. Wisconsin §§ 146.81-84:   These statutes cover patient health records of a general medical nature, establishing the confidentiality of the records as well as additional provisions addressing disclosure, patient right of access, record content, preservation of records, etc.
2. Wisconsin § 51.30:  This section of the Mental Health Act covers registration and treatment records for those patients receiving services for mental illness, developmental disabilities, alcoholism, or other drug dependence.  This statute is further supported by Federal Law 42 CFR Part 2.
3. Wisconsin § 252.15:  This statute covers informed consent for testing and disclosure of HIV test results.

4. Health Insurance Portability & Accountability Act (HIPAA) – 45 CFR §§ 160, 164:    HIPAA Privacy and Security Rules require covered entities (e.g., healthcare providers which transmits PHI in an electronic format, health plans, and healthcare clearinghouses) to implement standards to safeguard the privacy and security of patient protected health information (PHI).  These standards impact every facet of use and disclosure of patient PHI/records by covered entities.  For the purpose of this whitepaper, the individual standards will not be addressed due to the volume and complexity.  Covered entities are encouraged to review the HIPAA Privacy and Security Rules to determine compliance needs for the particular role in which they provide or facilitate occupational health services.

The HIPAA Privacy Rule does not provide privacy protections to health information collected directly from employees who voluntarily participate in employer-sponsored wellness and health promotion activities conducted by occupational health services sponsored by the company (employer).  However, if the employer outsources occupational health and wellness programs that involve data collection by external occupational health services who are covered entities (providers and health plans), information shall not be disclosed to the employer without written authorization of the client (employee).  Occupational health services providers cannot disclose patient information to employers or their health plans/insurance carriers for short-term disability and long-term disability determinations without written authorization of the patient/participant.
  The same is true when occupational health services providers conduct on behalf of an employer pre/post employment physicals or other examinations to determine fitness for duty.   It is important to note that generally most employers are not covered entities under HIPAA, and the information employers receive from external occupational health services is not subject to HIPAA protections.

For more information regarding privacy practices, policies, and procedures under HIPAA, please refer to the multiple deliverables under “privacy documents” available at www.hipaacow.org.

5. Department of Transportation (DOT)/Omnibus Transportation Employee Testing Act - 49 CFR Part 40:  Requires drug and alcohol testing of safety-sensitive transportation employees in aviation, trucking, railroads, mass transit, pipelines and other transportation industries. DOT publishes rules on who must conduct drug and alcohol tests, how to conduct those tests and what procedures to use when testing. These regulations cover all transportation employers, safety-sensitive transportation employees and service agents.   The Office of Drug & Alcohol Policy & Compliance (ODAPC) publishes, implements and provides authoritative interpretations of these rules.
General Guidance for the Management of Occupational Health Record for Healthcare Providers and Health Plans:

1. It is critical that the organization (occupational health service healthcare providers and health plans) clearly understands the role it is serving with regard to occupational health services and record management.  Because there is the potential for overlapping roles (e.g., health care organization provides occupational health services to workforce members under its self-insured health plan), organizations must be aware of the state and federal regulations influencing the management of occupational health records.  This whitepaper addresses the following roles:

A. Healthcare provider (covered entity) of Occupational Health Services.

B. Health Plan.

2. Healthcare providers of occupational health services are subject to Wisconsin regulations for management of health records.  Healthcare providers which also meet the definition of “covered entity,” are subject to HIPAA.  This is addressed in the section on “Federal and State Laws Impacting Provider Health Records Management.” 

3. Health plans which sponsor, facilitate or process occupational health services are subject to Wisconsin regulations for management of health records.  Health plans which also meet the definition of “covered entity,” are subject to HIPAA. 
4. Both healthcare providers and health plans may choose to seek accreditation from external standards agencies.  It is important to note that accrediting agencies may also have in place standards addressing the management of health records.  
A. Healthcare Provider Accrediting Agencies:

1. Joint Commission.

2. American Osteopathic Association (Healthcare Facilities Accreditation Program).
3. Accreditation Association for Ambulatory Health Care (AAAHC)

B. Health Plan Accrediting Agencies:
1. National Committee for Quality Assurance (NCQA).

2. American Accreditation Healthcare Commission/URAC (Utilization Review Accreditation Commission).
5. Internal Organizational Access and Use of Occupational Health Records:  Access and internal use of occupational health information should be limited to only that information required by the organization and its workforce members to carry out functions related to treatment, payment, and business operations.
   

6. Access to Occupational and/or Patient Health Records by Workforce Members with Dual Roles:  Access to occupational health records should be restricted to those individuals within the organization who have a need to know or minimum necessary access required to carry out their job responsibilities.  Should an individual have multiple roles, access is limited to the “role” they are in and the appropriate level of access while carrying out those job responsibilities at that time. 
Disclosure of Occupational Health Records/Information:

Note:   Multiple federal and state regulations govern the disclosure of patient health records/patient protected health information.  In Wisconsin, special consideration must be taken for disclosure of health information that has statutory protections.  A brief summary of key federal and state regulations is provided below.  For more detail, please refer to the privacy documents available at www.hipaa.cow.org.
	Wisconsin Regulations

	Citation
	Title
	Affects the Following

	§ 51.30
	State Alcohol, Drug Abuse, Developmental Disabilities, & Mental Health Act
	Provider:  Regulations impacting health care records created and maintained for alcohol, drug abuse, developmental disabilities, and/or mental health care.  Applies to treatment records of individuals who are receiving/have received services by DHFS county departments or treatment facilities.

	§ 146.82
	Miscellaneous Health 

Provisions
	Provider:  Regulations impacting health care records created and maintained in most health care settings.

	§ 252.15
	Communicable Diseases
	Provider:  Regulations impacting health care records created and maintained for HIV test results.  Applies only to HIV test results for presence of HIV, antigen or nonantigenic products of HIV or an antibody to HIV.

	§ 610.70


	Insurers in General
	Health Plan:  Regulations addressing disclosure of personal medical information.

	Federal Regulations

	Citation
	Title
	Affects the Following

	42 CFR Part 2
	Alcohol & Drug Abuse
	Provider:  Regulations impacting health care records created and maintained for alcohol and drug abuse.

	45 CFR

Parts 160 and 164
	Standards for Privacy of Individually Identifiable Health Information (Privacy Rule)
	Provider & Health Plan:  Regulations impacting the privacy of protected health information by covered entities (providers, health plans, healthcare clearing houses).


Minors:  Generally HIPAA defers to state regulations regarding disclosure of patient health information for minors.  Please refer to the www.hipaacow.org for the “Minors’ Privacy Rights Related to Access, Inspection, and Copying of Protected Health Information” policy.
1. Disclosures That Do Not Require an Authorization:  Occupational health records may be disclosed, without authorization, in the following circumstances listed below.  Disclosure of information should be limited to what is reasonably or minimally required to meet the intent of the request:

A.  Governmental officials investigating employer compliance with:

1. American with Disabilities Act (ADA).

2. Family and Medical Leave Act (FMLA).

3. Occupational Safety and Health Act (OSHA).

4. Equal Employment Opportunity Commission (EEOC).

B.  To facilitate processing of a Worker’s Compensation claim to those authorized by the state Worker’s Compensation law when the request is made in writing:

1. Patient/Employee.

2. Employer.

3. Worker’s Compensation insurer.

4. Department of Workforce Development.

5. Representative of any of the above.

C.   Other authorized governmental agencies in compliance with applicable law.

2. Disclosures That Do Require an Authorization: Requests for external disclosure of patient occupational health information that do not fall into categories identified in #1 above shall be authorized in writing by the patient and/or employee prior to processing.  A written authorization is recommended from the risk perspective to ensure documentation of the patient’s/employee’s direction, information disclosed, date of disclosure, and party to which the information was disclosed. 

3. Post-Offer Physicals, Drug Testing, and Fitness for Duty Examinations:  Healthcare providers who carry out these examinations may not disclose an employee’s PHI to the employer without the employee’s written authorization.  

A. In these circumstances, the authorization includes a statement that a patient’s signature conditions the provision of treatment.

B. In limited circumstances, where an examination is conducted at the request of an employer and the employer needs the information to comply with requirements of OSHA or other federal or state laws, written authorization is not required. An example of this scenario is when the employer sends the employee to an occupational health provider for a DOT physical examination or drug testing.
 

4. Release for Duty/Return to Work Forms:  Healthcare providers may be asked to complete a release for duty/return to work forms on behalf of patients (employees).    The form or note often provides information stating the dates of illness, the diagnosis/ condition/verification of serious illness, and a recommendation that the employee is in sufficiently good health to return to work.  The healthcare provider is not able to provide a statement directly to the employer without the employee’s written authorization. However, the healthcare provider can provide the information directly to the patient/employee to forward to the employer.   The release to duty or return to work form, or status thereof, should be made part of the occupational health record.   There is no regulatory basis for providers to disclose patient protected health information to confirm (or deny) information on a release for duty/return to work form based on inquiries from employers seeking clarification; an authorization is required from the patient (employee) before disclosing any further information. 
5. Other Disclosures of Protected Health Information/Records to Patients by Healthcare Providers or Health Plans:   Patient access shall be carried out in accordance with federal and state regulations.  Additional information with regard to disclosure of patient health information may be found in the multiple policies and documents posted at www.hipaacow.org.


Retention and Disposal of Occupational Health Records:

1. Several laws and regulations provide guidance on the retention schedule for occupational health records by healthcare providers and health plans.
2. Occupational health services health records should be disposed of in a manner consistent with the disposal/destruction of protected health information, rendering information illegible.

	Provider Health Records

	Record Type
	 Retention Schedule
	Reference

	Medical Records/Employee Exposure Records Under OSHA (Toxic/Harmful Substances)
	30 Years After Termination of Employment
	29 CFR 1910.1020(d)

29 CFR 1915.1020

29 CFR 1926.33

	Medical Records - Providers:

· Hospitals

· Clinics


	7 Years After Discharge or Last Date of Service
	42 CFR § 482.24 – At Least 5 Years; WI § 893.55 – 5 Years; WI Adm. Code HFS  § 124.14(2) – 5 Years; WI Adm. Code MED § 21.03(1); WI Adm. Code HFS § 106.02(9)(e) – 6 Years from Date Payment Received

	Medical Records – Adults with Mental Illness 
	12 Years After Discharge or Last Date of Service
	WI § 893.16 - Statute of Limitations May Not Be Extended for More than 5 Years

	Medical Records – Minor Patients
	Until the Patient Becomes 10 Years Old or Until 7 Years After Discharge or Last Date of Service, Whichever is Greater

Recommend 21 Years or Longer 
	WI § 893.56 Statute of Limitations for Minors' Actions – 5 Years or to the Age of 10, Whichever is Greater;   Haferman v. St. Clare, 2005 WI 171 - No Statute of Limitations for Actions Alleging Injury to Developmentally Disabled Child (Even if Disability Resulted from Treatment)

WI Adm. Code HFS § 106.02(9)(e) – 6 Years from the Date Payment is Received

	Medical Records – Rehabilitation
	7 Years After Discharge or Last Date of Service
	WI Adm. Code  HFS §  124.14(2) – 5 Years; WI Adm. Code HFS  § 106.02(9)(e) – 6 Years from the Date Payment is Received


	Health Plan Health Records

	Record Type
	 Retention Schedule
	Reference

	Insurance Company Records Related to Operations
	Preceding 3 Years – Available to Commissioner
	WI Adm. Code INS s. 6.80(4)(b)

	Insurance Company Employee and Insured Records Which Are Involved in Any Action Upon Any Contract, Obligation, Liability, Express or Implied, Shall be Commenced Within 6 Years After the Cause of Action Accrues or be Barred
	Standard Retention Period – 7 Years
	WI § 893.43

	Occupational Health Service Contracts
	6 Years After the Date of Last Service
	WI § 893.43; WI Adm. Code INS s. 6.80(4)(b)


Sources:

· Acevedo, Lisa and Rathburn, Jennifer. Friday Focus:  What’s Up With HIPAA, Power Point Presentation, Foley & Lardner, LLP, October, 2006.
· Role of Occupational and Environmental Health Nurses and Nurse Case Managers in Protecting the Confidentiality of Health Information, AAOHN, AAOHN Position Statement, Revised October 2006 available at the AAOHN website at


http://www.aaohn.org/practice/positions/upload/Confidentiality_Position_Statement_1006.pdf.

Applicable Standards/Regulations:   As indicated throughout whitepaper.
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Addendum A: 
	Checklist of Questions to be Considered

When Establishing Occupational Health Services

	Questions to Be Considered by a Healthcare Provider Prior to Establishing Occupational Health Services With Another Entity (Purchaser of Services)



	1. What are the services being provided by the healthcare provider?  Occupational health services?

2. What are the services being “bought” by the purchaser?  Employee health services?

3. How are the services being provided?  Provider-based patient encounter?  Other employee/participant encounter?

4. How is the provider being compensated?  Fee-based patient encounter/claim? Compensated flat rate for services provided as an agent/workforce member of the entity?

5. What potentially “intersecting” roles exist with the purchasing entity (e.g., health plan)?

6. What privacy considerations will be shared with the patient?  Employee/participant?

7. What type of encounter health record will be created, maintained, retained?

8. Who owns the encounter health record?  Provider?  Entity? 

9. If the provider owns the encounter health record, will the information be included or segregated in the provider’s health record system (paper or electronic)?  Will there be any restrictions to access by other healthcare providers involved in the care of the patient?

10. What federal and state regulations impact the creation, maintenance, retention, and disposal of the health records?

11. Who can access the health record/health information w/o patient/employee authorization?

12. Who can disclose the health record/health information to others?


	Provider-Based Patient Encounters by
 Covered Entity
	Other Types of Service

	1. Users of Occupational Health Services are “Patients.”

2. Provider creates and maintains patient health record of encounter.

3. Provider “owns” patient health record/health information.

4. Provider may file a patient encounter claim for payment.

5. Provider is a “covered entity” and subject to HIPAA Privacy and Security Rule provisions.

6. Provider is subject to all applicable federal and state laws addressing patient health records management.

7. Patients must authorize disclosure of health information to employer.

8. Patient has the right to request restriction of access and disclosure as well as file a privacy complaint internally or with the Office for Civil Rights or Wisconsin Division of Quality Assurance.
Note:  If the Occupational Health Services are being offered as provider-based, it is highly recommended that the organization involve the Privacy Officer as well as HIM/IT leadership in determining appropriate management of patient health information.
	1. Users of Occupational Health Services are “Employees” or “Participants.”

2. Provider is considered a workforce member of the entity and utilizes employee health record system.

3. Entity “owns” employee/participant health record/health information.

4. Entity does not file a patient encounter claim for payment.

5. Entity is generally not a “covered entity” and not subject to HIPAA.

6. Entity is subject to all applicable federal and state laws addressing employee health records management.

7. Employees/participants through utilization of services have “consented” to employer access to health information.

8. Employee/participant has no right to request restriction of access and disclosure or file a privacy complaint with the Office of Civil Rights or Wisconsin Division of Quality Assurance.

Note:  If the Occupational Health Services are being offered as other than provider-based, it is highly recommended that the organization involve legal counsel in determining appropriate management of the participant health information.


Addendum B:  Answers to Scenario Questions

Early in the whitepaper, the scenario of the 17 y/o seeking a physical examination for the military to illustrate the questions that may arise with provision of occupational health services on behalf of another entity (military) was used.  The answers to the questions are as follows:

1. Who “owns” the health record created as a result of the physical examination?  The provider of the occupational health services?  The patient/individual receiving the occupational health services?  The payor/sponsor of the occupational health services?  The healthcare provider who carries out the service “owns” the record.   The young man, as a patient, has the right to access and receive copies of the record from the provider, but does not “own” the record.  The military, as the payor/sponsor, does not own the provider’s record, but may “own” any copies of the record that are made available from the provider by patient authorization.
2. What regulations govern the maintenance, use, access, and disclosure of the health record by the provider? By the health plan/payer/sponsor?  The healthcare provider is subject to the relevant federal (HIPAA) and state regulations addressing creation, maintenance, use, and disclosure of patient health records.  The health plan/payer/sponsor is subject to the relevant regulations that govern the organization’s operations.  
3. What is the status of the standalone occupational health services clinic?  Part of the organization’s covered entity thus subject to HIPAA or carved out as a “hybrid” entity and no longer subject to HIPAA?  In most cases, the occupational health services clinic will operate under the umbrella of the provider system and thus be part of the covered entity.  The healthcare organization may choose to carve out occupational health services and establish a hybrid covered entity status.  It is recommended that legal counsel be considered should a provider choose to explore this option.
4. What regulations govern disclosure of the physical examination/health record?  By the provider?  By the health plan/payer?  The healthcare provider is subject to the relevant federal (HIPAA) and state regulations addressing creation, maintenance, use, and disclosure of patient health records.  The health plan/payer/sponsor is subject to the relevant regulations that govern the organization’s operations.  

5. Can the 17 y/o and/or his legal guardian request access to, inspection of, or receipt of a copy of the health record?  Yes, as the services were received by a healthcare provider, the patient and/or his legal guardian have the right to request access to, inspection of, or receipt of a copy of the health record from the provider.  In most cases, Wisconsin law would require the legal guardian of the minor to authorize access, inspection, or receipt of a copy of the health record; there are exceptions for certain care encounters (e.g., sexually transmitted disease, HIV testing, mental health/AODA care, etc.).
6. How does the sponsor, in this case the military, process the physical examination/health record information received as a health record?   While the military is unique as the sponsor/employer, the record would most likely be classified as an employee health record and maintained as such.

Addendum C:  Health Risk Assessments
Health Risk Assessments (HRAs)
Background:

In an attempt to control ever-spiraling healthcare costs, many employers and health plans are providing incentives to employees and participants to improve their health status (e.g., lose weight or get in better shape).   Health risk assessments provide a tool for evaluating health status, identifying opportunities for improvement, and provide valuable feedback to the participant regarding personal health and risk factors for chronic diseases such as diabetes or heart disease.  Additionally, many health plans and employers also provide incentives for participants completing the health risk assessment. Incentives may include:
· Reduced healthcare premiums.

· Expanded healthcare services.

· Dollars allocated to wellness activities.

· Cash bonuses or other incentives such as tangible rewards (e.g., exercise equipment) or paid days off.
Information from health risk assessments is used to identify risks within a population, deliver follow-up interventions for those at risk, and track and analyze population health trends over time.  Health risk assessment questions generally focus on the individual’s health habits and may address the following topics:  physical activity, food selection, tobacco use, sun exposure, women’s health, chronic conditions, preventive services and health screenings, alcohol use, sexual behavior, and others.

It is important to understand “who” is performing health risk assessments and under what classification of services to determine how to access, use, and disclose the data.  Health risk assessments may be carried out in a variety of methods.  Limited examples are as follows:
· Directly by the employer with all subsequent control of information maintained by the employer.

· Directly by the employer’s health plan with all subsequent control of information maintained by the health plan.

· Outsourced to a healthcare provider which may provide the services:

· As a covered entity with all health information subject to HIPAA Privacy and Security Rule standards, as well as other federal and state health record regulations.
· As a carved out “hybrid” entity which is not considered part of the covered entity and is not subject to HIPAA Privacy and Security Rule standards and may or may not be subject to other federal and state health record regulations.

· Outsourced to an entity which does not meet the classification of a healthcare provider (e.g., organization which specializes in developing and analyzing data collection tools, surveys, assessments, etc.; may or may not include healthcare providers on staff; does not classify entity as a healthcare provider).
Prior to carrying out health risk assessments, the sponsoring organization should determine in advance who owns the information, how will the information be accessed and used internally, and if and how the information will be disclosed externally.  In addition, the sponsoring organization must be aware of applicable federal and state health record privacy regulations and how they impact the use and disclosure of health risk assessments.

Definitions Applicable to Health Risk Assessments:
Data Aggregation:  Data aggregation means, with respect to protected health information created or received by a business associate in its capacity as the business associate of a covered entity, the combining of such protected health information by the business associate with the protected health information received by the business associate in its capacity as a business associate of another covered entity, to permit data analyses that relate to the health care operations of the respective covered entities.

Health Care Operations:  Any of the following activities of the covered entity to the extent that the activities are related to covered functions, and any of the following activities of an organized health care arrangement in which the covered entity participates: conducting quality assessment and improvement activities, including outcomes evaluation and development of clinical guidelines, population-based activities relating to improving health or reducing health care costs, underwriting, premium rating, and other activities relating to the creation, renewal or replacement of a contract of health insurance or health benefits, and ceding, securing, or placing a contract for reinsurance of risk relating to claims for health, customer service, including the provision of data analyses for policy holders, plan sponsors, or other customers, provided that protected health information is not disclosed to such policy holder, plan sponsor, or customer (limited definition).
 

Standard for De-identification of Protected Health Information: Health information that does not identify an individual and with respect to which there is no reasonable basis to believe that the information can be used to identify an individual is not individually identifiable health information.

Summary Health Information:  Summary health information means information, that may be individually identifiable health information, and: 1) that summarizes the claims history, claims expenses, or type of claims experienced by individuals for whom a plan sponsor has provided health benefits under a group health plan; and 2) from which the information described at § 164.514(b)(2)(i) has been deleted, except that the geographic information described in § 164.514(b)(2)(i)(B) need only be aggregated to the level of a five digit zip code.

FREQUENTLY ASKED QUESTIONS – HEALTH RISK ASSESSMENTS
NOTE:  Please refer to Addendum A:  “Checklist of Questions to be Considered When Establishing Occupational Health Services.”  Many of these frequently asked questions arise after a program has been established without determining types of services, access requirements, record ownership, regulatory impact, etc.   Failure to establish this information in advance makes it very difficult to answer these types of questions and is often frustrating to entities believing they have access and ownership rights.

1.  Who owns the information provided by participants in a health risk assessment?

RESPONSE:  The answer to this question will depend on what type of entity is providing these services and under what conditions.  For example, if a healthcare provider is providing this type of occupational health services, the provider would “own” the patient protected health information/health records, but the patient/participant would “own” the information contained in the health records and all federal and state patient health record disclosure laws would apply.  

If the provision of occupational health services results in the authorized disclosure of patient protected health information/health records to the sponsor, plan, and/or employer, upon receipt, the entity would be the owner of the information received. 
If the provision of occupational health services results in the development of aggregate data to be disclosed to the sponsor, plan, and/or employer, once received, this information would be owned by the entity receiving the aggregate data. 
2.  Depending on ownership of the health risk assessment participant information, what state and federal regulations are applicable for use and disclosure?

RESPONSE:  The answer to this question will depend on what type of entity is providing the services and under what conditions.  A healthcare provider would be subject to all federal and state laws addressing the creation, management, and retention of patient health records.  A payor may be subject to the same, but with additional requirements for the management of payer records.  The whitepaper has attempted to address key federal and state laws, but may not be all-inclusive.
3.  When can the owner of the health risk assessment participant information share the information with external parties (e.g., health plans, employers, providers, participants, etc.)?
RESPONSE:  Information may only be shared with other external parties in compliance with federal and state laws as well as the terms of the arrangement and the conditions of disclosure authorized by the participants.  Information that has been aggregated and/or otherwise de-identified generally will not require participant authorization.  Information that includes identifying information should only be shared with participant authorization/agreement. 

4.  When does the information to be shared regarding health risk assessments need be de-identified or aggregated?

RESPONSE:  When there is disclosure that is not authorized by the participant or not in compliance with the terms of the arrangement.  The disclosure of de-identified or aggregate data should be limited to minimum necessary information.
5.  May a health plan disclose to a sponsor (employer) whether an employee/plan participant has completed a health/wellness assessment?  Would this decision be impacted by the employer-provided incentives or premium discounts for participation?

RESPONSE:  When the employee/participant has agreed to the terms of the health risk assessment and has elected to complete the assessment, the completion status can be disclosed to the sponsor.  This would not be impacted by incentives or premium discounts for participation.
6.  If an occupational health services provider promotes a wellness activity such as a smoking cessation or weight loss class, can the provider report employee/plan participant participation to the health plan?  To the employee/participant’s employer?
RESPONSE:  This information should not be disclosed without the authorization of the employee/participant.

7.  May a participant in a health risk assessment later request an amendment to or a restriction of the assessment information?
RESPONSE:  Information created and maintained by a covered entity (e.g., healthcare provider, health plan), is subject to the HIPAA Privacy Rule which allows a patient to request an amendment and/or a restriction of access to his or her protected health information, as well as exercise all other privacy rights.
8.  When is a “Wellness Coordinator” considered a healthcare provider?
RESPONSE:  When the coordinator is recognized as a healthcare provider, or is working under the supervision of a healthcare provider, under Wisconsin Law 146.81(1) which describes categories of healthcare providers, including, but not limited to:  licensed nurse, chiropractor, dentist, physician, podiatrist, physical therapist, certified occupational therapist, occupational therapy assistant, physician assistant, respiratory care practitioner, dietician, licensed optometrist, certified acupuncturist, licensed psychologist, certified social worker, marriage and family therapist, professional counselor, licensed speech language pathologist, audiologist, partnership or corporation of any providers listed above.

RESPONSE:  When the coordinator is recognized as a healthcare provider, or is working under the supervision of a healthcare provider, under Wisconsin Law 146.81(1) which describes categories of healthcare providers, including, but not limited to:  licensed nurse, chiropractor, dentist, physician, podiatrist, physical therapist, certified occupational therapist, occupational therapy assistant, physician assistant, respiratory care practitioner, dietician, licensed optometrist, certified acupuncturist, licensed psychologist, certified social worker, marriage and family therapist, professional counselor, licensed speech language pathologist, audiologist, partnership or corporation of any providers listed above.  
9.  Should anything different be done to protect the privacy of participants of smaller health plans (say under 50 employees) which are provided occupational health services to prevent employers from determining an employee’s health status based on deduction from the small population size?

RESPONSE:  From a regulatory perspective there does not seem to be any indication that size of the plan would have an impact.  However, the provider of the services may want to consider informing participants of the potential risk of disclosure/identification when participating in a small population group.  Additionally, the provider may want to consider obtaining an authorization from the participations for disclosure of aggregate/de-identified results.
� Providers of occupational health services may also include those persons/entities that are not considered healthcare providers or covered entities.  Providers of these services are not creating health records or patient protected health information (PHI); may be a business associate of covered entity.


� 45 CFR § 160.103 (HIPAA Privacy Rule).


� 29 CFR § � HYPERLINK "http://www.osha.gov/pls/oshaweb/owalink.query_links?src_doc_type=STANDARDS&src_unique_file=1910_1020&src_anchor_name=1910.1020(c)(5)" �1910.1020(c)(5)� (OSHA)


� Employee health records may also be referred to as “occupational health records.”  However, this terminology may become confusing if the organization offers occupational health services to other patients/employer clients.    


� 45 CFR § 160.103


� 45 CFR § 160.103


� WI § 146.81(1) Defines the categories of “health care provider” by categories.


� 45 CFR § 164.504


� 45 CFR § 164.501


� WI § 146.82 and 83 governs confidentiality and access of patient protected health information and the need for patient authorization by healthcare providers.  Those persons or organizations providing occupational health services that are not healthcare providers are encouraged to address disclosure as part of operations and may consider developing an authorization.”


� “Role of Occupational and Environmental Health Nurses and Nurse Case Managers in Protecting the Confidentiality of Health Information, AAOHN, AAOHN Position Statement, Revised October 2006 @ 


� HYPERLINK "http://www.aaohn.org/practice/positions/upload/Confidentiality_Position_Statement_1006.pdf" ��http://www.aaohn.org/practice/positions/upload/Confidentiality_Position_Statement_1006.pdf�.


� 45 CFR § 164.514(d), § 164.308


� 45 CFR § 164.508(b)(4).


� WI Stat 146.82(3)(a-b), 448.03(5)(b)1


� HIPAA Privacy & Security Rule Provisions:  Notice of Privacy Practices, Privacy Rights, Administrative, Technical, and Physical Security Safeguards, Right to File Privacy Complaint w OCR, etc.  Of note, Providers of occupational health services may also include those persons/entities that are not considered healthcare providers or covered entities (e.g., providing wellness assessments, health risk surveys, etc.).  Providers of these services are not creating health records or patient protected health information (PHI); may be a business associate of covered entity.


� Refer to HIPAA COW Whitepaper on Management of Employee Health Records Available at � HYPERLINK "http://www.hipaacow.org" ��www.hipaacow.org�.





� 45 CFR § 164.501


� 45 CFR § 164.501


� 45 CFR § 165.514(b)


� 45 CFR § 165.504


� Additionally, HIPAA identifies a health care provider as defined in 1861(u) of the Act, 42 U.S.C.1395x(u).  This definition includes physicians and a myriad of other providers.
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