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* * * *

Background on the Need for the National Provider Identifier (NPI) Information Exchange Agreement (NIEA) Between Two Parties

A NPI Information Exchange Agreement (NIEA) is used voluntarily between two organizations that wish to do Information Exchange of NPI(s).  It’s not required by HIPAA or any legislation.  It is meant for two parties who are exchanging the NPI of individual provider’s or Type II Organizational NPIs and appropriate uses.  For some organizations, which have contracts with an entity they’re doing information exchange and that contract covers similar provisions a NIEA would, a NIEA may not be needed.  It is up to each organization that is conducting information exchange of NPIs whether they feel a NIEA is necessary or not.  

Many of the definitions on terms used in this background can be found in the Example of a NIEA.

Although provider numbers (Also known as other legacy identifiers) in the past were public and easily accessible, many feel the NPI should be handled differently.  Often times, legacy numbers are either numbers that belonged or were associated with only that particular health plan’s or provider’s organization.  There have been instances in the past, when UPINs, DEA Numbers or other identifiable data was publicly accessible, there was potential for fraud, abuse or even identity theft.

The NPI identifies either an individual provider (Type I) or an organizational provider/subparts (Type II), regardless of any relationship, what state the provider is located in and so forth, it is truly a national identifier and belongs to either that individual provider or Type II Organization.  From the Federal Register / Vol. 69, No. 15 / Friday, January 23, 2004 / Rules and Regulations, Page 3445:  “Covered health care providers must disclose their NPIs to other entities that need those health care providers’ NPIs for use in standard transactions.”  So an individual provider, if requested, will then need to disclose his/her NPI and if a Type II Organization is asked, then they must disclose its NPI(s).  
Organizations may find a need to address Privacy and Security of the individual provider’s NPI or the Organizational Type II NPI(s).  The NIEA is used for two parties agreeing on appropriate use and disclosure of the NPI once the information is exchanged.  There are many instances, which an individual provider is part of a larger organization, or is employed by a provider organization or system.  The organization does not own the individual provider’s NPI and thus is not required to disclose this information.  The use of a NIEA is so that the organization can disclose the individual provider’s NPI, if that provider has a working relationship with that organization and has allowed them to act on their behalf on disclosing the NPI when needed.

Example of a NATIONAL PROVIDER IDENTIFIER (NPI) INFORMATION EXCHANGE AGREEMENT (NIEA)

TO SHARE NPI(s) BETWEEN COVERED ENTITIES AND/OR TRADING PARTNERS


THIS AGREEMENT, dated as of ____________, is between ____________, a _______________ corporation with its principal offices at ____________ ("Sender" and/or “Receiver”) and ____________, a ____________ corporation with its principal offices at ____________ ("Sender" and/or “Receiver”).

RECITAL


Sender and Receiver wish to establish procedures whereby the parties may transmit and receive NPI(s) and NPI Information in agreed formats between each party.

AGREEMENTS


In consideration of the Recitals and the mutual agreements that follow, the parties agree as follows:

1. Definitions:

a. Disclosure - The release or distribution to an outside individual or organization of NPI-related information, regardless of the source, whether the information is about internal components or individuals that are part of the organization releasing the information, or about external individuals or organization providers.

b. Entity Types - For the purpose of implementing and maintaining the NPI, (i.e. enumeration purposes) providers are delineated as two types of entities.  An Entity type code is a data element that categorizes providers for the purpose of NPI assignment.
c. Entity Type 1 – A health care provider who is an individual human being and is eligible for only one NPI.  This includes but is not limited to physicians, nurses, dental hygienists, pharmacists, and physical therapists all meet this definition.  Type 1 entities are frequently referred to as Individual Providers.


d. Entity Type 2 – A (non-person) health care provider.  This includes but is not limited to provider organizations such as hospitals, clinics, home health agencies, long-term care facilities, hospice programs, DME suppliers, and group practices.  An Entity Type 2 includes incorporated individuals and subparts of a health care organization.  


e. Health Care Operations (45 CFR §160.501 & 160.506) 
Any of the following activities of the covered entity to the extent that the activities are related to covered functions, and any of the following activities of an organized health care arrangement in which the covered entity participates: 
(1) Conducting quality assessment and improvement activities, including outcomes evaluation and development of clinical guidelines, provided that the obtaining of generalizable knowledge is not the primary purpose of any studies resulting from such activities; population-based activities relating to improving health or reducing health care costs, protocol development, case management and care coordination, contacting of health care providers and patients with information about treatment alternatives; and related functions that do not include treatment; 
(2) Reviewing the competence or qualifications of health care professionals, evaluating practitioner and provider performance, health plan performance, conducting training programs in which students, trainees, or practitioners in  areas of health care learn under supervision to practice or improve their skills as health care providers, training of non-health care professionals, accreditation, certification, licensing, or credentialing activities; 
(3) Underwriting, premium rating, and other activities relating to the creation, renewal or replacement of a contract of health insurance or health benefits, and ceding, securing, or placing a contract for reinsurance of risk relating to claims for health care (including stop-loss insurance and excess of loss insurance), provided that the requirements of § 164.514(g) are met, if applicable; 
(4) Conducting or arranging for medical review, legal services, and auditing functions, including fraud and abuse detection and compliance programs; 
(5) Business planning and development, such as conducting cost-management and planning-related analyses related to managing and operating the entity, including formulary development and administration, development or improvement of methods of payment or coverage policies; and 
(6) Business management and general administrative activities of the entity, including, but not limited to: 
(i) Management activities relating to implementation of and compliance with the requirements of this subchapter; 
(ii) Customer service, including the provision of data analyses for policy holders, plan sponsors, or other customers, provided that protected health information is not disclosed to such policy holder, plan sponsor, or customer.  

(iii) Resolution of internal grievances; 
(iv) Due diligence in connection with the sale or transfer of assets to a potential successor in interest, if the potential successor in interest is a covered entity or, following completion of the sale or transfer, will become a covered entity; and 
(v) Consistent with the applicable requirements of §164.514, creating de-identified health information, fundraising for the benefit of the covered entity, and marketing for which an individual authorization is not required as described in § 164.514(e)(2).

f.  Information Exchange: The ability of an individual or organization to disclose or distribute NPIs and NPI-related information to another individual or organization. 

g. Legacy Provider Number:  Provider numbers that are specific to a health plan. Sometimes the legacy provider number is called proprietary provider numbers.  Federal Tax ID and SSN are not legacy numbers as they are used for Tax purposes.   
Legacy provider identifiers examples are, but not limited to:
• Online Survey Certification and Reporting (OSCAR) system numbers;
• National Supplier Clearinghouse (NSC) numbers;
• Provider Identification Numbers (PINs); 
• Unique Physician Identification Numbers (UPINs) used by Medicare;
• Medicaid Provider Numbers; and
• Blue Cross Blue Shield Numbers

h. National Provider Identifier (NPI) (45 CFR § 162.406) – A standard unique health identifier used to identify healthcare providers in standard HIPAA transactions.  It is a 10-position numeric identifier with a check digit in the 10th position, and no intelligence about the health care provider in the number. 
i. NPI Information:  This is described as both the actual NPI number of an Entity Type as well as certain NPI-related information about the Entity.
j. Use - The internal access to, and use of NPI-related information (regardless of the source) by staff or an organization for business operations.

2. Information Exchange of the NPI(s) and NPI Information:  The Sender and Receiver shall agree upon:

a. The method(s), 

b. Formats, and

c. Communication Protocol.


3. Prohibition on Unauthorized Use or Disclosure of NPI(s):  Receiver shall not use or disclose any NPI(s) Entity Types received from or on behalf of the Sender except as permitted or required by the Agreement or as required by law or as otherwise authorized in writing by Sender.

4. Use and Disclosure of NPI:  Except as described in Section 4, Receiver may use or disclose NPI only for the following purpose(s): 

[If there is anything specific other than what is indicated in Section 4 for an organization, they would include that.  If nothing other than listed in 4, then this can be removed.] 

5. Use of NPI for Certain Receiver’s Operations:  Receiver may use and/or disclose NPI to the extent necessary for Receiver’s proper management and administration, or to carry out Receiver’s legal responsibilities, only if: 

a. The disclosure is required by law; or 

b. As required in order to conduct treatment, payment and/or Health Care Operations as defined; or

c. Receiver obtains reasonable assurances, evidenced by written contract, from any person or organization to which Receiver shall disclose the NPI(s) that such person or organization shall:  

(i) Hold such NPI(s) in confidence and use or further disclose it only for the purpose for which Receiver disclosed it to the person or organization, or as required by law; and 

(ii) Notify Receiver, who shall in turn promptly notify Sender, of any instance which the person or organization becomes aware of in which the confidentiality of such NPI(s) was breached.

6. Safeguarding of NPI(s):  Receiver shall develop, implement, maintain, and use appropriate administrative, technical, and physical safeguards to prevent the improper use or disclosure of all NPI(s), in any form or media, received from or created or received by Receiver on behalf of, Sender.  Receiver shall document and keep these security measures current. 

7. Subcontractors and Agents:  If Receiver provides any NPI(s) which was received from, or created for, Sender to a subcontractor or agent, then Receiver shall require such subcontractor or agent to agree to the same restrictions and conditions as are imposed on Receiver.  This may be accomplished through a Business Associate agreement or other written/signed agreement between the Receiver and their subcontractor or agent. 

8. Maintenance of the Security of Electronic Information:  Receiver shall develop, implement, maintain, and use appropriate administrative, technical and physical security measures to preserve the confidentiality, integrity and availability of all electronically maintained or transmitted Health Information received from, or on behalf of, Sender which pertains to an Individual. Receiver shall document and keep these security measures current and available for inspection, upon request. Receiver’s security measures must be consistent with HIPAA’s Security regulations, Title 45, Part 142 of the Code of Federal Regulations (“Security Rule”).
9. Access to NPI: At the direction of Sender, Receiver agrees to provide access to any NPI(s) held by Receiver which Sender has determined to be part of Sender’s Information Exchange, in the time and manner designated by Sender. This access will be provided to Sender or, as directed by Sender, to an Individual.

10. Reporting of Unauthorized Disclosures or Misuse of NPI(s):  Receiver shall report to Sender any use or disclosure of NPI(s) not authorized by this Addendum or in writing by Sender.  Receiver shall make the report to Sender’s designate contact, not less than 48 hours after Receiver learns of such use or disclosure.  Receiver’s report shall identify:  

a. The nature of the unauthorized use or disclosure,

b. The NPI(s) used or disclosed,

c. Who made the unauthorized use or received the unauthorized disclosure,

d. What the Receiver has done or shall do to mitigate any deleterious effect of the unauthorized use or disclosure,

e. What corrective action Receiver has taken or shall take to prevent future similar unauthorized use or disclosure,

f. Receiver shall provide such other information, including a written report, as reasonably requested by Sender’s designated contact.   


11. Mitigating Effect of Unauthorized Disclosures or Misuse of NPI(s):  Receiver agrees to mitigate, to the extent practicable, any harmful effect that is known to Receiver of a misuse or unauthorized disclosure of NPI(s) by Receiver in violation of the requirements of this Agreement. 


12. Return or Destruction of NPI(s):  If this Agreement is terminated or canceled, Receiver shall extend the protections of this Addendum to NPI(s) received from or created on behalf of Sender, and limit further uses and disclosures of such NPI(s), for so long as Receiver maintains the NPI(s).  It is understood that the NPI(s) data cannot be destroyed as it may be tied to Protected Health Information (PHI). 

13. The term of this Agreement, which is the actual length of time during which the information may be disclosed, shall expire _____years from the date of acceptance of this Agreement by Sender and Receiver, whichever is the last to accept this Agreement.

14. The obligations of this Agreement with respect to confidentiality, non-use and nondisclosure shall expire two (2) years from the date of expiration of this Agreement.

15. Designated Contacts for Sender and Receiver:  In the case for reporting disclosure or termination of this agreement, the contact for the Sender and Receiver, along with methods to contact them are below:


SENDER: 




RECEIVER:






Address:  _________________________
Address:______________________        __


City, State Zip Code:________________
City, State Zip Code:_____________         


Phone:  __________________________
Phone:  __________      ______________   _

E-mail:  


         
   
E-mail:  



         
   

IN WITNESS WHEREOF, each of the undersigned has caused this Addendum to be duly executed in its name and on its behalf.

SENDER 




RECEIVER

By:  ____________________________
By: _______________________        __


Title:  __________________________
Title:  ______________________         


Date:  __________________________
Date:  ________________________   _ 
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