MEMORANDUM

TO:



FROM:


DATE:



SUBJECT:
TRACKING THE FLOW OF PROTECTED HEALTH INFORMATION
The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is presenting yet another new challenge to our organization.  HIPAA charges us to new levels of accountability in the areas of privacy and security.  As part of our compliance efforts, we need to carry out a thorough review of our processes, within a defined timeline, as they relate to how we manage the protected patient health information of the patients we serve.  By April of 2003, we must be compliant with the “Privacy” standards as set forth by HIPAA. This survey is a critical first step in assessing our compliance with HIPAA.  Please be as complete as possible.  
Thank you for your help with this project.  If I can provide further information or assist you in any way, please do not hesitate to contact me.  I will be more than happy to help you work through this questionnaire if you have questions or need assistance.  It is important that this questionnaire be returned to me by no later than 00/00/02.
TRACKING THE FLOW OF PROTECTED HEALTH INFORMATION

As part of our compliance efforts in meeting the HIPAA regulations, it is necessary for us to identify and track the flow of protected health information throughout our departments and organization.  We need your help with this process.  Please review and complete this questionnaire.  If you have any questions or would like assistance with this task, please contact __________________, Privacy Officer at extension _____ to set up a meeting.   

Department ________________________________
Director ______________________________________

Name/telephone number of person completing this questionnaire: ______________________________________________

	PART I: PATIENT-IDENTIFIABLE DATA – WHAT IT IS


Protected health information covers “patient-identifiable data” which includes any of the following elements; please check off what information your department collects, transfers, or works with:

	· Name

· Address (Street, City, State, Zip)

· Names of Relatives

· Names of Household Members

· Name of Employer(s)

· Birth Date

· Social Security Number

· Telephone/Fax Numbers

· E-Mail Addresses

· Medical Record Number

· Admission/Discharge Dates

· Account Number

· Health Plan Identification/

            Beneficiary Number


	· Date of Death

· Certificate/License Number

· Vehicle/Device Serial Number (including license plate number)
· Internet Protocol (IP) Addresses

· Web Addresses

· Biometric Identifiers (finger or voice prints)

· Photographs/Videos (Patient Identifiable)

· Credit Card Numbers

· Prescriptions

· Medical Record Documents

· Diagnostic Documents/Images

· Claims/Accounts

	· 
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Does your department handle patient-identifiable data in any of the following ways?  Please check all that apply:

· Create new information in electronic or paper-based records such as medical record documents, departmental notes, departmental data bases, clinical systems (lab, x-ray, EKG, etc.), systems used in business operations such as appointments, scheduling, billing, charging, census, patient location, etc.

· Modify information created by others

· Review information created by others

· Transfer information to another department within the organization

· Receive information from another department within the organization

· Receive information from persons or entities outside the organization

· Disclose information to persons or entities outside the organization

· Maintain information in electronic or paper-based records

· NOT APPLICABLE:  This department does not handle patient-identifiable data.  Skip to PART III of this form.

PART II:  TRACKING FLOW OF PATIENT IDENTIFIABLE INFORMATION

Please complete the applicable sections below for EACH of the functions checked in PART 1.  Two sections have been allowed for each category.  Additional pages are available if needed.

A.  CREATE NEW INFORMATION
	CREATE NEW INFORMATION

	What is Created?
	· Demographics

· Schedules/Appt Logs

· Medical Record Documents
	· Charges/Claims

· Diagnostic Results

· Other:

______________________________

	Who Creates This Information (Name/Job Title):
	

	Please describe how this information is created, including the source of the information:


B.  MODIFY INFORMATION
	MODIFY INFORMATION

	What is Modified?
	· Demographics

· Schedules/Appt Logs

· Medical Record Documents
	· Charges/Claims

· Diagnostic Results

· Other:

______________________________

	Who Modifies This Information (Name/Job Title):
	

	Please describe how this information is modified, including the reasons for making the modifications:


C.  REVIEW INFORMATION
	REVIEW INFORMATION

	What is Reviewed?
	· Demographics

· Schedules/Appt Logs

· Medical Record Documents
	· Charges/Claims

· Diagnostic Results

· Other:

______________________________

	Who Reviews This Information (Name/Job Title):
	

	What is the purpose of the review?

	· Patient Care

· Departmental Audit/QA

· Charges/Claims Review

· Performance Improvement Activity
	· Patient Satisfaction/Risk Management

· Record Completion

· Other:

____________________________________________


D.  TRANSFER INFORMATION - WITHIN THE ORGANIZATION

	TO WHICH OTHER DEPARTMENTS IS INFORMATION TRANSFERRED?

	Department:
	

	What is Transferred?
	· Clinical Information

· Demographic Information
	· Charge/Claim Information

· Other:

______________________________

	Who Transfers It?
	
	

	How is it Transferred?

	· Original Document/Paper-Based Records (medical record)

· Copies of Documents/Paper-Based Records (medical record)

· Fax
	· E-Mail

· Diskette/CD/Tape

· Telephone/Voice Mail

· Other:

____________________________________________


E.  RECEIVE INFORMATION – WITHIN THE ORGANIZATION
	FROM WHICH DEPARTMENTS IS INFORMATION RECEIVED?

	Department:
	

	What is Received?
	· Clinical Information

· Demographic Information
	· Charge/Claim Information

· Other:

______________________________

	Who Receives It?
	

	How is it Received?

	· Original Document/Paper-Based Records (medical record)

· Copies of Documents/Paper-Based Records (medical record)

· Fax
	· E-Mail

· Diskette/CD/Tape

· Telephone/Voice Mail

· Mail

· Other: ______________________________________

	What is Done with the Information?


F.  RECEIVE INFORMATION – OUTSIDE THE ORGANIZATION - 
Is your FAX machine located in a secure area away from patients and general traffic?   Yes     No

	FROM WHAT OTHER SOURCES IS INFORMATION RECEIVED?

	Source:
	

	What is Received?
	· Clinical Information

· Demographic Information
	· Charge/Claim Information

· Other:

______________________________

	How is it Received?

	· Original Document/Paper-Based Records (MEDICAL RECORD)

· Copies of Documents/Paper-Based Records (MEDICAL RECORD)

· Fax
	· E-Mail

· Diskette/CD/Tape

· Telephone/Voice Mail

· US Mail

· Other: ______________________________________

	Who Receives It?
	

	What is Done with the Information?


G.  RELEASING/DISCLOSING INFORMATION - OUTSIDE THE ORGANIZATION
	TO WHAT OTHER SOURCES IS INFORMATION DISCLOSED?

	Person/Org. to Which Information is Disclosed :
	

	What is Released?
	· Clinical Information

· Demographic Information
	· Charge/Claim Information

· Other:

______________________________

	Who is Releasing It?
	

	What is the Purpose of the Disclosure:
	

	How is it Released?

	· Original Document/Paper-Based Records (MEDICAL RECORD)

· Copies of Documents/Paper-Based Records (MEDICAL RECORD)

· Fax
	· E-Mail

· Diskette/CD/Tape

· Telephone/Voice Mail

· US Mail

· Other: _______________________________________

	How is this Release/Disclosure Authorized?

· Written Patient Authorization

· Verbal Patient Authorization

· Ongoing Patient Care/Continuity of Care

· Required by Law/Regulation

· Authorization or Contract Exists to Support Disclosure (where is it kept: ___________________)

· Approved by Institutional Review Board

· Other: ____________________________________________



	Where is it Maintained?

	How Long is it Maintained?

	How is it Discarded/Destroyed?


H. MAINTAINING INFORMATION

	WHAT INFORMATION IS MAINTAINED BY YOUR DEPARTMENT?

	What is Maintained?
	· Clinical Information

· Demographic Information
	· Charge/Claim Information

· Other:

______________________________

	How is it Maintained (format)?

	· Original Document/Paper-Based Records (MEDICAL RECORD)

· Copies of Documents/Paper-Based Records (MEDICAL RECORD)

· Departmental Logs
	· Computer-Based Records

· Diskette/CD/Tape

· Telephone/Voice Mail

· Images/Films/Photographs/Videos

· Departmental Data Bases

· Microfilm/Fiche

	Where is it Maintained?

	How Long is it Maintained?

	How is it Discarded/Destroyed?


	PART III: AGGREGATE PATIENT DATA


Definition:  Aggregate patient data is grouped patient information/data that does not identify individual patients.  
Does your department handle aggregate patient data in any of the following ways?  Please check all that apply:
· Create new aggregate data
· Review aggregate data created by others
· Transfer aggregate data to another department within the organization
· Receive aggregate data from another department within the organization
· Receive aggregate data from persons or entities outside the organization
· Disclose aggregate data to persons or entities outside the organization
· NOT APPLICABLE:  This department does not handle aggregate patient data.  Return form to Privacy Officer
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