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From the email chat rooms of the American Association of Physicians and Surgeons:

Email #1:
"Non-Covered Status Saves Me $20,000, Risk, Betrayal.  Thanks to AAPS lawsuit of CMS about HIPAA dictates, which elicited this, I figure I am saving:

1. Over $20,000 for hardware, software, courses, staff time, courses, updates, etc.,

2. Risk of $250,000 fines, lawyer fees and imprisonment (as AAPS meeting attendees testified last week)

3. Betrayal of patient privacy, contrary to our oath.

4. Ill-health from anger at the oppression (AAPS action and support more comforting than a tranquilizer)

I am forwarding this to all my physician friends, and hope you-all will, too.

I am, as Jane predicts, above, doing well without Medicare or Medicaid. I'm gradually eliminating all insurers."

Email #2:
. . . Government requires through HIPAA that it be able to access (health) data, and imposes harsh sanctions for harmless violations of regulations. That is far too high a price to pay.  . . . 

Email #3:
. . . Is there any question that hospital attorneys will pressure physicians to change (hospital) bylaws (to require all physicians to be covered entities)?  Does anyone truly believe that medical staff bylaws are designed or significantly influenced by conscious physicians? Certainly NO hospital attorney believes this.  . . .

A. Introduction 
One of the more complicated aspects of HIPAA compliance for hospitals is that related to the medical staff.  On the one hand, the medical staff is critical to the successful implementation of HIPAA by a hospital.  One the other, the medical staff tends to be independent, not particularly well organized, perhaps quite geographically dispersed, frequently purposefully ignorant of HIPAA and, sometimes, hostile to the basic concepts of HIPAA.  The result is that the hospital compliance officer faces substantial difficulties in convincing the medical staff to cooperate with HIPAA implementation measures, in educating the staff about HIPAA issues, and in providing proper HIPAA notice to the patients at the hospital.

The first step is to obtain medical staff buy-in to HIPAA.  Even if you have not yet gotten that, it is not too late.  There are steps that you can take and strategies to employ to get the staff more interested in implementing HIPAA.  The second step is to decide just how to proceed with medical staff education.  Buried in this is the question of whether or not you should create medical staff education, but that is probably necessary to ensure that your medical staff follows the in-hospital HIPAA implementation policies and procedures.  Once you decide to train the staff, the next question is how to go about doing it.

The third step is to decide how you are going to go about the process of providing the notice of privacy practices for inpatients.  There are various structures that can be employed, although most hospitals have opted for the organized health care arrangement in order that a single notice can be used, supplied by the hospital at the time of admission, that will provide the necessary notice for both the hospital and medical staff.

B. Obtaining Staff Buy-in

The first thing to recognize is that a minority, in some cases a sizeable minority, of your physicians will be hesitant to cooperate in your HIPAA implementation.  The quotes above aside, for the most part that results from an ignorance, often willful, of HIPAA generally but not from a purposeful desire to sabotage the process.  The reality is that most physicians have little or no interest in HIPAA and quietly hope it will just go away.  

In dealing with medical staffs in general an issue like HIPAA, as is the case with conversion to electronic medical records and other fundamental changes to the way medicine is practiced in the hospital, it is critical to find physician leaders who will take charge of the medical staff.  Physicians are a lot more likely to listen to peers than to hospital administrators.  These leaders do not necessarily need to be the current medical staff leadership, but physicians who have given evidence of having a strong opinion in favor of HIPAA implementation.  Depending on the situation, it may even be a consideration that these peer leaders be compensated for their time spent in the implementation process.

C. Medical Staff Education

The medical staff will have to be educated in the hospital policies and procedures implementing HIPAA.  Even though the staff is not, for the most part, members of the hospital workforce, their behavior is essential to hospital compliance with HIPAA.  Therefore, some effort at providing HIPAA education is needed.  As stated, most physicians are likely to be unfamiliar with anything other than basic generalities about HIPAA and may even hold some important erroneous ideas about HIPAA, so the education should be started at an elementary level.  While discussing most aspects of HIPAA generally, detail should be provided only on the portions of the process most directly applicable to the clinical practice of medicine, including the notice of privacy practices and the OHCA concept, should you be using that device.

It is not unreasonable to seek CME credits for these sessions, but both improves turnout and emphasizes the importance of the subject matter.  

D. Implementation Strategies

A major issue confronting hospitals in terms of HIPAA and the medical staff is the organizational structure that the two decide to use vĭs a vĭs HIPAA.  While the choice could be no interconnected structure, there are reasons why some structure, particular the OHCA, should be strongly considered.

Certainly, a medical staff and a hospital can implement HIPAA in a completely separate organizational fashion.  Both the hospital and most of the medical staff will be covered entities, having responsibilities for providing authorizations and notices of their privacy practices to the same patient.  They can freely share PHI concerning their patients as long as it is for treatment, payment or operations without the need for any type of arrangement or business associate agreement, leaving aside for our present purposes the fact that if any member of the medical staff performs operational functions on behalf of the hospital, such as some type of medical review, a business associate agreement may be necessary.  But in terms of the clinical practice of medicine, there is no requirement that the two have any type of arrangement.

However, that may not the best choice.  First and foremost, it requires that the medical staff be aware of their HIPAA responsibilities and provide their new patients a notice of privacy practices at the time of their initial visit, which may take place at 2AM in the ER.  It also requires that joint non-treatment activities, such as peer review, be carefully evaluated to ensure that proper authorizations or business associate agreements have been obtained as needed for any release of PHI made in the review.  As a result of these sorts of difficulties, most hospitals are proceeding with some type of joint arrangement with the medical staff.

a. HIPAA compliance structures

Three types of compliance structures exist that may be used by hospitals and medical staffs.  


1.  Workforce
"Workforce" is defined by HIPAA as "employees, volunteers, trainees, and other persons whose conduct in the performance of work for a covered entity, is under the direct control of such entity, whether or not they are paid by the covered entity".  (§160.103)  Under this arrangement, the sharing of PHI is simplified, as there is no sharing with an outside entity.  For example, there is no need for a Business Associate agreement with any medical staff member who may perform non-treatment functions, as workforce members are excluded from the definition of Business Associate. 

There are concerns with this model.  One is that the hospital would take on the obligation to train all medical staff members fully in HIPAA, something that may be quite difficult with a large staff.  More importantly is the fact that the definition of workforce requires the hospital have a substantial degree of direct control over the medical staff in the performance of health care operations for the hospital.  Thus, the designation of medical staff members as “workforce” may be viewed as an acknowledgment of direct control, which might prove problematic in terms of liability, both for HIPAA violations but also for negligence claims in general.  By declaring that a substantial degree of "direct control" over the physician exists, a medical negligence plaintiff might argue that the hospital holds responsibility via this control for the medical negligence of the physician.  Similarly, it tightens the relationship between the members of the medical staff and could create similar liability issues for other physicians.

Therefore, the workforce designation will be appropriate only for those few physicians who are truly employees or trainees of the hospital.  On the other hand, it is unclear whether a physician employee must be considered a member of the workforce for the purposes of HIPAA or if it is possible for an employed physician to consider him or herself a covered entity in their own right and maintain the same relationship, such as via an OHCA, with the hospital as do the remaining members of the medical staff.

2.  Affiliated entities
An arrangement under HIPAA [§164.504(d)] that has limited utility with medical staffs, affiliated entity status requires common ownership or control.  “Common ownership” is defined as existing if an entity or entities possess an ownership or equity interest of 5% or more in another entity.  The decision to align as an affiliated entity must be documented in a writing and retained.  Once the designation has taken place, the affiliated covered entities may adopt a single NPP for all participating affiliates.  However, each affiliated entity must comply with all requirements concerning privacy, such as the minimum necessary rule, when disclosing PHI to another affiliated entity.

Other than the unified NPP, there is little to offer here as no other HIPAA requirements are waived or combined.  Moreover, few physician practices are sufficiently owned or controlled by a hospital to consider this option.

3.  Organized Health Care Arrangement

The OHCA structure is available for use by a variety of different entities that interact significantly in the delivery of health care.  The definition lays out the organizational relationships that are necessary to form an OHCA:

· A clinically integrated care setting in which individuals typically receive health care from more than one clinical provider

· An organized system of health care in which more than one covered entity participates, and in which the participating covered entities:

1. Hold themselves out to the public as participating in a joint arrangement; and

2. Participate in joint activities that include at least one of the following:



a. Utilization review


b. Quality assessment and improvement activities

c. Payment activities

· A group health plan and a health insurance issuer or HMO with respect to such group health plan, but only with respect to PHI created or received by such health insurance issuer or HMO that relates to individuals who are or who have been participants or beneficiaries in the group health plans.

· A group health plan and one or more other group health plans each of which are maintained by the same plan sponsor

· The group health plans described just above and health insurance issuers or HMOs with respect to such group health plans, but only with respect to protected health information created or received by such health insurance issuers or HMOs that relates to individuals who are or have been participants or beneficiaries in any such group health plan

This designation was added in to the final privacy regulations in order to simply operations for certain arrangements in which participants need to share PHI about patients to manage what is really a common enterprise, whether clinical or administrative.  The two clinical definitions are meant to include both hospitals and their medical staffs (the first definition) and IPA and other such physician organizations (the second) that share a publicly declared joint arrangement.  

At least in the clinically integrated care setting, the regulations and the guidance documents indicate that the OHCA does not appear to require any formal designation; rather, it simply exists by virtue of the existence of the qualifying arrangement.  Therefore, HIPAA does not require any documentation as to the OHCA, nor does it require any documentation that is create be retained for any period.

a. Advantages to an OHCA
There are a variety of administrative simplifications obtained by the use of an OHCA.  The primary advantage is that an OHCA may utilize a joint NPP, a single NPP for all entities within the OHCA for their activities related to the OHCA.  However, this NPP has some requirements beyond the typical NPP, including the following:

· Agreement by the members as to common rules governing uses and disclosures of PHI

· An NPP statement that reasonably identifies all the participating entities

· An NPP statement that reasonably identifies all delivery sites

· An NPP statement that participating entities will share PHI as necessary for TPO related to the OHCA

· NPP otherwise satisfies all requirements of an NPP as for a single entity

Moreover, this joint NPP need only be distributed by a single member of the OHCA to serve as notice for all members.  Thus, the hospital and staff can take a significant step towards avoiding patient inconvenience in potentially receiving multiple Notices during a single hospital stay and avoiding the physician inconvenience by relieving them of the responsibility to provide a notice when seeing a patient for the first time in the hospital.

Moreover, the entities within an OHCA can share PHI freely amongst each other for all health care payment and operations purposes that are related to the OHCA, extending the ability for direct treatment providers to freely share PHI for treatment purposes [164.506(c)(5)].  This potential for release must, of course, be disclosed in the NPP.  It is important to keep in mind that there is the limitation on this free exchange of PHI for TPO purposes; it must be for purposes related to the OHCA.  Therefore, a physician cannot obtain PHI from a hospital-based OHCA for the purpose of billing for office visits, but she can do so for billing for hospital visits.

With an OHCA, the hospital does not need a BA agreement with a medical staff member when the purpose of a disclosure of PHI to such member relates to the joint activities of the OHCA.  However, one will still be needed for disclosures related to services the physician does on behalf of the hospital if not related to the OHCA, such as utilization review activities.   

b. Caveats 
i. Membership 
An OHCA is limited to covered entities.  As we are aware, some physicians are working to avoid covered entity status, while others may be non-covered entities as a matter of course.  As an example of this latter group, physicians whose practices are limited to typically non-medically necessary procedures and whom, as a result operate on a cash basis, as opposed to an insurance basis, for reimbursement will likely be non-covered entities.   It is unclear from the regulations and the guidance documents whose responsibility it is to ensure that only covered entities participate in the OHCA or what the result of a non-covered entity’s participation is.  It would seem perverse that the result of providing a notice of privacy practices for an entity that otherwise had no duty to inform its patients of their privacy rights would be a penalty.  

However, as this is unclear, there should be some degree of due diligence done in clarifying that all members are covered entities.  For those physicians who are not covered entities, there will have to be decisions made about both the hospital and the physicians provide the proper notice to the patient.  For example, the NPP the hospital uses for the OHCA probably should not be used for the patients of a physician not in the OHCA and a single entity NPP used in that situation.  Furthermore, procedures will need to be in place to ensure that PHI not be shared outside of that needed for treatment purposes.    

ii. Liability 

The risk of shared liability as the result of the creation of the OHCA is the great concern raised about the OHCA arrangement.  Of course, at this point, it is not known what the degree of risk is; that is, the likelihood that the courts would agree with an argument that this type of arrangement indicates some type of control or joint structure needed to establish a shared liability.  

Joint and several liability

The arrangement aspect of the OHCA gives at least the appearance of joint conduct, and thus the potential for joint and several liability concerns.  If joint and several liability were found among the members of the OHCA, a plaintiff could obtain compensation from any member of the OHCA.  



Apparent or ostensible authority

A slightly different version of shared liability.  In this setting, a superior entity, such as a hospital, can be held liable for the negligence of members of its medical staff if the public had reason to believe that the hospital had a significant degree of control over the physician.  This theory is already in use in several states in which it has resulted in hospitals being held liable for the actions of contractor emergency room physicians.  

Risk management

There are steps that can be taken to be protective in dealing with this risk.  However, one important note is the fact that both CMS and the OCR have indicated that the OHCA is a de facto arrangement, something that has been created by the regulations and does not require a conscious effort by the hospital or medical staff to create.  While this may mean that the risk is automatically in place, it is a fact that can also be used to argue that the OHCA is a creature of HIPAA and only HIPAA and that CMS had no authority to impose a structure that can have meaning beyond HIPAA.

The most important steps that can be taken in the creation of the OHCA is to document the arrangement in either the medical staff bylaws or hospital regulations, and delineate precisely the purpose and the extent of the OHCA.  In addition, the joint NPP should also reflect the fact that this joint document has no meaning beyond the limitations on the use of PHI within the OHCA.

As to where the arrangement is documented, some hospitals have chosen to do so in the medical staff bylaws, but others have decided that opening the bylaws for revision both potentially opens a can of worms in terms of other changes requested by the medical staff, or, at least, fear the process will be tedious and difficult.  As a result, some hospitals have opted to put the documentation of the OHCA in the hospital regulations, should appropriate regulations exist.  Either way, the documentation must make clear that the purpose of the OHCA is limited in scope to the purposes delineated in HIPAA.  The documentation should also make clear how a joint NPP is to be delivered and by whom.

iii. Miscellaneous issues 

1.   The hospital may want to (and probably should) educate the medical staff on the boundaries of the OHCA, lest the medical staff mistakenly assume that the OHCA satisfies all of the compliance obligations of the members for their offices or other practice locations.    

2.   An OHCA does not eliminate the need for BA agreements with all medical staff, for two reasons.  First, a BA agreement might still be necessary for disclosures that are made by a hospital to a medical staff member that do not pertain to the OHCA.  Second, 164.506(c)(5) only permits sharing of PHI for TPO purposes between CEs that participate in an OHCA.  Thus, to the extent any member of the medical staff is not itself a Covered Entity, the hospital still needs some sort of arrangement, such as a BA agreement with that member if the hospital is disclosing PHI to a non-covered entity physician for a payment or operational purpose.    

3.   It is possible for a hospital to be part of more than one OHCA with medical staff members.  One hospital may have a relationship with an HMO or other plan structure that would qualify as a OHCA under the second definition above (a joint arrangement to public that shares UR, QA or payment risk) which may include physicians who are employees of the HMO.  The hospital may then have other physicians who only qualify for an OHCA under the first definition, the clinically integrated setting.  This would probably require two joint NPPs, one for each OHCA, for patients admitted to the hospital, particularly if physicians are a part of each OHCA, so the a particular patient may be treated by members of both OHCAs.  
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