Slaying the HIPAA Dragon
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Introduction

Session Objectives

· Compare the changes between the proposed rule and the final rule

· Provide an overview on the final HIPAA Security Rule
· Discuss a suggested implementation strategy
· Offer examples of “best practices” of security within healthcare

· Provide resources for additional information and ideas

Comparison of the Rules
Security Rule Changes

· Removes the Electronic signature standards

· Parallels the Privacy Rule 

· Covers only electronic protected health information (More limited than Privacy Rule)

· Requires a minimum level of documentation that must be periodically updated and retained for six years from the date of its creation or the date when it last was in effect, whichever is later

Security Rule Changes
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Old vs. New Terminology

“24 Requirements”
“18 Standards”
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“69 Implementation Features”  

[image: image8.emf] 


“42 Implementation Specifications”


“20 Required” or “22 Addressable”

Security Rule Sections

§164.103 and §164.304 – Definitions 

§164.105 – Organizational requirements 

§164.306 – Security Standards: General Rules 

§164.308 – Administrative safeguards

§164.310 – Physical safeguards

§164.312 – Technical safeguards

§164.314 – Organizational requirements

§164.316 – Policies and procedures and documentation requirements

§164.318 – Compliance dates

Comparison of the Rules 

	Administrative Safeguards

	Old Proposed Rule
	New Final Rule

	Certification
	Incorporated into “Evaluation”

	Chain of Trust Partner Agreement
	Business Associate Contract

	Formal mechanism for processing records
	Removed

	Information Access Control
	Information Access Management

	Internal Audit
	Part of “Security Management Process”

	Personnel Security
	Workforce Security

	Security Configuration Management
	Removed

	Termination Procedures
	Part of “Workforce Security”

	Training
	Security Awareness and Training

	

	Physical Safeguards

	Old Proposed Rule
	New Final Rule

	Assigned Security Responsibility
	Moved to “Administrative Safeguards”

	Media Controls
	Device and Media Controls

	Physical Access Controls
	Facility Access Controls

	Policy/Guideline on Workstation Use
	Workstation Use

	Secure Workstation Location
	Workstation Security

	Security Awareness Training
	Moved to “Administrative Safeguards”

	

	Technical Safeguards

	Old Proposed Rule
	New Final Rule

	Access Control
	Access Control (no change)

	Audit Controls
	Audit Controls (no change)

	Authorization Control
	Removed

	Data Authentication
	Integrity

	Entity Authentication
	Person or Entity Authentication

	Communication/Network Controls
	Transmission Security


Overview of the Security Rule

Security Rule Timeline

· Originally Proposed Rule on August 12, 1998
· Final Rule published in Federal Register on February 20, 2003
· Compliance by April 21, 2005

· An extra year for small payers – Below $5 million: April, 2006

HIPAA Security Standards
· Administrative Safeguards (55%)
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12 Required, 11 Addressable

· Physical Safeguards (24%)

· 4 Required, 6 Addressable

· Technical Safeguards (21%)

· 4 Requirements, 5 Addressable

Key Concepts
· Responsibility must rest with one individual to ensure accountability

· Security standards extends to the members of a covered entity’s workforce even if they work at home such as transcriptionists

· Evaluation – Periodic review of technical controls and procedural review of the entity’s security program

· Documentation Retention – Six years from the date of its creation or the date when it last was in effect, whichever is later 

Key Concepts
· Risk Analysis – Determines the appropriate means of compliance

· Organizations have flexibility in determining their own technology choices to mitigate their risks

· Covered eternities must assess if an implementation specification is reasonable and appropriate
Addressable Implementation Specifications

“In meeting standards that contain addressable implementation specifications, a covered entity will ultimately do one of the following: 

· Implement one or more of the addressable implementation specifications; 

· Implement one or more alternative security measures; 

· Implement a combination of both; or 

· Not implement either an addressable implementation specification or an alternative security measure.”

Final HIPAA Security Standards (February 2003)
	ADMINISTRATIVE SAFEGUARDS §164.308

	Standards
	Section
	Implementation Specifications
	

	Security Management Process 
	164.308(a)(1)
	Risk Analysis

Risk Management

Sanction Policy

Information System Activity Review
	R

R

R

R

	Assigned Security Responsibility
	164.308(a)(2)
	
	R

	Workforce Security
	164.308(a)(3)
	Authorization and/or Supervision

Workforce Clearance Procedure

Termination Procedures
	A

A

A

	Information Access Management 
	164.308(a)(4)
	Isolating Healthcare Clearinghouse Function

Access Authorization

Access Establishment and Modification
	R

A

A

	Security Awareness and Training
	164.308(a)(5)
	Security Reminders

Protection from Malicious Software

Log-in Monitoring

Password Management
	A

A

A

A

	Security Incident Procedures 
	164.308(a)(6)
	Response and Reporting
	R

	Contingency Plan 
	164.308(a)(7)
	Data Backup Plan

Disaster Recovery Plan

Emergency Mode Operation Plan

Testing and Revision Procedure

Applications and Data Criticality Analysis
	R

R

R

A

A

	Evaluation
	164.308(a)(8)
	
	R

	Business Associate Contracts And Other Arrangement
	164.308(b)(1)
	Written Contract or Other Arrangement
	R

	
	
	

	PHYSICAL SAFEGUARDS §164.310

	Standards
	Section
	Implementation Specifications
	

	Facility Access Controls 
	164.310(a)(1)
	Contingency Operations

Facility Security Plan

Access Control & Validation Procedures

Maintenance Records
	A

A

A

A

	Workstation Use
	164.310(b)
	
	R

	Workstation Security
	164.310(c)
	
	R

	Device and Media Controls 
	164.310(d)(1)
	Disposal

Media Re-use

Accountability

Data backup and Storage
	R

R

A

A

	
	
	

	TECHNICAL SAFEGUARDS §164.312

	Standards
	Section
	Implementation Specifications
	

	Access Control
	164.312(a)(1)
	Unique User Identification

Emergency Access Procedure

Automatic Logoff

Encryption and Decryption
	R

R

A

A

	Audit Controls
	164.312(b)
	
	R

	Integrity
	164.312(c)(1)
	Mechanism to Authenticate Electronic PHI
	A

	Person or Entity Authentication
	164.312(d)
	
	R

	Transmission Security


	164.312(e)(1)
	Integrity Controls

Encryption
	A

A

	
	
	

	ORGANIZATIONAL REQUIREMENTS §164.314

	
	
	

	POLICIES AND PROCEDURES AND DOCUMENTATION REQUIREMENTS §164.316


Legend: R=Required – A=Addressable

Implementation Strategy

Goal of Security

· Information security is a business process enabling organizations achieve their business goals while reducing risks and complying with regulatory requirements

· Protecting the business by assessing risks and applying “reasonable and  appropriate” administrative, physical, and technical safeguards to reduce risks to an acceptable level
· An information security program must be cost-effective and fit into the organization’s culture
Ramifications

· Loss of public confidence

· Loss of patient, member, physician confidence

· Organizational embarrassment

· Fines

· Loss of accreditation

Involvement with Security
	Department
	Reason for Involvement

	Health Information Management
	

	Human Resources
	

	Physical Security 
	

	Legal 
	

	Medical Informatics Committee
	

	Training (Org. Development)
	

	Marketing 
	

	Quality (Internal Audit) 
	

	Purchasing (Procurement) 
	

	Materials Management 
	

	
	

	
	

	
	


Data Owners make security business decisions such as:

· Sensitivity and criticality of data and information

· Role-based access profiles   (Who has what privileges?)

· Audit controls required   (What events trigger an audit trail?)

· Acceptable level of risk for operating information 

Information Security Program – Key steps:

1. Assess and analyze risks

2. Develop policies and procedures to address the risks

3. Plan and design security into business applications and processes

4. Select and implement cost-effective controls and safeguards

5. Train the workforce on their responsibilities

6. Manage the computing environment

7. Audit, monitor and respond to incidents
Risk assessment and analysis – 

· What needs to be protected? 

(Assets – Hardware, software, data, information)

· What are the possible threats?

(Acts of nature, Acts of man)

· What are the vulnerabilities that can be exploited by the threats?

· What is the probability or likelihood of a threat exploiting a vulnerability?

· What is the impact to the organization?
What are Best Practices?

Best Practices
· Generally accepted principles and practices as determined by information security professionals

· Practices are typically derived from one or more principles

· They represent guidelines for developing or implementing information security policy practices or tools in an effort to secure information resources and comply with regulatory requirements such as HIPAA

Your Best Practices:
Best Practices – Administrative 
Creating User Accounts

· Established on role-based access rules

· Unique UserID that is not based upon the user’s name, department, telephone extension or employee number 

· Systems prohibit concurrent/simultaneous access of the same UserID

· UserIDs are uniform across systems and platforms

· Policy governs the use of temporary, group-shared or generic UserIDs 

Managing User Accounts

· Managed by exception

· Access privileges are quickly changed if there is a change in the user’s role (job transfer) 

· IT is automatically notified by the HR/payroll system when a user’s account should be inactivated because of employee resignation or termination 

· Auto expiration of contractors, vendors, temps, residents, medical students

Creating Passwords

· IT department creates a random password

· The password is delivered to the user in a sealed envelope after the user completes their mandatory training or new-hire orientation

· There are limitations and parameters controlling the type of password that users may select (Reuse, length, composition, etc.)

· Systems automatically force password changes especially at first logon

Managing Passwords

· Users are trained on how to select a strong password

· Procedure for resetting users’ passwords – 

· Help Desk verifies the identity of the caller using a pass phrase

· Help Desk notifies the user’s manager via  e-mail about the user’s password being reset

Password Creation

· Minimum of six to seven characters in length

· Easy to remember (So you don’t write it down)

· Difficult to guess

· Contains letters and numbers

· Contains a special character (!@#$%&*)

Best Practices – Administrative (continued)
Authentication

Three methods of authentication: 

· Something you know

Password, PIN, mother’s maiden name, pass phrase

· Something you have

ATM card, smart card, token, key, swipe card badge

· Something you are (biometric)

Fingerprint, voice scan, iris scan, retina scan

Combinations of any two = Two-factor authentication 

Audits

· Data Owners periodically receive an access control list of who has access to their systems and what privileges they have

· Users are randomly selected for audit 

· Audit data is provided to their managers 

· Warning banners are displayed at logon to any system or network (“No expectation of privacy”)

· Audit logs are stored on a separate system and only the Information Security Officer has access to the logs

Configuration Management

· Verify if changes require user documentation such as training materials to be updated 

· Check box to include prompt for updating Disaster Recovery Plan

· Automated software pushes to the desktop

· Automated procedures for updating anti-virus software, including laptops and standalones

· Inventory of executables running on the desktop for preventing unlicensed software

Configuration Management

· Systems are properly configured (“hardening”) and tested before being placed into production

· Default system passwords are removed

· Unused services have been disabled 

· Services that are used are set to their secure settings 

· Patches, service packs, and hot fixes are installed

Best Practices – Physical 

Physical Access Controls

· Card swipe or proximity cards control physical access to departments that are designated restricted areas 

NOTE: The use of card swipe or proximity cards allows the organization to maintain granular access control (day of week, time of day, etc.) and generate access logs to restricted access areas 

· Guest badges indicate access areas and expiration date (Picture on badges, expiration ink)
Data Center

· Any personnel not on the authorized personnel list are required to sign and wear a special Data Center visitor badge

· Authorizations for system maintenance personnel are verified prior to access 

· System maintenance personnel are escorted or monitored during the performance of their duties with digital cameras that are motion activated

Media Controls

· On-site backup tapes are stored in a fireproof safe away from the Data Center

· Devices that store PHI such as laptops or PDAs have security measures enabled 

· File protection tools are deployed for confidential or protected health information that is stored in user’s Word documents, Excel spreadsheets, and Access databases 

Media Disposal

· Paper documents are securely stored until they are disposed
· Prescription bottles, labels, CD ROMS or other items are destroyed through burning, pulverization, or high-pressure compression process

· Hard disk drives and other read/write magnetic media are sanitized by overwriting at least three times with random patterns of “1s and 0s” before they are reused or disposed of

Incident Response

· An incident command center that is well-stocked with the necessary supplies, equipment, backup systems, and each position in the command center is identified by role 

· Workforce members call one telephone number to report any type of incident

· Help Desk receives special training to recognize patterns and situations indicative of incidents 

· Trained and experienced employees are responsible for collecting and preserving evidence
Best Practices – Technical 

Workstations

· Applications processing PHI have automatic time-outs set for ten minutes 

· Workstation supports multiple logon sessions and uses biometric with single sign-on and proximity cards for auto logoff

· Privacy screens or anti-glare screens are used to protect information displayed

· Transcriptionist or coders working from home have two internal hard drives to boot from– one for work, one for personal use

Remote Access

· Remote access requires two-factor authentication 

· Help Desk holds on to all of the vendor’s tokens and the vendor calls the Help Desk to get their one-time password each time access is needed

· Modems have been identified and serve a specific business need that cannot be met by any other means

· Modems using remote access software (such as pcAnywhere) are properly configured

Networks

· Unused firewall ports are closed unless there is documentation as to why it is opened, the time-frame it will remain open, the requestor, and the manager who approved the change

· Intrusion detection system triggers an alarm if an unauthorized access is attempted

· Wireless networks are encrypted

· The network is periodically scanned for vulnerabilities


Conclusion
Tools

· Regardless if a product or tool is open source or vendor specific, it is difficult just to recommend a tool without understanding the environment, security requirements, and budget

· When looking for a tool, it is best to first identify the criteria for selecting a tool such as features, performance, maintenance, renewal costs, subscription fees, vendor history, vendor market share, and customer support 

· Ask peers for recommendations on tools

References

· ISO 17799:2000, Code of Practice for Information Security Management

Guidelines and voluntary directions for information security management

· ISO 15408:1999, the Common Criteria 

A technical standard to support the specification and technical evaluation of IT security features in products that will enable organizations to comply with regulatory requirements such as HIPAA security

· NIST Special Publication 800 series:

http://csrc.nist.gov/publications/nistpubs/index.html
· Best Practices in Network Security, by Fredrick M. Avolio, March 20, 2000

Conclusion

· Create a strategy for implementing information security

· Conduct a risk analysis to document your decisions
· Select the best practices to meet your organizational needs and limitations

· Implementing “Best Practices” does not guarantee 100% security 

It is my hope that this presentation served your needs. I welcome your feedback.  If I can be of help to you in the future, please contact me at:


E-mail:  tom.walsh@ctg.com 
Voice:  (913) 851-9777 Ext. 103
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NOTE: UserID and password is NOT two-factor





Does not imply that organizations are given complete discretion to make their own rules 





General Best Practice: Force users to create “strong” passwords
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Listed in a logical order rather than in alphabetical order
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Setting goals is the first step in developing a strategy
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